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PART I

DRAFT RESOLUTION
on the protection of the privacy of
individuals vis-a-vis electronic
data banks in the publiec sector

The Committee of Ministers of the Council of Europe,

Considering that the aim of the Council of Europe is to
achieve a greater unity between its Members;

Desiring to contribute to public understanding and
confidence with regard to new administrative techniques which
public authorities in the member states are using in order to
ensure the optimal performance of the tasks entrusted to them;

Recognising that the use of electronic data banks by
public authorities has given rise to increasing concern about
the protection of the privacy of individuals;

Considering that the adoption of common principles in
this field can contribute towards a solution. of these problems
in the member states and can help to prevent the creation of
unjustified divergencies between the laws of the membeér states
on this subject;

Recalling its Resolution (73) 22 on the protection of
privacy of individuals vis-a-vis electronic data banks in the
private sector;

Bearing in mind Article 8 of the European Convention for
the Protection of Human Rights and Fundamental Freedoms;

RECOMMENDS THE GOVERNMENTS OF MEMBER STATES:

a. To take all steps which they consider necessary to
give effect to the principles set out in the Annex to
the present resoclution;

b. to inform the Secretary General of the Council of
Europe in due course of any action taken in this field.



ANTEKX

The following principles apply to personal information
stored in electronic data barks in the public sector,

For the purposes of this resolution, "personal information!
means information relating to individuals (physical persons)
and "electronic date bank” meons any electroric doia
processing system which is used to handle such information.

L.

As a general rule the public should be kept reguliarly
informed about the estoblishrmont, coeration and develop ent

of clectronic data banks in the public secbor.

2
The information stored shculd be:
a. obtained by lawful and fair means;
b. accu;ate and kept up~to-date;

Co. appropriate and relevant to the purpose for which it
has been stored.

Dvery carc should be talken to correct incccurate
information and to erase inapprorriate, irrelcvant or
obsolete information,

3

Especially when electronic data banks process
information relating to the intimate private life of
individuals or e the processing of i1nforccotion .
might lead to unfair discrimination,

a. their existence nust heve been exrovided foo 27 low, or
by special regulation or have been wmade public
in a statement or document, in accordance with the
legal system of each mecmber state;

b. such law, regulation, statement or document must clearly
state the purvose of storage and use of such information,
s well as the conditions under which it may be
communicated =2ither within the public adminisitretion cr
to private persons or vcdics;
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c. the data stored must not be used for purposes other than
those whica have becen defined unless exception is
explicitly permitted by law, is granted by a competent
authority or the rules for the use of the electronic
data bank are amended.

4.

Rules should be laid down to specify the time-limits
beyond which certain categories of information may not be
kept or used.

However, exceptions from this principle are acceptable
if the use of the information for statistical, scientific or
historical purpcses requires its conservation for an indefinite
duration. In that case, precautions should be taken to
ensure that the privacy of the individuals concerned will not
ke prejudiced.

5.

Every individmal should have the right to lmow the
information stored abhout him.

Any exception to this principle or iimitation to the
exercise of this right should be strictly regulated.

6.

Precautions should be taken against any abuse or misuse
of information. For this zcason

a. everyone concerned with the operation of elecctronic data
processing should be bound by rules of conduct aimed at
preventing the nisusc of data and in particular by a
duty to observe secrccys;

b. electronic data banks should be equipped with security
systems which bar access to the data held by them to
persons nov entitlced to obtain such iniformation and
which provide for tne detection of misdirections of
information, whetherr intentional or not.

7.

Access to information that may not be freely communicated to
tne public should be confined to the persons whose functions
gntitle them to take cosnizance of it in order to carry out their
dquties.

3.

When information is used for statistical purposes it should
be released only in such a way that it is impossible to link
information to a particular person. /
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. PART 1T
DRAFT EXPLANATORY REPORT

to the resolution on the protection
of the privacy of individuals vis-a-vis clectronic
data banks in the nublic sector

I. INTRODUCTION

1. It is hardly necessary to cemphasise how immortent it is
that every individual in modern society is guarantecd
satisfactory protection with regard to the eleccironic
precessing of data concerning nim,

In the early 1960s when computers made their “irst
aprearance as administravive aids, the need to protcct
citizens against possible risls for their privacy «id not
appear to be urgent. Computcirs were expensive and their use
was limited to a small number of public services.

In recent years, however, thc need to provide adequate
safeguards for the individual has become morc acutec as a
result of two parellcl and intvcrdependent procecgec: the
growing complexity of the scocial fabric and the hceadway made
by information technology.

2. In all fields of humen activity, electronic Cata
processing has been introducced eas an efficientv crnd powecrful
instrument to solve complex provlicms. In certain ficlds it
has already become virtually indispensable.

The advantages derived from the use of computers in the
public sector are very obvious. They can help to rationalise
administrative work., In rclieving the administration from
tedious tasks such as copying, filing, keeping rccords up to
date, issuing cextificates, documentation, eitc information
technology raiscs administrative productivity.

Infermation technology imvdroves the capacity of every
administration to store, proccss and utilisc data on which
its decisions are to be bascd, It enables, morcover, several
administrations, at differcnt levels (central, regional,
lecal), to pool their data. ‘
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Thus, sutomation can raise the cuality of public service
notwithistanding the constantly growing volume, diversity and
complexity of the taslis of the administration.

3. The main applicavions of informetion technology by the
public administration will vary considcrably from one state

to another as z rcsult of certain considerations such as the
volume of the operations, their cost, administrative traditions,
technical infrastructure, etec. Among thic most common uses of
computer technologv by the Zuropean statcs are to be mentioned:
statistics, postal accounts, soclal sccurity, personnel
management, financicl administration, ncolth services, land
registers, criminal rccords, businces firas! registers, motor
vehicle administration and internal rcvenue,

Information .stored in population registers, which are now
increasingly being computerised and which descrve special
attention becausce taey respond to the nceds of all branches and
levels of the public administration is a typical example of
information used for more than one purposc.

4. The citizens who are seeing tac gradual introduction of
computers in public administration will form an opinion of its
advanteges or inconveniences. They vwill appreciate the speed,
clarity and lcgic with which informetion is handled in
administrative proccoses affecting them. DBut at times they
may also be anxious about what may appecar to them to be an
increase in the power of the authoritics as. a result of
computcrised administration. First, thcrc are fears that the
use of computcrs will allow scveral administrations to
exchange among themsclves various kinds of information on the
same persons and thet it will be possibZe in this way for the
state to compile and leep up to datc a detailed "profile" on
irndividual citizens. In fact, it is Dy no mcens a simple
matter to build up such profiles; a numbcr of technical
difficulties stand in the way. HNevertheless, this potential
capacity of modern public adminisiration hes awakened in some
people a fear that +their privacy is losing ground.

Furthermorc, thc vpossibility thet the same information may
be used for more then one purpose as o result .of several parts
of the administration being ablc to obicin access to it has led
to doubts about the rcal purposes for vaich the information is
reguired and evout vhe confidenticlity of The information
storecd.

5. An inhorent ¢ifficulty hovering ovexr the debate on the
protection of privacy vis-a-vis puvlic clcctronic data banks
stems from the dclicate problem of the balence of interests.
Governments arc confronted on the cnc hond by advocates of the
rights of individuals who are asking Ifor mcasures to secure the
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confidential nature of the date held by the state ebout
citigens, and on the other hard by those wno dcmand cgual
and free access of citizens to information necndicd by public
authorities.

Public anxiety has arisca 20t because many avuscs of
informeticn technology have actually been discovered but
rather from the possinility of ebuse and also from vtho fact
that computers are being uscd to store certain caltcgorics of
information zbout which individrvals are tradivionalliy
sensitive.

Finally, the public is not sufficiently informcd sahout
the new information tcechnolegy. The rcason foxr this is tue
novelty of the medium and the fact that the public authorities
have not yet adopted a firm policy with regard to it.

In the absence of gesncrol rules and of a Trepoer
information of the public, the discussion is apt to flare up
on the occasion ol each ncw p“ojcct for the usc of
information technology. In this connection, it shovld be
kept in mind that the succocos vith which computerrl can be used
in public affairs will cdepcnG very much on tuc ubglO of
confidence the pubiic is willing to give to ticir us

2]
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6. In several European gtates initiatives heave becn taken
in the ficld of protection of thww individual vitn rogard to
computcrs, both at legislative lcvel and with =
information of the public. Bills for new legisl
or are in the process of bzing drafted; hebrlﬁ¢~ cnd
consultations are organiscd ond rcports are procuccd Ly buOllC
and private boi”"

ave beecn

ince ese preoccupations exis 0 morc o less thc same
Sin thes ation t 1t lcss t S
degree in 211 develoned count :lzl, they are lso bheing
discussed in secveral intcrnational organisations such as the
United Nations, UNESCO, and OLCD. Special ma“*‘on should be
made here of the reports which the latter orgoinisction has
published in its series "Information Studies”.

II. ACTION TQ BE UNDELTAIZN 47 THE RURCFEAN Lo

|L"

7. In Europe, action in the legal and administravive field

has been urdertsken mnarticularls “within th- f::m¢ ork of the
Council of [Lurope. It should b recalled that this organisation,
according to Articlie 2 of its Statute, endeavours to defend the
rule of law and the protection of humen rights. 4among thosc
rights, as set out by th-. iuroncan Ccnvention on Humcn Lights,

a place is given in Article 3 to the protection of thoe right

to privacy.
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The mémber stotos of the organisation should therefore
¢ach in their own jurisdiction, see to it that this right is
respected, not only in treditional fields, but also and above
ell, with regard to ncw dcvelopments.

This idca has been expressed in a scrics of texts
emanating from the Council of murope, such as xccommendation 509
on Human Rights and #odern Scientific and Lcchnological
Developments, Rccommondation 557 on the Use of Computers in
Local Government cnd Ilcsolution 428 containing & Declaration
on mess communication mecdia cnd humen righvto, vihich were
adopted by the Consultative assembly in 1963, 1569 and 1970
respectively; Resolution ¥o. 3 on the Protcction of Frivacy
in view of the Incrcasing Compilation of rersonsl Data into
Computers adopted in 1972 by the Seventh Confcrouncce of European
Ministers of Justicc as well as Resolution (73) 2 on days and
Means of Encoursging the usc of Computers in Local Government
and Resolution (73) 22 on the Irotection of srivacy of
Individvals vis-a-vis .lcctronic Data Banls in the frivate
vector, adopted in 167% by +the Committece ol liinisters.

III. OBJACTLVES 0F THE FRSSELET RESOLUTION

-

8. One might lceve 1t vo the discretion oi cvery state to
dcvelop ite own rules on tixc issue of the »rovectior of
privacy vis-~a-vis computer utilisation by public authorities.
However, a number of arguments militate in favour of a common
action to be undertalken within the framevrork of the Council of
Burope.

First of all, it should be recalled that oy
Resolution (73) 22 a common policy with rogard to electronic
data banks in the privetc sc¢ctor has alrcady been recommended
to the member states of tiic Council of Zuropc. This
resolution would re¢main en imperfect work if tho same policy
were not to be followcd in the public sector,

Secondly, mutual aiministrative assistance, waich
implies the exchangc of information 1s of growing importance
between the Duropean states, both on the basis of bilateral
agreements and on the basis of Zuropean conventions. JSince
part of the information conccrned is computcriscd information,
it is desiravble taat the handiing of such iafoxmction should
be subject to a common sct of rules for the differcnt states.

Thirdly, the guostion at issue conccras the right to
privacy which is by ite very nature a meaticr bolioanging to the
Buropean public order. '
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IV. THE PREAMBLE TO THE RESOLUTION

9. The considerations sct out avove are recited in the
Freamble to the resolution., rfurthermore, in oricr to avoid
any misunderstanding, thc Frcamble reaffirms thet the use of
computers for purposes of public administration slhould in
general be regarded as a posivive development. The purpose
of the present resolution is not to oppose such usc, but to
reinforce it with certain guear-ntees.

V. THE OFPERATIVE PART OF THY RESCLUTION

10, With regard to the scope of the present rcsoluvion, the
guestion was raiscd whether it was possible and indced
necessary to adopt a definition on what is undcrsiood by

Moublic seator.

It was observed that, in view of lack of uniformity
between the notions of “public scetor" as they are understood
in the laws of the several Iuropean states, cnd ia view of
the fact that the problom of outiining the scone of the
resoiution does not secm to have posed any difiiculty when
the private sector was examincd, it seems prcfersblc not to
embark on a search for the precise boundarics of tho public
sector.

On the basis of such considerations and in order not to
run the risk of leaving barc a gone sof "non-law", it is left
to the states concerned by the present resoluti01 to fix the

exact perimeters of their public sector.

It should be recalled that in 211 European states
certain tasks are the exclusive province of public authorities.
To those traditionsl tasks ncw tesks have latcer beceun added
with the development from the ‘policeman state to the
"entrepreneur state" or the “wclfare state". This development
has been different from ounc staze to another, - V¢ may
therefore conclude on the onc hand that public suthorities are
fulfilling in certain fields (national defencc, mﬁintgnﬁnco of
‘order, Justlce, public finence) a special task which has no
equivalent in the privete scctor. On the othex ﬂwhd, in view
of the diversity cxisting betwecn the states wherc certain
functions are sometimes cnitrusved to the public fector and
sometimes left to the private scetor, it is cdviscble to take
as a point of departurc thc nrinciples alrccdy cueuincd in
the framcwork of the privete scctor. The text of the present
resolution thercfore has wcen deyeloped along these two lines
of thought.
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V1. u=FINITION AND TERMINOILOGY

11. Pollowing thc cxamplc of Resolution (73) 22 on the
private scctor, tiac prescat resolution applics solely to
information on individuals, not on corporatc bodics.

12. The words "to hondle information" cover voth the storage
and the processing of data. Although thoere might be slight
differences between the words "information” and “data™, they
are intended to have the same meaning whcrce they are used in
the present resolution.

13. The definition of "clcectronic date bank® applies to all
data banks irrespective of their size and of whether they
release information to third parties or not.

In this connection, attention should oe dravm to the
difference bectween the present resolution end Resolution (73) 22
concerning the private sccter. The latter rcsolution tekes
into account only thosc data banks which actually relcase .
information to thircd portiess. Furely internad use, such as
Personnel administration, is left out. VWith regard to the
public sector, however, 1t i3 difficult to distinguish between
"internal" end "external' use. As a matiter of fact in those
states wherc all branchcs of the public aduianilstration are
regarded as forming onc wholc, those diffcrent branches could
not be considered to be ‘third party" towards each other.

VII. THE PRINCIPLES

Principle No,.l

14. Public concern over the use, er intended use, of data
banks by the administration is to a large cxtent due to a
lack of adequate infornation.,

In order to solvc this problem, the authorities should
enable the public to keep an eye on the development of data
banks by providing it, at rigular intervals, with facts and
figures on such qucstions asgv +the naturc and volume of
information stored, the officlal purpose ond the use actually
made of the information, the establishment of now data banks
or the abolition, mergcr, or modification of cxisting ones,
the meens offcered to individuals %e know +the information and
to have corrections made, avc.
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15. General information could be provided to the public

by meens of reports from a specisl asuthority or by statement
from the government tc parligment or the press, covering the
full range of electronic dats bankes in the public sector.

Such public information will undoubtedly consgtitute an
additional guarantce, reinforcing the legsl protection and
giving individuals an indirect control cver tne use of
information technology ky the State.

Principle Ho. 2

16, This principlc concerns the quality of the data stored
in -computers.

The first parsgraph lays down thet the information
stored should be obtained bty lawful znd fair means. In
this connection, the question hag tecn raised whether the
collection of data and particularly the cbligatory collection,
imposed by putklic authority, should be subject to speclal
legislation.

It wac concluded that, although the rule of "fair
collection applics to all categories of dats systems, the
.criteria for this rule should be determined according tec the
purpose of the particular system. Thus, for example, it is
acknowledged that, in order to obtain infcrmetion to fight
treffic in drugs, rescrt may be had to means which would be
considered unacceptable if us:d to obtsin irnformstion for

use in connection with g law on 2id o invalids.

Furthermore. it is affimmed that the infoxmation must
be accuratc and kept up~to-date. Computerised information
is usuvally regarded as teing perticularly accurate. ZErrors
may ceuse considerahle damage to the individual, particularly
when a decigion unfavourable to him is taken on the bhasis of
wrong or obsolete information.

It was recognised that it may te impracticable or
wncconomic to maintain statisticsl information 1o near perfect
accuracy and to keep it absclutely up-to-date. In so far as
information is provided bty the individuals who arc the subject
of the information the accurscy of such informetion depends
on the individuasle themselves and it gencrally makes little
difference to an individuel 1f statistical records relating
to him are not entirely accurate or up-to-date. It should
also be borne in mind that when the purpose of the system is
to analyse a ccrtein set of facts, thete will be no gquestion
of updating..

The third clement of this principle ic that a limit should
be imposed on non-~selective collection of data; only those
data which are indispensable for the completion of the task
entrusted to the data bank should be retained. . ‘
o/
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17 The second paragraph, a corollary of the first, aims at

the proper management of computerised data. While it goes

without saying that the authority in charge of the data system has
a professional interest in maintaining the good quality of the
information that it is keeping, it was considered proper to lay
down in this paragraph the explicit obligation to control at
regular intervals and at all stages of processing the accuracy

of the data stored and expunge from the system any data that

do not meet the stipulated conditions.

Princinle N° 3

18, Although the provisions of this principle should not be
disregarded when non-sensitive information is being handled, the
principle deals particularly with information which is inherently
sensitive (for example because it relates to the individuals'

conduct in his own home, his sexusl 1life or his opinions) or

becomes sensitive in the context in which it is used (for exanmple,
police or helath). ‘

It has been emphasised that the processing of sensitive
information should be governed by special rules in view of the
damage which individuals might suffer in case of misuse. It
was observed that the problem concerned could be solved by
introducing, after the fashion of Article 8, second paragraph
of the European Convention on Human Rights, the notion of
legolity.

It is understood that the object of this principle could
also be met by s system in which data banks according to the
law require a licence.

The text of paragraph (a) lays down the principle that
the existence of any data bank for sensitive information should
be provided for either by an act of parliament or, teking into
account the peculiar nature of the legal system concerned, by an
equivalent source, such as a g ecial regulation or, as for example .
in British practice, a statement before parliament, or any other
docunent made public in conformity with the specific legal system.

19. According to paragraph (b) of this principle the provisions
concerning the operationsg of the data banks should cover from the
outset both the use of the data incide the s stem and their
release to other branches of the administration or to other
persons or bodies in the pivate sector.

The provisions also cover the transmission of data for
purposes of improvement, control or verification between data
systeus which have been set up for different ends.

20. Paragraph (c) provides for the possibility of a departure
from the rule that data may only be used for the stated purpose,
provided that such an exception is surrounded by legal or
administrative safeguards.

Principle N° 4

21. The first paragraph of this principle deals with the
time-limits for keeping and using the information.

o/ -
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In the public sector, just as in the private sector,

individuals have a legitimate interest in seeing certain
kinds of information concerning them, particularly that

whi
aft

ch is harmful to them, wiped off or rendcred incperative
er a certain time has passed. The words ‘certain

categories of information® indicate that not all information

nee

ds to be affected by time-limits. There are, in fact,

certain kinds of information cf a personel cliaracter, such
as names, birth dates, diplomas obtained, etc, vnich remsin
indefinitely valid and the retention of whica is not

Pre
whi

judicial to individuals. 1t'is for every state to define
ch categories of information may be prescrved indefinitely

and which time-limits are to be observed in Thie cese of
certain other categories of information.

22.

However, the second Ua"abraph makes allowecnce for the

necessity of certain exceptions in the interests of science
and of historiography. Stetes have a special dUuy to preserve
certain information for posterity. In that case, the mission

of

the state as "guerantor of continuity" mﬂSb be recan011ed

with the interests WthL citizens have against the
preservation of data haraful to then. Lhere;oL,, if certaln
categories of information may, or even must, be preserved

at

and uvused for purposes of 3t

his

lotiCS, scientific research or
tory, safeguards must e provided to prevenwt the

possibility of such uses alffecting the privacy of the persons

concerned. M data ghould be-mreserved in guel o wn thet the

id

he

entitice 7 the people on wio: iafor~tioz fg of tuzed con pall Ry
°°ce‘* ined Dy the gheciclistes coroyin. sut T resceorel

exvigered or, in the coegce »f stlcr peonle, after ap adcousio

new

Pri

134 of tine has elzpsed.

nciple No.5

23.

The effective protection of an individual against

intrusions into his privacy due to improper use of data
stored about him hinges on his right to knov: the information.

It

is recognised that tiils right may have to undergo certain

restrictions, for example for reasons of state security,
public order or prevention of criminal ofiences or in the

cas

e of information which it might be harmful to the

individual himself to know (the example of the pcychiatric
file has been cited)}. However 5 those excepruions (Wulch may

vary from one state to another

24.

must be strictly defined.

It should be noted that the evercise of the right .
may be limited .or purely administirative

reasons, for example in +the case of a procedt re giving general

acce

ess which might involve important materisl- and- cost

problems.
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A further reason for imposing certain restrictions on
the exercise of the right to lmow the information may be
that this right may in turn degenerate into & source of
unjust discrimination aind be harmful to individuais (as has
been the case in certain states where every citizen applying
for a job must present to his employer a statement of good
conduct delivered by the police authorities).

25. It should be stressed that any provisions concerning
the costs to be charged to the individual or the minimum
pericdicity of communication of the information must avoid
rendering the application of the principle inoperative or
discriminatory.

Princivle No., 6

26. This principle deals witlh the measures to prevent abuse
or misuse of the information stored.

A great variety of steff are usually concerned with
data bank operations. ALApart from civil servonts there are,
for example, technical staff who, although employed by a
government service, may not be civil servants, lioreover,
data bank operetions are cometimes carried out for the
government by: private firms whose personnel are not government
employees. For this reason it will not be sufficient simply to
refer to the rules of conduct applying to civil servants, but a
special body of rules should be in force for all personnel
concerned, irrespective of their status.

27. Paragraph (b) refers to the measures to he taken, within
the bounds of existing technical possibilities, tc safeguard
the security of the informction stored in & dava bank.

The use of information technology by public
administration offers in general satisfactory safepuards
with regard to the rizk of cbuse or misuse.. Yetv it is
desirable to provide expressly for the availability
of technical arrangemenits guaranteeing the security of the
infermation stored.

Computer manufacturers and managers of electronic data
banks have wuderlined that the present stege oi development
allows for a much higher degree of security then can be
obtained in the tase of nenucl registers. :loviever, they
gstress that it is in the final instance up o The users to
specify the degree of security which they wish fto see
observed.




Principle No. 7

28. This principle does not spply to "neutrel" information
which may circulete freely and to which conscquently any
person can have access.

As g matter of fact, the proper functioning of public
services may cell for the free circulation of certain
categories of information such as that pertaining to the
identificetion of persons.

However, thce definition of personal identification
elements is left +to the discretion of the member States.
It is recalled for examplc thaet an address, which is an
identifier, is considcred in certain countrics zs a
sensitive item which for that reason cannot circulate
freely.

29. Access to information which may not circulate freely
should be restricted within the sdministration solely to
those persons whose functions entitle them to take cognisance
of it in order to carry out their duticc. This rule contains
a double safeguard: not only should the person be generally
entitled to hsve access, but in every instence his access
must be justified to the task he is cerrying out.

Principle No., 8

30, Attention should be called to the fact “hat this
principle also pertains tec information concerning the intimate
private life of persons and informetion which may ke a source
of discrimination.

31. One of the main objects of data tanks is tc provide
public suthorities with statisticsl informstion on which
they may tase their decisions. The reclease of statigtical
informstion is therefore one of the most prcvalent useg of
date banks.

Statistical information is ugually released in s form that
people can read, such ss a printed page or a microfilm,
Howcever, statisticel information stored in a computer can also
be made available in a form (such as a magnetic tape or disc)
which can only be read by a machine znd nceds further
processing before it can ke read by human-beings. The word
"released" refers to both these situstions.

32, Statistical information should normally be released only
in aggregete form., If person by perscn information is
released, for exanpls for scientific or resesrch purposes, it
should be reduced to @ level where it is impossible to identity
the individuals.

33, With regard to the time-limit for prescrvation of data
used for statistical purposes it is recalled that in conformity
with Principle No, 4, sccond paragraph cf the present
resolution, special measures may be taken which constitute an
exception to the first paragrsnmh of the same »rinciple.







