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FOREWORD

The Oouncil of FEurope, whose membership comsists of 21 European
parliamentary democracies, provides the best framework for legal co-operation
in Burope. Accordingly, since 1969 it has organised a Colloguy on European
Law each year in & differeni country.

The obiect of these weetings is to enable specialists and decision~
makers in the field in question to compare their ideas and experiences and,
whera appropriate, submii practical suggestions.

ok S Y

The subject of the XIVih Colloquy on European Law, which was held in
Lighon on 26-28 September 1984,was:

"Sevond 1984: the law and informatiom technology in tomorrow's society”.

T+ was organised in co—operation with the Portuguese authorities and attended
by some 80 lawyers specialising in data protection and new technologies.

Speechas were made at the opening session by His Excellency
Professor Rui Chancerelle de Machete, Portuguese Minister of Justice,
o and by Mrs Marie-0dile Wiederkehr, Head of Division, representing the
g Secratary Geuaral of the Council of Europe.

The discussions were held under the chairmanship of
Mr J ¢ de Carvalho Moitinho de Almeida, Director of the Office for Eurepean

Lavw.

i

The discussions were based on four fundamental reports: ''Policies and
perspectives for dats protection” by Professor S Rodota (Rome}
"rachnological development and its consequences fox data protection” by
¥Mr H Covell, senior legal adviser in the Ministry of Justice {Stockholm);
“orkers' rights and technological chaages” by Mrs M Georges, Research
Tellow, in the Commission Nationale de 1'Informaiique et des Libertés {(Paris);
"Data proteciion and social policy” by Professor J Bing, Norwegian Research
Centre for Computers and Law (Oslo).

T e ARy

The high quality of the reports emabled the colloquy to develop concepts
{on the practical and theoretical level) on the speed of techmological
change and the positive and negative consequences of the new technolegies.

The discussions were of great significance for the work of the
Committee of Experts on Data Protection (CI-PD) of the European Committee
on Legal Co-operation {(CDCJ). New legal soluticns will in fact be necessary
S in order to meet the challenge of the problems raised by technological
. change, and Lisbon provided an excellent forum for taking stock of the
L work so far accomplished and defining future strategles.

Aftar the discussions a general repeort was submitted by
Professor 5 Simitis, Deta Protection Commissicner of the Land of Hesse
(Wiesbaden). The colloguy ended in a round table of guest speakers.

The results of the colloquy have been transmitted to the Committee of
Ministerz of the Council of Burope through the CDCJ.

The present volume contains all the documents presented to the colloquy.



ADDRES

by

His Excellency, Professor Rul CHANCERELLE DE MACHETE,
Portuguese Minister of Justice

i. I should like to staxvi by welcoming the participants to this
14th Colloguy on Zuropean Law whose progeedings begin today under
the auspices of the Council of Lurope. I should like, too, to thank you

for coming to Lisbon and for all the work deome by the Directorate of
Legal Affairs and other bodies and staff members of the Couacil of Eurcpe
who have made this meeting possible.

Your high qualifications and extensive experience offer a sure
guarantee of the success of this imitdiative by the Council of Burceps and
the Portuguese Ministry of Justice.

2. This year's subject, "Beyond 1984: the law and information technology
in tomorrow's scciety" constitutes a significant inrellectual challenge
and is tremendously ropical, particularly for Poriugal.

Speaking of politvical and social forecasting Wr Bertrand de Jouvenel has

'SdlathdfFFOTFSEQIWg the futurs would be an absurd undertaking were it not

inevitable”. Indesd we are forced to bet on the future becauss we have no
other choice.

The construction of alternmative scenarios based on carefully clarified
assumpticvs and extrapolations of existing data is after 2ll only a more
systemaric version of what anyone engaged in politics bas to do every day.
But apart from models based oun certzin trends and options we must pose the
question of what all this means for humanity, for the values in which we
believe, for the society which we wish to create and in which we are golng to
live.

This the fact of knowing whers we are going if certain conditions are
metr or certain choices made can help us discever who we veally are here
and pow. Tn this context, Orwell’s vision of the future, Hayek's "The
Fcad to Yerfdom” and Schumpeter’s "'Capitalism, socialism and democtacy"
complare sszch other znd help us ro understand who we reslly are and to
rezlise the risks involved in the potential development of certain slements
already present in contemporary society,

3. The progress of science and technology and the arrival of more powerfnl
machines and instruments increase man's capacity to intervene in nature and
society. His freedom increases and the effects of his actlons become
greater. DBut freedem can be used either to give life to the values inherent
in the human personalicy or for its complete destruction.

The defence of what we consider to be the highest good, ie man ag a
free being, should not and caennot be achieved by fighting against progress
and inacvarion, but rather by the application of the ethical and legal
ruleas which gusvantee human dignivcy.
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6. The Ministry of Justice is very committed to increasing use of data
processing as regards data connected with legislation and case law, the
working of the courts, the land registry, the civil status registers,

police records and the seaveh for wanted criminals, These are sensitive
areas and we must therefore act prudently but also with the necessary spead.
The subject of the colloquy 1s very well chosen having regard to the
ministry's scheme of activities and we confidently expect vseful suggestions
from its analysis of this material.

Once again I would like to thank you for your co—gperation; L hope
your proceedings wiil be frouirful and that you will have a pleasant stay

in our country.

1 thank you.
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has successfully played in the past and which corresponds well with its
particular aims is Lo prasp from the begicning a situvation which appears
likely some tiwme in the near furure to become a matter of concsrn for the
law of the member States. )

|
The ideal solution is to oxganise co-operation snd comsultation I
hetween the vesponsible officexs in the membex States even before the
legislative precedure is commenced as this is the best starting point for
the harmonised development of legislationm. This was zchieved between 1970
and 1980 for data protection through a commities Of experis many of whose
members are present here today. At a time when legislaticn had been passed
in very few States the Council of Furope started a foyward-looking
discussion with a view to defining the basic orinciplies in the field of
data protection. This led to the Covncil of Furope Convencion of
28 January 1981 and the co-operaticn between member States algs resulted

i

in the passing of a sexies of national Acts based on the prinmciples

worked oui fogecher whilst at the same time raking asccount of the differing
factual situations in the couatries concerned. This co-ordinated action

ig still in progress and several states are in the process of drafting thelr
pational legisiaciorn and preparing to ratify the Convention. Tor instance
Spain, which after ratifying the Council of Europe Convention is working

actively on rhe preparation cf legislarion the primcipal features of which
were presented to the Madrid Coufersnce in June 1984. The same applies to
Portugal where Your Excellency has given us an account of the progress
achieved in giviag practical shape to the lsw on data protection, which,
as in Spain, iz guaranteed in the Constitution. Switzerland, Belgium,
Italy, the Hethevlands and Greece ave at a more o less advanced stage of
the same process. 1t is interesting to note that a Data Protectlon Act
prepared in 1984 ie not fundamentally different to one prepared beiween
1970 and 1980, which shows, if that were unecessary, that the principles
governing data proteciion worked out in the Council of Buvope Conveniion
nossess a vaiue which is not tied to the particular circumstances of a
given period.

4, foweve r, nobody seeks to deny that the state of the avrt has developad
s great deal and very fast and that the changes which have occurved are on
such a scale rhat the problems may now be of a differvent maturs. Does the
arrival of technigues compistely unknown at the time the fonveanilon and
the fivs: generavion of Acts were being preparsd have the comsequence of
affeccicg the validivy of these instrumente? Does the prospect of a
cenieraiised adoofion of technigues which are only just begimning to be
developed mean that lawyers must Lhrow all their established comvicitions
overboard snd draw on their imagipation te produce aptively mew rulias?
This ig the fascinating question to which the eminent specialists in data
proteciion and wore genmerally in information technology meseting here today
miet try and find an answer.

They will be greatly assisted in their task by the remavkable analysis
of existing concepts preseuted by the four rapporteurs aund their knowledge
both of the techniques which ave now predominant and of the realicies of
tvation in which these techmiques ave to he applied.

Tooking at their first findings one ig struck firstly by the fact
that 211 of them seem Lo be convinced that the main principles of data
protection hitherio accepted can contipue o apply provided they ave
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POLICIES AND PERSPECTIVES FOR DATA PROTECTION

by
Frofessor Stefanc RODOTA

University of Rome
Member of Parliament
(Italy)

1. Rerween utopias ard principles

Between the end of the 19th century and the beginning of the
20th century, negative utopias replace positive utopias and in place
of utopizs of ''desive’ we find utopias of "anguish'. CGeorge Orwell’s
1984 ic situated exactly in this new category- &nd it has been said
over and over again that thar is the result of the demise of a blind
faith in progress which was typical of the last century. But the
anguish of the future does not lead to the refusal of the future:
in addition to the perception (even more acute) of the risks of
technological progress, one finds the awareness of the impossiblity
of stopping this future, even if ir does not appear to be entirely
positive in cuticok. It behoves the writers to highlight the
underiying reasons £or these widaespread fears, to stress the imagined
or half-seen risks: ''the mimetic fear brought about by literary fantasy
discloses the mature of real social fears" (Elias, 1984:11). There is,
accordingly, a revelatory effect, an unveiling, in the new liiterary
utopiss.

The demise of the idea of progress which is comstant and, at any
rate, positive focuses attention on the fact that the worlid can ounly be
better if man wishes it so. From this awareness has been borm the
image which will henceforth follow the discussions on the social
effecte of the new technologiess: that of the two~faced god, Janus.

How many times have we repeated, with scarcely few significant changes,
whar Harbew Marcuse wrote concerning the experience in Hitler's
Germany, underlining that "technology itself can promote liberty
~a well as authoritarianism, zbundance as well as penury, abolition as

t

weill as intensification of work” {(Marcuse, 19434047 .

Today, conflicts as radical as those may seem schematic oF
sversimplified. But the a=w snguish is born out of the awarercess

of the enormouz gulf which exists between the rapidity of techno-scientific

progress and the slowness with which the centrol capacity of the social
nrocesses which accompany this progress reach meturity. hnd it is
pracisely oa this level that we must work, to fill im the gulf by
analysing the complexity of present procedures, by launching appropriate
policies, by fimalising ipstitutional solntions.

Nevertheless, this work often resolves itself into a feverish and vain

porsuit of rechnological ionovation. Sometimes, one kas the feeling
that ibe distance between the very rapid world of technological inmov-
atien and the very slow world of cocio-institutional plans ie golng to
increase. Cne constantly witnesses the rapid obsolescence of legal
solutions which have been brought to bear on omne single technical matter

or on ona single problem. In this way, one raalises the need to
detarmine principles and to relate them to long-term tendencies. This

ig precisely the divection which emerges from reflection on the experience

of ten years of drafts and of the application of the first laws on
electronic data processing.




The difficulties surrounding the quest for these principlas are
not only attributable to the fact that regulation of a continuocusly
changing reality is in issue. The difficulties arise also out of
a necessity to confront a variety of requirements, intere
which are often in conflict inter se. We are also concerned with
the effect which new technologies have since they penetrate the most
widely differing activities and cut across the most varied
sectors. Oppositional pairs multiply:
centralisation/decentralisation,

ats, valuesz,

authoritarianism/democracy,
regulation/dereguiation, transparency/
secrecy, decision/participation ... And one could®go on and on,

f
mmderlining perhaps that in each of thegse pairs not only are the ;
traditiconal debates remewed, but that ome can discern a "technological” E
change in what goes to maks up these oppositions. Tt is agaiust this %
backdrop that we must today launch data protection policies. g

2.

Technological changes and institutrional innovation

One can try to defiue by way of synthesais the totalicy of the
changes which have upset the scemario taking place before us. Firatly,
the diffusion of the possibilities arnd ways of data processing.
Twenty years ago, when the debatres on the risks for privacy were in fujt
bloom and at the beginning of lenislation on the protection of persconal data,
the point of reference was a technological reality in which the computers ip
existence as referred te in +the literature, whether doom-laden or not, were.
equivalent in calculating power to today's personal computers.

v AN, Y

i

From this finding one cannot simply draw the hasty conclusion that
the risks denounced at thar +ime have mzltiplied beyond expectation and
even heyond imagination, as if the present use of personal computers
corresponded perfectly to those large central computers
at any rate, that certain legislative definition
to the large computerised syatems built around 1
increasingly no longer useful.
data bank as "archives
which contain persomal data which can relate £0 a concerned individual®,
is no longer viable to esiablish obligarions common t¢ all these who
owe archives which, in principle, fall within the
Indeed, what would be the costs, both
registration obligation imposed on
A3 a consequence, one can see that
laws in force which exonerate from the obligation to registey all those
individuals who set up an automated archive for stric
{see the new Article 1 of the Swedish law).

- It ds apparent,
& conceived with refevence
arge Computers, are

For example, the definition of personal
managed by a system of auromated data processing

aforementionsed definirion.
economic and bureaucraric of a

all the owners of personal computers?
exceptions will be made to the

tly personsl purposes

In following technological developments, one can
the notions of file and "data bank” are in th
insufficient and outmoded apnd that
soiely by personal computers.
more of a central position;
work statdon:

notice that even

e process of becoming

the new frontier is wot didentifiad

It is the notion of network which has evar
the new realities are called loral ares natwork, .
in the diffusion of interactive technologies, acecount must be
faken of the perspectives opensd up by telematics.




That is vot the only technolegical scenario which is changing:
rhe institutional framework is also being transformed. Attentiocn
js not being exclusively focused on the concept of privacy, although ’
this concept is redefined in the new context. We are moving towards
the much mers comprehensive notionm of "data protection” which goes far
beyond the problems of protection of private life and which, in fact,
refers henceforih to a basic eriterion of the very legaldity of public
action. {Sieghart, 1983 : 16:; Simitis, 1983 : i75)

Fyen the most important product of the first gemeration of laws on
automared data processing - the right of access ~ has brought aboul
consequences and has opened perspectives which originally were not
foreseen and which also go bevond a suarantee exclusively concerning
the individual sphere. By offering te individuals a dynamic means of
safeguarding their informational patvimony, a way has bean opened at the
came time to dismantle the secrecy barriers survounding the data owned by ;
othey parties. The laws on data protection have been the forevumsers
for the laws on access to administrative deocuments and on adminiztration i
"in the sunshine”. A1l that has brought about a change in the
insrifutional framework which is by no means negligible because smphasis I
has been placed more and more not only on the defence of the individual
sphere, but rather on the geaeral rules concerning the circulation of
information (whether personal or impersonal) which is at the digposal of
public bodies.

Throughout this tendeucy, one can very easily digcern the |
velationship which is going to develop between individuals and information |
or, to be more precise, between the interests of individuals and the ways
in which informaticon circulates. On the one hand, by enlargingthe principle
of consensus, we arrive at the declaration of a "a right to informatiomal
self~detarminacion”, at the constitutional level as prouounced by the i
fonsiitutional Court of the Federal Republic of Germany {Simitis, 1984). |
Gn the other hand, the vight to disclosure of certain categories of
information {the information right) will enrich itself as Right te Democracy
{Yudof, 1283), by identifying, henceforth almost entirely. the democratic |
character of & system with the quantity and the level of information which
ciyveulates within the system.

Transparency also affirms its reasoms as the referance point of the ;
real presence of citizens within the social and political organisation.

I¥ democracy reallv wishes to be "governmemt of the peonls' if is necessar

for it to be "govermment im public” or “government of visible nower” {Bobbio. "

1986 ¢ 181). |

In this way, the personal sphere and the political sphere cous
together. That does mot only mean that the degree of protection fovr ¢
individual in regard to his private sphers depends on the geaeval way d
H in whick the political system fumctions. Tt also means thak the rules 3
concerning the circulation of information are destined to affect the %
discribution of power in society.

ha i




Fat i gt ST S e

e s L X i T T

At this point, another apparent paradox cen be discoversed. The
systems of government "In public” which favour the value of transpaye
are these whichk offar their citizens the rossibilicy of an effective
guaranitee of their private life, for *Fooﬂ very citizens sve the holders
of an increasing share of the power of control over public (and private)
structures. This is ancf'y the opﬁcsi*e to what happens in those
systems which are inspived by totalitarian lcgic and practices and whers
secrecy and opaguzness constitute the real rules for the functicning of
state siructures,
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This increasse in the opposritunitiszs for larger and 1a”ger -y
citizens to lutervere and conitrel is desr
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az a vesult of the spreaq of infermation processing eysrems Jﬁﬁ the _
development of incerastive techuclogies, It is rracisely this latter b
techuclogical cnange whlch is destined to have vepercussicns on the

concrete arrangements in the relations betwsen cirizen and those who
collect data. There is anm increasing evident ccoincidencs between the ;
duta collector and the provider of a service: i 3 : o

LRGN

Lo

the new wedia ave alsc
channels {someiimes above alil) for the proviaion
on the basis of au increzsingly rich

of goods and services
exchange of infermation.

e find there an evolution which is producing
ormation provided by concermed sariies 50 as to receive
& s such, in gquantity avd quality, that it is at

<
i the baaie

of a sexies of possibie secondary uses which are particularly remunerative
for thoze who manage interaciive systems. The latter, by processing the
data which have been obraiced at the rime of rhe provision of services,
can create new informaticn (profiies on individual and Zamily conszumption,
rreference anslysis, statristical daia, Pac.), What we are talking about is
the vt of information which is of interest i

Accordingly, it
Informarion simply in

D

ine omeself to discussing
1

Lz revealdng that it i3 precisely ar this
1

"rasource” for sseiety which
can be ceen emerging b: £ us 2 Infersctive technologiss have the 3
capacity to create a new o madicy” whichk 1aws will deal with within ;
the disciplines concerning cable privacy or videctex systems. And it p

s 5 point that one finds move and
MGIe porms on opinicn pells which today represent the most conitroversial
and sensitive froatier in regard tc the expression of citizens praferences.
Since h&se preferences can alsc concern imporiant choices for the social
and political organisation, the regulation of the storage and i
processing of data can once again not be reduced to one individual denon- g
irator. The real theme which is treared by all this is that of the role :

0%
f the citizew in the ﬂ~mpu"

rerised society, of the distributicn of power
1ected to the availability of information and, accordingly, how chis
rmation is stored and cit i

Privacy: 01d ideas and new problems

Tf an stiempt is made to foi low legal dePipliﬁe in this area, it
will be noticed at any rate that the problem of privacy still occupies
the centre of ztiention. The permacent nature of this attention must be
explained beyond the peed in guarantes a protection which is proportionate
te the iaterests which are still found under the rubric of privacy.
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The wost immediate and most evident explanation can be found in
the fact that the underlying reasons (and thersfore the fundamental
srructure) of the first genervationm of data protection laws expressly
refer to the aim of replying to the widegpread anxieties concerning
violations of privacy brought aboutr by compuier tectmology. It is a
question of & priority or privileged approach to the typical legal
probiems of the new tschnologies which continues To exert ivfluence
aven tecday. ’ '

Moreover, this way of raising the problem made it possible
{and still makes it possible} to confine the new theme wiithin the frame-
wotk of traditional privare law categories, following a logic which has
alsc influenced interpretarions concerning the right of access. indeed,
in the mzjority of cases this right has been congidered as g counterpart
offered to the individual in return for perscnal information “ceded”
to public and private bodies and, therefove, according with the typically
property concepi of ewxchange. This is not a new scheme of things:
individusis have on many occasions succeeded in thelr astempts To cbialu
the right to control the activity of certain public hodiez for ths sole
veason that these bodies used vesources which have bean directiv provided
by the individual. Suffice it to recall Article 14 of the Declarvation of
the Rights of Man and of the Uitizen which affirws the right of citizens
to "follow up the use" made by the State of "public funds".

lem is considered only from this point of view, tne
operational possibilities of the right of access are clearly reduced
this problem will be comsidered in a more analytical manner later;.
Rut it must also be added thar it is precisely the place giver to the
right of access, with its formal link with the individual interest din
the defence of privacy, which allows the comcept of privacy €0 continue
to play an imperzant role in the legal comnsideration of the problems
concerning the circulation of information.

1t the wroh
i

Byt the parcicular atfention which has been accorded to privasy
gquestions, and walch scometimes does not correspond to the resl,actuzl
dimensions of the institutional problems in vegard to imformaticon, 1s
not solely a consequence of a cervtain intreliectual lzziness or inability
to zl eyord the logic of property rights. There are other legal

o

policy veasons which push dn the direction merncionad.
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On the one hand, because the mass media have almost exclucively
emphasised this aspect, the associatiom between new technologies and
visks to privacy has been the theme to which public opinion has be=an,
and conrinues to be, most sensitive. On the other band, a iegislative
response which is based entively in terms of individual proteciion of
privacy, and with an atomised control granted solely to individuals,
evidently appzars to be the one which is least expensive {politically,
sozially, aconomically) for those who keep large masses of data.

Tn a first phase, the coavergence of these fwo Lypes of interest
has nroducad very imporiant innovatory results. Today, on the contrary,
that convergence risks putting a brake on an evoiution of the legal




control which corraesponds to the reality of technoiogical innovation,
and also justiifying the irony of thoge who believe that the lzwe on
data protection are purely "deccvative” Enzenberger, 1979 : 30},
or the criticism of those who see these laws as simply & means of
legitimating large automated archives and the creation of new and
uselese bureaucracies.
Accordingly, an enlarging of institutionsl parssectives is
necessary for the defence of nriwvac g beyond a purely properiy
logic and adding collective control individusl control, making
distinctions between the different aims of data storage, makiﬁg legal
regulation vniform at this evel, aralysing more thoroughly the
interests which are present iuw the various operations and providing
for new criceria for the zeleci
By way of synthesis: it is hs
protection sclely to partic s @vem if these questions arve
in themselves very imporiant. An integrated sirategy is necesszary
which can regulare the whale of the circulstion of informaricn.
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n znd balacce beiween such intereats

I
neeforth impossible to relate dats
v

_____ s iLael

&, The cirvcvlation of informaticn between free market aad regulaiion

Thiz linme of argument is vadically contested by thesze who, for
varicus reasons, do not share the cpinion which pOwitS that in is
4
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possitle or appropriate to evilargz or to articulare regulatisn in this
field. Some have stressed thar binding tules on ateorage, processing
and circulation

of data are possibiz in periods which are relstively
tranquil even if these pericds are not sutirely haleyon. ZIf, on the
contrary, social dnstability begins to increase there is alss a growing
need for informaticn and for collshorarios between dats bhacks se as to
coniront emergencies in the field of public order, the labour market, eate.

To these veflections may be added those witich have as their poin:
of veference the scomomic ocrisis 4n different countries and which Fall
back on the argument of the Impossibility of burdening eUEELprises with
2Xtra and unnecessary cosis, and amerg which would be precizely those
cests provided for in the pvocedures ser sutb in the dars pr¥otection

lavs.

At o more gemeral level, resistance *o iegiglative Intrervention
ig greeted more Ffavourably than in the past thanks o the climate cveared
by ithe supporters of deregulation. Cn rhe one hand, 2 resurgence of

iilusory beliefs can be sezn in b

gocial services, would aize compel a reduction it the corresnan
haniks and, as a consequence, the logsl rulss veln ating o thewm.

N

2 autononcus and ssonlanegus regulatory
attitude of the new technologies, beliefs which had appeared at the beginning
f the discussions in this field {Baran, 1965 : 143, Moreover,
it is suggesied to leave eve ryihing to the lecgic of the marketplace,
either in general or iu the spezific field of privacy to which should
be applied the same negotiatory rules of property vights proposed fox other
legal imstitutions by the theorericians of the economic analysis of law
{Posner et al. 1980¢). Continuing wirh this logiq ir could be observad that
the crisis of the welfarse state, by compelling & reduction in certain
di
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To all these arguments there is added the finding on the very
modest working of certain data protection laws or, at least, of cevrtain
instruments which are particulariy highlighted {among which, in the
first place, the righr of access). This argument, with its misleading
empirical evidence, reinforces the deregulation thesis.

If one wanted to reply meticulously to these arguments, it would
be mecessary to begin by saying that the first generation laws had vefuted
Paul Baran's thesis om the Impossibility of putting forward a legal
cortrol for this domain and, today, the most recent theses on devegulatricn
hawve been rvefuted in thedr turn and by the vich lJepgislative production
of the last years, the characteristics of which prevent us from
regarding it as a simple continuarion of the tendencics towards
regulation in the first phase.

Indeed, if ome surveys the hierarchical ladder of the variocus
notrmative sources, one will find rules on rhe circnlation of dinformation
in constitutional texts (Spain, Portugal}, international conventions,
fadersl isws and state laws, district and provincial ordinaunces, and
in atypical instruments iike the Staatsvertrag betwean the Bund and the
Linder of the Federal Republic of Germany. And even the production of
codes of ethics or self-regulatory codes shows us that the priwvafe secior
also does not believe that it is possible fo entrust itgeif completely to
the spontanecus functioning of the market place. TFinally, there
are many cases which are entyusted te the competence of the judicial ox
admipistrarive bodies which illustrate the necessity of cbjective rules
for the resolubion of confliictis.

Beyond the simple cbservation of this reality, although it is
iwmportant, concrete rafleciion on the parties and interesfs which arise
is necessary so as to see if the parties to Yimformztion transa B

n of equality or whether there exists
a ity. In that case, legislative intexveation could
pracigeiy serve Lo re—establish certain basic conditions for the Zfuncti
of the marketplace. Accordingly, the problems are posed in the same way
as those comcerning protection of the weak party fo a cootract,
although it is guite cleav that the issue is different.

Tadeed, one iz struck by the very great gulf which exists between
(8]

rhe description of the exivaordinary CODSeqUENCES of the new techmnologies
£

(T cew industrial revolution, etc.) which would preduce a real

Y
epoch kir iange with the emergence of information as a fundamental

1+ +p» future, and the claim of not followiag s change

n such a scale by appropriate legal institutions. If one wanted %o be
romic, one conld say that the new Monsieur Jourdain, the fervent supporisrs
f rhe pew technclogiesare preaching Marxism wirhout knowing it, for they
ar= confiding to the change in the social formation which has been brought
bout by these technologies, a gradusl extinction of law and of the state.
heir position, in faci, has radical characteriatics which even go beyond
+he thesis of the chesreticians of the minimalist srate (Nozick, 1%74).




In reality the problem is not ene of regulatien or non~-regulation,
or of law or no law. The real question concerns the posaibility of
entrusting a prescripiive value for rhe future fo categories and concepts
whtich - like those of the weak contracting party -or of privzcy -~ have
been drawn up for situations which 52111 do not recegaise the central
position of the "information" resource. fccordingly, it is necessary
to produce appropriate imstitutions for the new reality {just as modarn
iaw, the child of the industrial rvevolution fock the place of feudal las
and in this new institutrional Iramework i would also be LeCesSEaTy Lo
reply to the interests and requirements which, threngh custom or lack of
imagination, we still call by their old names. '

Lays

All this requires caveful analysis of the coumcrere effects of the
new media {and old, 4in a chznging technological framework). For example,
the increasingly close links between the provizion of informarion and
the enjoyment of services, which is typiczal of rhe gprazd of the
have resulted in a progressive reduction of the need for privacy th
than its protection according to the laws of the marketplace {Sardner
White, 1983). Anad the possibiiity of intervenming at the time of
polictical or econcomic emergenciss through use of ever~innreasing mass
of personal information brings about a situation fun whi -
ciples for the guarantes of individual and collecrive
endangered.

The real probiem is therefsre to eziablizh a framework sf fundamers z
principles which can be referred to in s changing sitvation; nst che svrvival, ¥
more or less precarious, of the ol institurional framework., In the ]
information age, it {is pecessary Lo re-wriie the table of valuss o as ro
guaraatae the real expansion of what one means by the words liberty and
democracy.

This is not an easy task, he immatveriz? nature of information
makes ithe slide toward totslit rzetices perhaps less percaepiihis.
Indeed, in the informarion soci authovitarian rézime
without those warnings which were typical in the past {ma:
deportations, torture, ste.). Leeordingly, one must mor
vights: it js alse necessary to safegusrd and srimulate
L0 arouse the capacity for reacticn. 1t is necassayry rhat
apparatus, far from being reduced, be enlavged to a

-
I
T

i
4]

vD
Howoon
W ol
[ R
e
(R

[t

1
o
~

Iz this situation, the notion of deregulation and of the marketplace
is quite inadequate. Bur, there dis the risk that pective removad
from consensual transactions and linked soleiv to inforcement of
"passive” individual defepces will also be inadequate, such "rassive"
defences being composed of vronibitions on data storage and "indispensable”
rights. 0f course 211 thar vemeins esgentisl, but it dis a roint of
departure not arrival. After receiving a guarantee for cerrain fundamentai
positions, it is necessary that individuzls and groups can have st iheir
disposal instruments fo make rhenp worthwhile in 2 direct and dynamic manner,

This path can prevent data protection from being aimply a redy
in the floy of information, z hrake 1in sccial communicstion.
by following this path one can bring about increassd rranaparency
decision-making procedures, a grester conirol over those who hold




she birth of new collective identities (henceforih considered 33 an
ezsential engine for change). And, in 2 simiiarv framewerk, thers would
be a reinforcement of the reasons of individuals, not their mortification.

Yollowing the same line, 1t will be noticed how very weak awe
considerations based solely om the increase imn costs for public
—daniQCIatiun and firms. Could ope really reject the reguest for

cans of proteciion for the physical integrity of workers din their
wofkpiaa s by saying that that would be expeasive for the fi irms? In the
case of the new tachmologies, the interests which must be protected and
which can appsar antagoniztic o those of rhe firm ars no legs imporiant.

Moveover, there are more than just social costs for which it is
aecesgary to vesolve a problem of intermnalisation or externalisacion by
means of a calculation based on political advisabtility or econcmic advantage.
On the contrary it 1s necessary to prevent the nrcduction of certain
cffects which are considersd to be negative in principler and the best
wey of pursuing thiz sim is by imposiung certain charges on those wna stors
data. In principle, according zo the conclusions of regearch opn finance
carried cut by the Commiszion of the Furopean Ecomomic Community, indostrial
circles do not consider data protecticn costs excessive: and among

enirepreneurs, thers ave several who think that rhe provision of certain rules

or standards can facilitarte the more rational management of Ifirmé.

5. Raflectiong on the righi of scgess

The problems already covered can be clarified if the right of
access theme is examined more asnalviically. The controversies surrounding
this instrument are well known: to the enthusiasm of those whe emphasise
ite preat vaiue as a principls rhere is opposed the scepticism of those
who comment on iis weakness.

ug

T believe that it is impossible to challenge the innovation
introduced by the right of access to the body of princinles: firstlv,
hecause the priacip the impenstrability of data stored by the pub

nd private secto wa chattered; secondly., because there has b
adopted rhe criterion of widespread contvol ia the community. emercise
directly by interesied pavties and through the criteria of a simple
atfyiburion of a vight, the effecrive protection of which has since been
sutrasted To structures, more or less bureauaratic, and, 1u any case,
removed from the interested pariies. These two new factors within the
framework of principles are at the basis of very interesting develcpments
sbout which more will be heard later. -
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However, it has been stated that data subjects have made very
regivictad use o new instrument at theixr disposal. And a move
radicel criticism has baen expressed which emphasises that, at the end of
the day, the right of access canmnot give great satisfacticn bacause it
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guly concerns the right to koow that one has been vecs srded' . In brief:
the right of access does uot provide au effective power of contrel over data
which have beaen gtored. On the contrary, if would legitimate their existence.




It ds true that in the majority of cases individuals have made
limited use of their right of access. But this finding cannot be
considered as conclusive. Firstly, the worried reaction of certain
organisations fn pariiculsar, tertain sectors of the public administration
in the United States), although cases of the exercise of trhe right of asccess
are limited, showsvery well that the fact that citizens use or do not use
this right is by no means without importance. Secondly, apart from
concrete cases of the exercise of the right, one can well appreciate that
its formal recognition has brought about a szpontaneous acceptance on the
part of those who store data sc as to enable them to confrent the
possiblity of access by data subjects. In comclusion, in certain countries
20 increase in recourse to the right of access has been reported. Ia the
United States, in 1983, the access provided for under the Fair Credit
Reporting Act was availed of in a miilion cases (Smith, 1984). 1In the
last report of the Natiomal Commission for Data Precagsing and Frecdoms
{France}, it was siressed that "1982/83 shows a growing number of cases
wheve the Commission has been seized in regard ko the right of access
{60% increase in consultations by telephone, 26% by maii}" {(CWIL, 1884: 113).

Here we are talking abont figures which may be considered az
modest, whether in the absclute (but more th rough reflection might
be necessary concerning the case of the United States}, or in comparison
o existing data banks and fo the quantity of information storsd, In
any case, the examples cited may be interpreted as indications of a
bregressive awareness, although a slow orne, of the utiiity of rhe
instruments laid down in the new laws.

But, generally speaking, the principle value of recognition of
the right of access must net be confused with its, hitherto limited, use.

The real question concerns th= development of all the potentialities
lirked to the principle of tche right of access.

There are many reasons which may explain the reduced use of zccess
by individuais: laek of informstion: the cost of access {in terms of
time, money, etc.); illiteracy, the gulf between the power of individuals
and the powsr of the large public and private bureazucracies {Lenk 1%82;:
2872907 ; too many prohibitions and limicarions regavding access to
certain categories of data; the weak value of the daca communicated, lack
of general information abour the system where the data are procesged.

The future of the right of access depends on the possibility of overcoming
these obstacles.

The lines of possible intervention, which are aiready seen in
certain laws, may be dindicated synihetically. TFirstiy, the reinforcament
of the posirion of individusls, either to make access more affective
or to fill in, if possible, the gap between their rower and the power of
the information “barons”. In order to bring about this goal, it iz
absolutely essential to permit access which is "aided" by experts and
which has as its aim not only knowledge of personal data but siso the
criteria used for the automated processing of data (in accordance with




Article 3 of rhe Freanch law). Even more important would be the recogniticn
of a vight of individual access of which the partlecipation of a collective
subject would form an integral part (trade union, asscciation [or civil
liberties, association for tha protection of consumers, etc.}. In additi
an autonomous base should be provided for direct access by collective
subiects, although tempered by the consent of the interested individuals.
These coilective subjects could begin to recognise that among their
institutional functions there is the funciion of a systematic exercise
of the wight of asceess and in chis way hrins about au effective control
sver those who store data.

o,

Moreover, ip cases where personal data are used by systems fov
romatred decisions, it is unt simply sufficlent ko lay down a pronibitiso
n ail avtomated decisions om individuals which have bcen iqken or. the
sole bagis of perscnal profiles drawn by automsied processing {Article 2
of the French law of 1978 and the Article of the Italian law on the
Reform of the Police, 1981). ¥We must place alongside this rechnique of
negative protecticn a2 positive technique, 2ffirming “a right to know the
programs of the model for the automatrsd decieiorn’ (EEC 1983}: 4t is '
quite evidenc that we are witnessing an envichment and a reinforcement of ;
the right of access which is moving towards a recognition for all $
interested marties of a right to know and to evaluate the context in i
which the data concerning thelr private life are processed.

this way, access goesbeyondthe framework of personal information
and its regulation tends to come together wirh the much move general right
ro information as seen in its zctive and dynamic form: ot only a vight to
be informed but a right to have direct access to the totality of public
and private data. It is at this point that the relations hetween the
rechnolopical inmovations and institutional developments can he seen.
Thanks to tachnslcgical progress, it is today possible to proposa a4 geners
isation of the zight of access because we are in the process of eliminating
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“ohysical’ obstacles which, in the past, prevented or made very difficult

acress from afsr, multiplie access, accees outside office hours ased so
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becordingly, it cen be emphasised that the parailel development of
roteciion isws, characterised by the new facter of the right of

g, end iaws oa the frecdom of information (in the form of lawe giving
pons access ¢o administrative documencs) is by uno means foxtuitous.
contrary, an effective vsmalisation of the rvight of access io pargonal
om now on aiso involives the possibility of having access Lo an i
aal series of data {even private data, in systems where conirol

common to both domains ie zlready provided for). These developments in the
control produce contradictions and comflicts for which it is not always
easy to find soliutions. In primeiple, it could immediatezly be noted Ihat
protection of privacy and very widely conceived access to dats are iwo
incompatible goals becawse the former aims o restrict the circul
certain categoriee of data. And fhe problem exists in realify: the
question coacerning the relations betwesn data protection laws and laws on

access £o public documents is becoming mere and more cantral.

atipn of

in orvder o veply to this guestion, conciliation techaniques For the
different interests which are at the root of the two types of laws ar
developad, But going beyond specific soluntions, it ig increasingly

evident that ths problems must be looked at in the same context. In cevtain




iaws the distinciicn between the rwo types of discipline is henceforth purely
formai: this can be perceiwed by enalysing rhe reciprocal reference syshems,
whether explicit ov dmplicit, and phe method tending to approve the two
controls rogether. This is the case in Canada where the Access to Information
Act and the Privacy Act constitute Appencices I and IT of the same law which
was adopred in 1982 and provide striking structural apnalogies and have
Precedural rules in common. That proves very clearly that it is now
uecassary to deal with and resclve the fundsmental probiems of data protection
in 2 single framework containing rules on the circulation of personal and
impersconal informarion. :

One canopot analyse hers all the domzins where thers exist interferences

e

Lween freedom of information and data preotection snd the solutions which
Ve recently been canvassed (EEC 1983). We can only stress that we arse

=
rying to refer to various principles so as to coustruct criteria which are
‘apable of selecting and balancing the interests which are in confliicr.
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In many cases the functional approach will prevail. Thus in the fiesld
of scientific research the possibility of access is provided for even in
the case of personal data by conferving privileges on the "function®
{research) in a framework of procedural guarantees (chis model was adopted
by the European Science Foundation inp its Declaration on the protection of
Privazy and the use of personzal date for research purposes onlyi. In this
case, the rules concerning rransmission of datzs draw a distinction betwaen
the access stage {allowed even for personal data} and the stage of
communicarion to outside persons of the results of the research {where the
anonymity rule prevails).

On the orher hand,when the aspect of documentation or historical value
iz predeminant an attempt is made to achieve complete freedom for the
itransmission of perscmal dara. TFor example, this model was adopted bv the
Canadian Protection of Parsonal Data Act. Section & (3) provides 'personal
data in the public records office which has been placed on deposit or
contribuied for historical purposes by & federal institution may be
comunicated im accerdance with the regulations in connectrion with research
or statistics”. 1t should be ancted that this secrion is contained in the
Datra Pretection Act and not the Access to Information Act. This expressly
confirms the tendency which sees no substantial distinction between the two
types of enactment. In other countries the same *vend has led o a rafor
of the legislation relating ko public records.

in view of the scale and importance of the interests involved we must
also consider the ftendency io "liberalise’ the trapsmissiocn of a personal
data of an ecomomic nature. This trend is not solely confirmed by an
smalysis of the rules applying in tha various countries. TIf we restrict
our ipvestigation to internstional documents which establish a
distinction between rhe various categories of perscnal dara {resolution
cf the Eurcopean Parliament of 1979; Council of Euvope Convention of 1981}
it can be seen that the hard core of privacy is identified by reference
Lo categories of information which include uo menticu of data of an
economic nature,

Historically speaking, it is easy to follow the gradual reducrion in
the hypevprotection given to rhe personal data of an economic uature
{censuses in the Unired States, DAVIS, 1973: 178). This is a general
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mevement which is now reaching even the strongholds of banking secrec {ig
je enough ©o loock at a certain evolution in the Swiss system). Buk we
{must 1ook more directly at two fislds where important inmovations may be
1: tax legislation and information on the activiiies of busziness
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There ate now many countries where individuals are entitled
tax information aot only concerning themselves directly Hu* also
other perscns. The reascns for this development are cbvicus: the role of
taxaticn is becoming wore and more important in uontemporary systems of
goverrment. Bxtended conirol is thevefore uacessary io rendar the actious
af government depariments as open 88 possible in this particularly
censirive field and alisc, by ccmparing information from varicus souvces,
_to create €oOD ndirions conducive to producing equality of treatment between
‘different taxpayers.
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T+ ig pecessary to emphasise again the imporiance, botn In praciice and
in priceiple, of the wight of trade uaions to receive information on certad
aspects of a firm's activities inm particular cases (the phases in negotiation
of collertive sgreemeni s} or on & regular basis. But aven in this domain,
the traditional secrecy barviers zre falling down. During the negotiation
of cotlective agreements, infovmation is decisive for the determination of
the power of the parties. And given thaf today the trade union, beyond
the facrory gates, is participaring in the detsymination of nec-carporai
balancipg or is plaving the vole of pretagonist in certain complex
operations aonceruning "political exchange", 1ts pesitioa 1s influenced in
2 decisive manasr by the availability of infowmation on the position of
rhe other protagonist to the negotiation, the entrepreneuvr.

We are dealing with examples which, taken from ifields formerly
eepareced from those which are the ohject of the intervention of data
proceccion laws, nevertheless fiad confirmation in the rules which concern
the acrivity of fimameial information nffizces. Here the techmnique of data
proteccicn is quike procedovrsl and, essentially, aims to facilitate, not
sc limit, the circulation of data. We are talking about a IaguLarlﬂn which
reaily aime to legitimate operations involving astoring, processing and
diffusion of financial information. The direct access of éatd subjects i
aims to gearantee thar informarion which is diffuszed ig correct and comdlete, '

walle cbaerving vhat a coatinuous flow of correct ivformacion on the zztovs
in sconecmic affazirs offers =z guarantee not only for the initerested parties
but & ¢he functioning of the mavket. It is for this reason rhat the
T Lo gstiiity of the American to intervention in the nrivate
sector has not prevenied very bianding regulation in thie field, from the
Tair Credit Reporiing Act onwards,

T+ can be concluded, tharefore, that there is a tendency in favour of
riules which aim #o stimulate the circulation of ecomomic informazion {and
sherefore secess ro it). Limitations on the storage and diffusion of dapa




(and therefore defence of privacy in the more traditiomal form) are
concentrating more on information which is considered "hot® ov "sensitive',
parcicularly information which concerns the aphere of opinions, healrh,
sexual 1ife. And above ail opinions, because they are the possible poink

departure for discriminatory action. But, in any case, each data may
be appreciated only in the context whare it effectively is situated.
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b.

The analiysis of the incre ssi ngly close links between data protecilon
iaws and laws on access to information makes it presaible for us to revesl,
pn the one hand, the possibilities of enjavging and enviching the wight
oi access; and, on the other hand, the expansion of this right well beyond
the field of personal dats. If one could cousider as personal data
information on the activity of a firm set up in the form of s legal person,
it is not possible to affirm the same thing for other categories of dsra
which are also important for the effective exercise of the right of access.
For example, the case, already emphasised, of information on automated
proceasing programs or on the models for avtomated decisions.

The effectiveness of the right of zccess appears therefore o be
dependent above all on the pessibility of having the largest amount of
information possible oo the zctivity of those who store data. Bur in
addition (and from a certain perspective, especially), the right of access
confirms its ability to be the ingtrument for increasing general t{raneparency
in the activity of public and private structures, by bringing abour the
institutional conditions for widespread social control. And it can be szeen
tow the overall framework in which data protection policy has to be
considered will be enriched.

That means, on the one hand, rthat the right to request access to
cevtain anonymeus data {(or, morve goﬁalallys impersonal) can a_qu he
recognised for parties other than those "directly interested” (by considering
as "directly interested” thoss on whom data have been stored). The other
parties can be those who have alveady been mentioned (trade unicns,
associations for civil liberiies or for the protection of consumers, efc.):
but, in this case, the preliminary consent of the interested parties should
not be requested as there are no divect risks of violation of the private
sphere: It is a matter of impersonal data which have been requested with

the aim of social control. And it has zlready been seen how this rype of
contrel can also reinforce the global protection of the position of
individuals.

Once having crossed this frontder, it will be feound that the path

towards a generalised access to impersonal data, which is the real aim of

all the laws oun freedom of imformation, levels cut (always in principle).

And the general f1nal1fy of knowledge and contyol justifies the extension

of the legitimation of access even to collective parties. For reasons which haW
already beea indicated, those subjects, much more than individuals, have

the possibility of guavantecing a veal social control, sither direct (on

data keepers) or indirect {on the diflerenr forms of data processing).




The rvight of acc g3, thersefore, appears a8 the dynamic side of &
right Lo information which can become concrete on the initiative
groups and sndividuals. Accordingly, w2 are witnessing an instrument

which can determine or fscilitate a distribution of power.
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W administrative democracy is not only being
nesible o deal with the move
nformetion which
itical sysiem

in this perspactive,
reinforced {Lemasurier, 19807 . it dis p
general theme of congtituticnal equality in accerss o
erns orgsnisainion at the Lop of the po
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immadiately coug 1
{auffice it to raflech on the problsm
generatad by governments), DUE which will aiso spread through the whole
sf the instizutionzl organisatior. And st this mement it is necessary tc
take account of the theme of secracy, by rvevealing the many exceptilons

to the right of access which are 1aid down in the differenmt laws.

‘= necessary to absnden in this field the very Timited guidelines
prevailed up to now and which are inspired by the criteria of
gibility of citizems to all the data collectad by certain

{for examnrle, the police, security servicesy. Leaving aside
4
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vules on ipdirect azcess and on control by public hodies {(the magistirasy,

ad hoo commissions, ste.) experience shows us that only a part {sometimes
very restricted) of information stored by these parties is incapable of

"iolerating' the right of access. In addition, by means of access better
an be given rhat data stored are correct and tha:t the archivas

guarantess
see Laudou 1980).

are organised rationaily (in regard to the smerican police,

possible a legislative evolution

Consequently, there today appears
oven for certain categories of data

toward reccgnivion of a right of access

considered prehibired uwp to now for Yeasous based on principle, or simply

prejuediced, rather than for real security reasons. The
ike the Faderal Republic of Germany shows that even the police

country Liks
adopiz a more flexible approach by replying to thres—guarters of the

requests which ars addressed te it {Simicis, 1983: 34}.

experience of =

Finally, if one begins to look at the relationship between eunlargement
of the vight of access and the pogsibilizies offered by rhe spread of the
pew technologies in society, the analysis 1is gituated on the level of the
determination of the new politicsl dimension which can be created by the
fact Fhat these rwo evolutions ave coming together. If dindividuals and
zroups have continuocusly innragsing amcunts of data and, at the same time,
have dirsctly at tneir disposal small and medium-sized computerised systems,
they can, fov exampie, construct aodels which simulate the effects of a
public or privaite decision which has been taken on the basis of the wvery
datz in the hands of the decision makers; or they rhemselves can produce
zltarnative medals for a decision. And. by amplifying these operations,
it is possible to go beyond the concept of transparency: One cal pas:s
from the tradirional polemic of "open government’ {symboiised by images
euch zs the "glass house” or administracion in the sunshine') to that
of "dizrributed"” govermment.

uld allow for a link - neither theovetical

it iz a developmeni which 20
nor fantastic - between techunology and democracy.




Towards & renaissance of conseant
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of privacy describes su imscrument for © limitdng the circulation of
anformation. Bun, In foli -wﬂng the debate oir whe different defiririons
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Ik iz however imporvtant to follow certain developments which have N
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problems raised by computer vechnology, to the definitiom which is rhe 2
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The development of consent is confirmed by the recognitioen of a
"right to informational self-detarmination’; and it is alsoc confirmed
when, in certain draft legislation or theoretical writings, "the
presumption of confidentiality” of personal data is discussed. It is 2

presumption which can have two meanings: considering illegal any storage
~f information which, leaving aside legislative authorisation, hazs been
carried out without the prelimirary and express comsent of the dara subject;
and, in accordance with a line of thought which is closer to the traditional
notion of administrative secracy, 8 meaning which amphasises the fact that
information concexming a merzoan may not circulate gutside The competent
administration {with a prohibition on its being passsd even o oither

public bodies).

It is nece
be explained by
concerning the p
and prohibition |
between vegulaticn and

co
iliny of establishing a complete system of authordisation
ol
c

o owuw
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vz means. Consent thus appears a2s a way

Many of ihese theses can be criticised by using avguments already
jovoked zt the time of my brief discussion on the problem of the markat.
Ore may add that aspother limitation of this position lies In its one-
dimensionai nature, in the sense that regulation of the circulation of
perscnal dsta has as its point of reference merely a property dimension:
These data are described as the exclusive property of the data subject
who can freely negotiate their transfer. The other dimension has been
completely overlooked i.e. the dimension which concerns the social
consequencas {alga for the data subject himself) of an "indiscriminate’
circulation of particular data or of data stored for particular purposes.
fhat we ara ralking sbout 1s a problem which must be deslt with by
considering values and jaterests and which camnnot be reduced to the

e

proparty dencminacor.
Nexi, all those arguments could be invoked which, historiecally, have
been used by way of eriticism of the "freedom” of consent inm the context
where fhere were conditions which excluded a real possibility of choice
for one of rhe parties. In the case analysed here, the situaticon is very
clear: the possibility of receiving certain services is not linked soliely
to the {coasensual} transier of cartaln informarion from the user to the
r. bur there is also the possibility that these data will be
g0 to create new information which can be passed on o third
5. The providers of services by means of intersciive medizs have a
economic interest im the preoducticom of the new compuiterised
mey exercise pressure on USers so as to obtain their comsent
tion and diffusion of individual and family profiles on
s obteined st the time when the service was regquesisd.
id procblem, well analysed (and sometimes well regulated)
concerning the mass production of goods and services: but, within the
field which is of interest to ue, it is not merely a question of taking
advantage of that experience. Replies have Lo be given to very new
guestions.

a

oy
i




Indeed; leaving aszide any evaluation of the issue of freedom of
choice, one must alsc ask omeself if the sole techmigue of consent in
the world of the new media dses not contribure to the weakening of the
social goods which are at the basis of privacy. And, in discussing this
problem, it must be added that its solutisn cannot be sought by hawving
recourse Lo the two definitions previcusly cited, one covering control
and the other relating fo the right of choice.

These definitions are neither of the real type (ddentifying precisely
the nbject of protection) nor of the stipulative type {(pucting forward _
rule 50 as to make the lsnguage of the legislator rigorous)., Tt ig s 3 questig,
of simple procedural definitions, the content of which is bound to change -
in accordance with the control powers zad the possibilities for choice 3
which the laws entrust concretely to data subjects.

2. Interactive media and circulation of information

The problems connected with excess in whe collecticn of data and
abuge in their processing can be dealt with by techniques which do oot
simply place their trust in consent alone. There ave genarai orientations
whichk confirm the npecessity of sdopting an svticulated and integrared
stvategy.

The lines in iglative evolution are known. They indicate the

rulﬂq for the c1rcg ticn of data which are not related simply to the
prote tion hut also to the efficiency and

V”tlon&llLy cf action bv adwivistrative structures. If it is thought
that the private sector finds an obstacle in the cost for storing and
processing of an excessive amount of data, it can caly he thought that
the public sector automaticzily follows the came logic- Ad hog rules are
therefore necessary.

In the first place a divect relarionship s provided for between the
aims of the parties who wani to siove Informaticn and the dzra

be legitimately stored. Subsequently, there is an smergence of the mors
explicit and detailed fovce of administrarive recy which aims to limit
radically (or to prohibit) the circulation of ¢ from ore public
structure to ancother {that is the technigue ad by the new Swedizh

which may

1

Secrecy Act). An almost npatural development ais tendency lies in
the restrictive regulations on the possibiities of collaboration between
public sector dats banks.

Accordingly, there is a very clear line towards a functional approach
1u the definition of rules concerning circulation of data. On the ocre
hand, the unlimited "licence to stove”, which had accompanied the activity
of publir snd even private parties, will dizappear. On the other hand,
the monelithic vision of ihe public organisation will be abandoned: a
consequence of a more general reflsciion which follows the differenriatiou
of state functions after their expansion. 1Tt is necessary to recalil that
"the originu of the society charactarised by files goes back te the time
when the federal govermment {of *he United States) began to intervene in
the fiscal field and in rhe social security field. From that uomsnt on,




amount of data was requirsd from ritizens and stored.

t quickly on the archives comcerning fedexal

21 security and medical agsistapce, in supperi sf
in urban and public health improvement.
as of the Census

an &ver increasing
. guffice it ©o reflec

inrervention i soci
the purchase of accommodation,
se 28 to clarify this poinit, as well as the activiti
the Office of Economic Opportunities,

Bureau, the Dafence Department,
f Housing and Urban

¢he Job and Peace Corps and the Depariment o
Developments” (3iller 1971: 20-21).

becauee of the criticisms directad

Today, more so than in the past,
ot the interventionist state and afrer the reduction cf 1ts presencs in
rartain sectors it is noticed that archives avre a part of pavticular fuactions
and, 28 & COUSeqUence, their use can be limited to the sector from which
they origimate. In this way, nothing is prejudged for thea accomplishment

M

rime, one can safeguard the interests of

of the fupciion and, at thes same
ed to the original aim

the citigzens in the use of the dats which is relat

cf storage.

This readency must also be reinforcad so as to coniront &
phenomenon which, in the United States, has already dimensicns which must
give rise to contern: the purchase by the publie administration of large
ected by private organisations. "That means
action, in regard

masses of information col
thaf the fundsmental iine of demarcaftion between public
to which thers exiszis a constitutional protection for the citizens, and

commercial activiiy. where theve is 10 protection, has been irremediably

wiped out” (Ellis, 15%84).

ion is needed on the particular situation of the United States
r regard

sxist anv general laws om privacy protection in

s Bur reflection is also of basic value by contirming

it working in this demain as 1f there were impenetrablie
forent data banks. Reality shows us thzt things

2 oppogite directiom, towards the largest :

various sectors and beyond the

“ormal qualifications of such a secisr oF of such data bank.

ivenlztion of information betwaen the

T+ is necessayry to place at the centre of our attention this global
nzture of the compuierised imiverse which technological evolution is
pnlarging through cime and which must constiture the true and essential
point of refevence of legal digeipline. The cholce of the path toward the
global approack is zlso mecessary 8o &8 to avoid undesired effects which

quality of data scored. In the face of the scope of

tion and the possibility of circulation heyond the

one can see in data subliscts

can jeopardise the
the requasgt for informa
domain for which the information was requasted,
of the United States in the first place) a reaction of self-
gting irself: they will communicace information, inexact
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But it is precisely the richness, the vrecision, the actuality of
data ceollected by the interactive technologies which give vise te the
problem already cited of the new possibilities feor secondary uses, of
the creation of a new commodity, made up especially of individual family
and group profiles, which may be transferred to third parties. In this
regard there are certain questions which go beyvond the tradicional
problemn of privacy.

One may wonder if this production of automated profiles will bring
about 2 weakening in the capacity to seize socio~economic reality inm 1its
richnese and variety. One can reply that, on the contrary, it is
precisely these profiles, always being renewed, which give us the concrete
possibility of seizing, day by day., the real dindividual and collective
interests. On thiz basis, it would be possible to place effectively
at the disposal of each person whatewer he wants, thus realising the

conditions of substantial esquality ("to =ach according to hie needs'}.

At this point one can get z glimpse of the perspeciive of a system
of production capable of giving increasingly rapid and ccherent replies
to the needs present in society and with an increasing individualisation
of such replies. We are talking about a model which can be envisaged
for the distribution of gosds and services but which, because of the
ability of new technologies for diffusion in all domains, could be found
even in the political system.

There are no doubt positive implicarvions in these developments which
can lead to major efficiency in public and private action, and to an
luncreasing harmony with social demands. But there are also other wvossible
effecte which must not be overlooked.

Has the vapid response to immediate needs effects which can be
expressed in terms of real esguality or will the tendency ke more towards
"freezing” each person in the position im which he finds himself, with
very dangerous discriminatory effects? 1If for example it has been
established that the majority of people in a district only read a certain
type of literature there will be economic reasons which compel distribution
to thig district of only books and newspapers which correspond to the tastes
and interests so verified. 0o the one hand, therefore, it is possible to
institute a mechanism which can block the evolution of this community by
freezing it around a profile drawn up in a determined situstion. But, on
the other hand, those persons who do not correspond to the profile of the
majority are penalised, &o producing a discriminatory effect on minorities.

risks if no account is taken of "the nuances which come
of finesse, of feeling, of ethics" {(Commission, 1975: 16: Kayser,
130).

A much more complex alternative than the one between privacy and
the diffusion of individual data is seen to emerge. It is necessary to
confront the possibility of an increasingly widespread sccial control
which is exercised by public and private centres of power. In regard to
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sndividuals, this coutrel can give rise to serious obstacles to the

free development of their personality which is frozen avound historically
jatermined profiles. And at the soclo-political level, by promoting
Cngppformist” attitudes, there is the risk of making the creation of new
H_sllective identities” more difficult by weakening the innovatory capacity
within the system. In both casss the price in terms of democracy would

Be by no means negligible.

no esasy soluations.

Faced with all these problems, there are _
£ rules on the circulation

if we remain on the specific level o
linee czn be indicated.

Howevat,
4% information certailn goeneral

Once again the imporitance of the global approach must be emphasised.
he czse of the Unitad States which has already been wentioned proves to
4s that the clear distinction beiween the public sector and the private
‘sector - the one regulated the other unregulated - has produced a gituation
here the latter becomes a 'private hunting ground", which is occasionally
ivailable fov publiz powers. Can "'data havens" arise even within national

‘horders?

Tt ic stili the global theme which reappears in regard o procaessing of
perscnal data as well as anonymous dats in regard to the distinction between
individual privacy and group privacy. Faced with the new reslity of profiles,

tose some of their meaning: whether because personal
dara which are "noa~sensitive’ in appearance can become very seusiftive if
they contribute & consrruction of a particular profile; or because even
rhe irdividual sphere may be "violated" in the case whers one helougs to =

thege distincitions

The live of regulation which can be drawn fyom laws and discussions
is moving towards rules which reinforce ithe functional approach. The
“yelationship batween deta and the finslities for which data have begn
coilected has been highlightad. The limits and the procedural obligations
{often beaving on the conseunt of the data subieci) for the transmission of dara
and profiles to third parties have been established. Limitation neriods fox

the conservaiion of certain categories of data are being provided for.

in this regard we will return to the theme of "the right of erasure’
i

izcussed agaip and again in the years gone by. In stating

di
the ciffusicn of the obligations to erase certain data after a Tized time
is emphasised that there is the visk of restricting the historical
society. Another paradox. As the quantity of data which can be
dually sots big is. fhere alse a decrease in the informatiocn

MeWGLY I
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siovrad ig
which can be kept? As Martis Heidepger said in commenting on & phrase of
he organisation of a uniformly felicitous conditicm
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Friadrich Wistzache, "fi
Far all mern will lead ue to an emaciation and such emaciation will consist
in 'the elimination of Mnemosype'™ — in the loss of history and memory

as a consegquence’

Although evocative, that argument 1s not justified. In the past,
the interest in the conservation of information and the technical and
physical cspacity for keeping it have always been inferior to the mass of
information which, at the time, was in reality coliscted. Today there is
an vuprecedented increase In interest and in the capacity to conserve;
thus, at least from the purely quantitative peint of view, the trace of
information of cur time will be superior to that of previous eras.




After this finalisation of a general mature, we must add that
rules on coaservation of information must be established as a part {or
premise) of the rules on circulation. Undoubtedly, the erasure of files
on persons who have borrowed books from a public library or on the purchases
made by a family during a certain period by videctex ars losses whick
can afflict an historisn dinvolved in the compilation of ammals or an
enthusiast of microhistery. But, on the ome hand, it is quite certain
that a quantity of data capable of satisfying even these interests will
survive. And, on the other hand, more particular atizmtion for the
regulation of archives - by prohibiting all commercial or administrative
circulation and by providing for access for research purposss - 1s capable
of leading to a balance of the interests at stake, =specially by regularing
the question concerming the deposit of historically significant information

oy

(documenrs) in the public archives run by independent bodies, #
g. Towards an integrated isgal strategy

e i

Within the framework of an integrated data protection strategy,
there is z particular place for the theme coucerning public control b
t

-

It is self-evident that the utility of these bodies is contested by
who support an approach which is solely connected with the logiec of the
market, But, leaving aside the guestion of principle, suffice it now %o
underline that almost all the laws are moving in this direction {Burkert,
1982; Council of Burope, 1983; Flaherty, 1984;.

T imeacsan. T v H

It seems to me that general agresment con the position of these bodies
terms of "independent admivistrative autherizies” (Sabourin, 1983} will

orm. Independence must be guaranteed vis-&-vis the government hecause

3%' zmong the most important tasks of supervigsery bodies is precisely the

S control of dara banks which are very closely commected {o executive action
eg the data baunks of ihe police or the security services. From a technical
point of view. that means that the supervisory bodies must never be
nominatad by the government #hdrcomposition in any case musi never guarantes
s decisive influemce for thoss members nominated by the executive} SO as
to prevent ambiguous situations arising with the contvollers who are conirolled
snd thus compromising the credibility of supervisory action itself. And
the institutional points of reference for these bodies should be parliament 5
80 as tc guarantee, in additiosn, the maximum of publiicity {and possibly :
discussion) for positions taken.
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In order to guarantee indepandence, it is necessary to see fo it that
the supervisory body is placed outside the traditional administrative
strucitures. Once again the reason ig clear. It ig precisely in the context
of large public (and private} bursaucracies that cone finds dipitiatives for
dafa banks: the task of supervision musi accordingly be structured in such
a way as o diverce it from the very logic of the subjects who must be
cantrolled,

~

! aystem of data protection. One can appreciate this role more clearly if
& one considers that a task of necesszry supervision is in issue in the sense
'; that only this bedy can accomplish a general zpd continuous supervisory
task. The other subjects who are recognised and authorised - individuals

- . . . . ¥ i
The body accordingly seems like & "fenced off" institution in the -
N ¢
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and groups - can only realise a possibly fragmented supervision. But

we carnot draw from thie finding that the existence of a formal centre

of supervision makes widesprzad contrel quite ugeless for it is precisely
ine presence of thess different types of comtrol which can comstituie an
aptidote for the cass where formal supervisionm becomes schlarotic or
'{g influenced by public and private pressursa groups. Furthermore, the
“supervisory body Zooks liks an institutionm which is in principle purely
fupciionals in principle, for the muitipliecity of possibls functions

can be rveduced in reality by legislative limitations On its compeZences
ar by remunciation, whether veluntary or imposed, of the exercise of some

f the powers which have been formally attributed to it. Indeed, from
reflecticn on the legisiative directions as well as on kunown experiences,
one cau draw certain conclusions on the tasks which have been correctiy
accomplished by the supervisovy bodies: "watchdogs" of the legaiity of
acticn of those who siore, process and civculate datz (whether in exercise of a
nowar of general or spacial suthorisation or threugh ou the spot supervi igion}
consultative bodies for public {and even privatie) powers so as also to
promote cconsensus in the dertermiraticn of vules on the circulation of dataj
snstitations for the resslution andfor for taking the heat out of conflict;
bodies wirh s&n zutonomous normative power or else with regulatory power
~for the adaptation of principles fixed by law.

In tealiry, the concrete physiognomy of these bodies results from
. the way in which its funcitiens {and possibly others) begin to be combined
nter ge. To this end, it is the legal technique which is used which cam
play an imporiant role and not just  ithe poalitical and institutional coniext
{2z tendency towards regulation or deregulation: vigidity ox flexibilivy
svaetem of legal sources; constitutional atiribuitice to specific
of the competence to deal with conflicts in the field of individual
eta. ),
Today, becanse the sxperience of previous years shows us the rapid
~obsnlescence of regulations which are teo vigid and focuses our attenitlon
Com instituitional instruments which are much move flexible, it iz therefore
gible ©s schematiss the pgenevzl characteristics of the legal milien in
- the circulstion of imforwation:

iegal d1SulDi11€ whoge core is essentially made up of
and by procadural norms;

pariciculay rulss, preferably lzid down by specific laws,
which concern the activity of determined subjects and the
status of certain categoriss of information;

an ivdependent admiunistyaitive avihority, compefent

case may be to adapt principles contained in the gens
clauses to conereie and new situations:

righi of appeal to the judicial authority zghould be provided
or, not only in the svstems where there exists a constituiional
obligaton, but as a matter of principle, so as to give rise even
in this domain to principlss analogous to those of a bBill of
Rights or of Bue PFroecess, in accordance with a line which velates
many aspects of the field of computerised information to the
field of ciwvii liberties:

a
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a widespread coantrol should be provided for and entrusted o
the initiative of individuals and groups.

This type of integrated strategy, through the combinaticn of its
varicus elements, could preomsie an institutional flexibility corresponding
to the great flexibility produced by technological innovation. Within
this framework, even the role of the supervisory hodies can be defimed in
a clearey manner.

Indeed, this vole is bound to increase if legal regulation, bayond
the narrow guarantes of privacy, becomes a more general discipline for
the giremlztion of data. Thus we veturn to the theme of the structures
and the means which must be given to the suparvisery body if we want it
accomplish the tasks which are entrusted to it.

fa(y)

i0. Pollis and power

The expansion of the discipline towards a general regulation of
the ecirculation of informarion must take account of the way in which that
pirculation is imfluenced by the wvariocus technologies employed. Without
makivng inventories at this point, it can be noted, in principle, that
refiection on technoleogical means has compelled the abandomment of the
"rotal” or "monelithic" appreach of the firsi generation of laws and
haz contribuced to the development of an attitude which is more favourable
to distiactions. If these two elements are considered together ~ ihs
more and more general nature of the basic legal discipline, the possiblilitries
offerad, and the distinctions imposed by the new techmelogiss - it is possible
then to draw indicatioms in two directions. The first dirsction shows us
that the rules on the civculaticn of information veflect in an increasingly
clear manner the protagonists in the different operations, the ways of
collecting and processing dats, the aims in comparisow to the tachnical
method empleoved. That means, in cartain cases, the adopiion of a more
flexible line: that is the example that it is possible te draw from ithe
experiences of couniries whe bave alveady laid down an excepticm to the
obligation to vegister {(or bs authorised) in cases where dafa are processed
by an individual for strictly personal purpeses. On the contvary, there
are situations where legislative evolution is aimed at more severe rules
as in the case of information roliected by interactive means (videotext,
cabla T.V.), where henceforth the cransfer of information by users
constitutes an integral part of the use te which these means are put

{rhere is a recording of the simple fact of zn interrogationm or «f the
choice of a television channel).

The second direction leads us towards the finding that the new
fechnologies can enlarge the passibilivies for action by citizens, users
ot telematic services, owners of persomal gystems for data processing.
Considerad in this perspective, the right of access does not merely invelve
the possibility of collecting persomal or anoaymous data dbut also the
pessibility of contvolling the degree of procedursl development, of
participating in certain decisicns, of inrervening in the menagement of
cercain systems. 1In this regard, it is necessary to underline the
importance of the recognition by the laws of certain countries of the
right ro know and the rightr to challange the cviterion for the reguest
and processing of data (in France, in comparison with data onm taxzes on
large fortunes:; CNIL, 1983: 28). This indication will reiuforce the
thesis on the necessity of allowing data subjects to participate sven
at the gystem’s planning phase.
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Ore now sees mors clearly, although the examples ave very schematic,

5w rules o the circulation of information can concern the distribution
;?pgwerq Civen that we are dealing with a rsdistribution according £o

e fundamental resource for rhe social, political and economic organisation,
=zp consequences can be on a fairly remarkable scale.

Tt may be that global transparency in public action is on the
nerease. At lezst, in primciple, thers are wore parties holding a power
conirol., The information received from these parties, originaily
csrined solely to promote a control functiom will increase the capacity :
5 imtervene jn the decision and management procedures especially at a

cal level.

Tt is scill not a question of linear developments. Technical
voblems, insufficiency of financial resources, and political resistance
k more or less psvcepitibly, an evolution of the information
cowards effective forms for the redistrvibution of power. And
+hat means that, here as elsewhere, it is not possible to place confidence
‘zolely in the vechnological eveluiion for once again we are conironting
vocesses the conclusion of which is destimed to change in accordance with

M

Cavtainly, the passage from the technology of large computers to
ted iuformzrion processing and thence to The persomalisation of

ion processing makes the oppesition between centralisation and
ccentralisarion seem “ideological’ and typical of the debates of the
970's. But, once again, on2 must be susplcious of gimnlifications. As
in the naszt when people proclaived that communism was "electrification plus
the Soviets", pecple today affirm with as much simplicity that socialism
will be "telematics plus decentralisation'.

te us to be wise but to be attentive. There
ion and of diffusion of the interactive technologies
ely to promote a vertical communication beiween
) i the structvraes at the sumnift: antrepreneurs.
providers . political lzaders {Rodotd, 198%Z: 1363. The
chivculation of inforwation discipline and the interyvention of ciltizens
in the plarning and mansgement sf certain systems cap, o0 the contrary,
facilitate the birth of forme of horizontal communication which will be
inoreasingly indizpeansable as the information socdety gradually erasss oY
- radically ¢ the ways of establishing relations between individuais
and the mediators {party, trade union) which are typical of the fraditional
mass spciefy. This *s a difficult evolution because it rune inte the

rznce of power holders who sometimes, instead of explicit ospositicn,

ament of community action alone rather than towards

<
try to channel the electronic participation of citizens at the lecal level

a3

T of peoliiticsl participatrion (Dutiton et al., 12847,

4in increasingly particular atcenmtion for the preblems of the sccio-

pelitical organisation, in comparison with ihe traditional problems of

ertion of privacy, does not only reply o a need, more genaric than
general, tc leook at the problem of the circulation of information in its
totality. it is the evoluiion of the most Tecent laws and draft laws which
confirme for us the Impossiblity of iguoring this side of the analysis.

the prot
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Opinion pells already offer us a significant ares for reflection
for there are at the same time direct consequences for privacy and,
morve generally, for the relstions between individuals and the socio-~

N peiitical organisation. Iadeed, lawe and codes of nractice are already
puetiting forward rules in the field of opinion polls {Westin, 1982
Flaherty, 1983: 71-76); and Arricle 11 of the Stastsvertrag prohibirs
any peoll conducted by a videotext in areas within public competence.
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Confirmation of the link betwsen the privare dimension and the
public dimension could not be clearer. And once again this compels
general veflection so as to clarify the framework where specific rules
on the circulation of information may be situated.

B SR

Unce the appropriate technology has heen establishad, the frentier )
batween polls which are terwmed "commercial” and polls which are termed t
"political” could be crossed without any difficulty., The bases for these :
polis can be simpliified and the frequency can be intensified so as to
consiruct bhypotheses on generalised polls on all sorts of themss. The
firat effect produced by such s practice could be a fundamental shiff of R
attention from election time {one off or pericdic) towards polls {multiple =
and rvepeated again and again at any time). But the replacement of an
institutional mechanism {the election) by ancther non-formal institurion
{the pcll) could also have effects on the insritutional system in the
proper senge of the term: suffice it to reflect on the neurotic dependence
on polls during Carter’s presidency or on the passible bearing of polls
on votaes {which gives polls themselves the vaiue of a discipline and could
realiy be a prelude to their partial iastitutionalisation). More specifiecally,
the repetdtion of polis reveals a sort of “permanent social contract” which
could have bearing on the role of elacted representatives and which could
briog about the problem of the pulf between the results of polls
ard the delibevation of representative bodies.

Z
5
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Criticism of the generalised practice of polls has been very clear %
snd it cam be related to the observations which have already been formulated. i
Tasically, =much a praciice would stimulaite the atomisation of society and j )
the cleavage in horizontal communication because it would be the fruit of ;

rhe formation of a political will outside groupe and would reinforce the
lirks between the &lite and the individual (therve would rhus be tha

' veiuforcemant of a tendency which is already preduced in televisual

compunication). In addition, judiciocus (or prejudicial) recourse to the

technique of polls could be used thanks to successive adjustments which

i direct publie opiniocn ctowards the results desired by the promoters of the

pell; or, conversely, the poll could he proposed precisely go as o stimulate

% vefusal reactionm on the part of publie opinion.

B

M

While recognising the undoubtaed relevance of zll these problems,
the real question is found beyond {or on this side of) these problems.

1t cau be veduced to the following questions: who proposes the poll? §

who determines the object of the poll? who formulates the need? who :
A defermines the time? what information and what discussiscn will 'precaead i ;
: the poli? s
; ; !
v
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Analogous gquestions can be put forward in relation to another
wstitution which should be concretised by Citizen Democracy - instant

oferenda. The risks of plebiscite democracy become horribly concrete;
hem seriously, reflecticon is necessary on the methods

ut in order to evaluate ©
‘ynd level of electronic referenda without succumbing toc much to the
emptation te eliminate them en bloc and once and for all.

T believe that the major weakness of the imstitution is principalily

4, be seen in the orientations which are still indicated by many researchers,
'z for example the oriemtations which best characterise the use of the
aforendum. People gemevally cite the case of a decision on the death
nalty which seems to be nrecisely one of those questions which must be
Galuated with the greatest prudence. Here the interweaving of the
jous information technologies can bring about decisions which are based
Cpurely emctive reflexes and which are liable to be completely turned
upside down by the presence of an opposite stimulus. By way of example,
> can think of an electronic referendum carried out just after television
as depicted a place ravaged by a terrorist attack, with the bodies of the
wictims, the despair of the pavents; or after witnessing a documentary

sncerning, thanks to his success as a writer, a nerson condemned to
death and revealiug his horrible agony in the electric chair or the

rezction of his wife in her home.

It will be said that these risks are linked to the use of referenda
284 it is true thar communication technologies incite them, whather hecause
of the way ip which the problem is presented or because of the very brief
‘ate which can be produced between the production of the emotion and the
expression of the vote. This distortion can be eliminated or limited

ten the interest of the voter is more directly at stake; a vote on the
tack of a metro line, its stops, certainly cannot be influenced by emotive

factors,

The question then becomes, on the one hand, one concerning the
ralationship between the electronic referendum and voters' interests and, on
tHe other hamd, the degree of critical information at the disposal of

otzrs and the possibility for them te discuss and to evaluate. By just
Tacing the accent forcefully on this second aspect, it is possible to

Taw a conclusion which would tegd to circumscribe the use of the referendum
© secondary matfers or to sectoral arguments.

: At any rvate, all these techniques raise the problem of communication
nd, from that woment on, of the formation of political will in an uniquely
ertical form. What allows a perspective of this type to be discerned is
be progressive decline in the role of the gocial mediatars (parties,

-rade union, elected representatives, journalists ox vendors) . Will the

LIS . o X . N .
electronic corminal house for lavge systems”, including the ballot box,
‘riot transform mass democracy into a living—room democracy?
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LOCTCAL DEVELCPMENT AND Y78 (ONS EQULNCQS FOR DAT4 PROTECTION

by
Hans JCRELL

egal Advigay
of Justice, Stockhol
{Sweden)

INTROGOHUCTION

repcrt ig intended o serve as a basis o* a discussion, the thempe of
entitled “"Devond 1704,
hope that 3l : serve as a gu?de for the

wiil have

28 presented in this ve
may hopefully centrd
which socner or 1

prenarved om Lf of the CQouncil of Europe. It
Howewar, 1 have been asked to deal with
i cular.

tthin rhe scope of my assignment ir is also nec gsary to
tetween my subject and the desues which will be d;SCLSSEd by
: te Cciloguy. This rask has created cercain difficulties, since
often intertwined and dependent upsn one anothevr. Thus, the reason
does ot incinde anslyses and conclusicns relating to such factors as
political and economic gvelopnent, the development on the labour market
and af ;he worxing any mnens, Lszues ?Poava‘*g tusiness secrscy, compuier
isswes d¢ not fall within the scope of
tnat the report should be appreximately 20

~kxile the problems.
there is a summary,
will miss "The Elephant”’.
ENT EYSTEM

Drasent data

k ngw . The: ' lear naz s hetween ti legigianion

ievelopmeni. Fven though
211 These laws contain

“ing~polnt of the internstionel azreements
o wmind are the Conventicn for the
watic Processing of Personal Data,
Carope, and the Guidellines
Trotesiion 'f'x_j - border Flows of Perqﬁnai D*-a,
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what may be described as data protection ("proteciion de#
hly be broken down into: the demand for data quality, the

he demand for participation by the individual
easily discernible in the documents mentioned, and

he elements of
ngas”) may roug
and for data security and T
“erned. These elements are
hational data legislation.

JIn this conlbexi, it may be proper to issue a warning against comparisons
etween ~data legisglaticn” in various countries. Ar closer range, one will scomn
.4 that the elements which together form the data legislation of a country
within the entire system of the national

mest consequently not be limited to tirles

Ay be dispersed over many areas
sislation. Compavative studies
oh 23 "Data Act”, which may be found in the national Codes of Law.

1t should also be stressed fhat national legislation on freedom of
formarion zod access Lo officizl documenis to a large extent decides what
undaries the protection of privacy may have, when assessed comprehensively.
“thig, I have no imtention of diminishing the importance of data protection

so within the private sector. But, by and large, it is the files kept by

e public administvation which are of the greatest importance when congidaring

“

2 proteccicn of privacy.

=

la

Howewver, the rules new in force naticnalily as well as internationally ave
eriences ang perceptions of a technological development

commonly based on &Xp
shich is lomg since surpassed by a wide margin.

When discussing various problems concerning the protection of privacy, on= sasily
an impression of being negative towards EDP-technology as such. Before
report, I therefore want L0 siress = if omly for
should always pursue the positive resulis of
fechnoiogical development. Computer technology has already proved itself 1in
practice to entall wmany asdvantages. Attaining a good protection of privacy by
technology is as futile as it once was o fight against

- for that matter — the windwmill.

dealing with the topic of this
the szke of bslauce ~ that one

. Yesistance against this
"the telephooe, the car, &nd the seroplane or

What is importanc is 1o create an increased awareness not only of the advantages
of this technmology, but aisc of its dangers. T+ has been said many times before;
Tbur it deserves to ne underlined again: The interplay between politiciansfleg15w

[
igtors, lawyeis, administrators and technicians must improve. It isg not ;
enough shat the latfer thoroughly inform themselves aboui existing rules on ;

they cught to be the first ones Lo realize what risks

the protection of privacy;
hnological field.

sve inherent in the new domains conguersd within the tec
ear in mind, that every new technology creates problems

blems may perhaps nmot disappear, bhut they may be umade

As a rveminder, 1t may be
euts in Bwaden

9. One musi al
initially. The
manageaple as the set of rules and standards Zrows.
t the yearly number of caspalties from trafiic accid
while the number of automobile vehicles was

ures for 1983 were 800 and 3.5 millions, raspecr
which according to the scientists 1s

ga b
proe

menticned tha
in thne mid-tnirties was 350,
200 000. The corrvesponding fig
tively. The dscrease Is tfhus seven times,
typical internaticnally if ome takes a comparative analysis.



EOP-TECHNQLOCY-PRAESENT SITUATIOH ANDG EXPECTEL DEVELOPMENT

of this section iz not to explain n g : ig it
the purpose of this report to analyse the t T . too deeply.
thought by many that the approach so far has been much o

certain traits of the technigue used. This i t has then led
as rvegards ithe applicaticn of the legisla:

N beiter approach would preobably be to councentrate on the achievements made
possible by this new technique, to invescigate what effects rhese performances
will have, aad to nee the vesult as a basis for the discussiouns abszad. 0f

course, the trend of the developuen: regarding public and private administration
must algc be taken into accceunt in this context.

Ia the following, I will indicate some technological facts which T congider
impertani for the framiag of the protection of privacy. For each, T will also

point [o the qualities which create a poiential dangey of invasion of privacy.

gmallar, Chesaper, and Yssier-to~-operate Computer

tl. The rfrend i L : viers will go on getting emallsy and cheaper. At the
came time the PGSSLbiT for communication bhetween these small compuiers
themsalives, and between 11 cemputers and lavger data bases ave iluproving.
Cowpurers - even fairvly poaerzul ones - are bescoming the properiy of each and
EVeryons

with this is twofold. open up for more and more people
computers linksd ifo different central data bases. 1f thege basas
ently protected, the risks of gon—auvthorised persons acquiving
jnfgrmat i increzase {cof

The second problem stems from th ility of transferring large guantities of
iaformaticn in a matter of seconds an compile new files oui of existing ones;
the possibility resulting fPo i atorage and processing capacity of
sall computers when combined with ar gnced communication techuclogy.

niocrmation has N substan-

With this increase in capacity there incentive to
ormaticn te micro—fiche or other Lless accesa storage tedia., 1t
probably be sasier to have access to plder information, alsc on—13is

Docentralised Systems

The tr end is pointing tcwards more and more decentralised systems, which
be linked to central data bases within one's own adminiscraticen or To

i
1 baseﬁ (information syscems, e%c.). These changes will increase the
f uwnauthorised acquisition, not only threough the staff sf one’

atden but alse by strangers/third parties. (Cf. what I have just said
the smeiler computers.)
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Possibilities for Tranmsmission of Graphic Material
o

-14 Digital tachnology makes it possible also to srore and process graphic
arerial te an extent whick wss carlier inconceivable. The use of video

éhrvolllancp systems iz increasing.

i

he risks here are thet the behavicnr of individuals in various circumstances
re registered and stored im 2 way which makes it possible to have quick access
ko compilacions partaining o those individuzis.

evelopment of Communication ané Computer Networks

arge investmente are being launched 1n various aresas Lo enhance
. Fibre optice should be mentioned in

e L

communicacion and computer nebworks

New possibilicies are cpaned Up for tweo-way communication.
Cabla-TV
LADiem Y

16, The development E ilot!;hL ion of TV by cable {especially two-way-systems)
as advanced Ifar in cain aress. By this technique there is a risk that the
distributors will get in“\*@d'ioi zhout the customers' viewing habits.

'17. Commupicarions, erc. ave increasingly achieved by satellites. This may
.possibiy create special problams in regard to the vules on transhorder data
fiow. T Eu, howaever, assuming that sarellites may alsc be used for
intercenting signals from data-communications in general.

4
i

Ompdfe ised Telephone Conferences. B

[
=l
cparticulax. Through this development the capacity for transuission is increased.

ectronic Mail. Computerised Communication

of Wyitten Information

"18. In thig area a very rapid development is surely to be expected. There is
zn  impending rvisk thai those who operate these communications systems will

have access to the inforwmarion being transmitted. Ome must assume that the
' iz srearer within this field than in ordinary telephone

&3~

danger of "rapping
Cconversatiocas-

Electronic Funds Tranafer and Supply Systems. Teledata

19. Also in the avea of funds cransfer and suppliss, a development which will
involve wost individuals is to be expected.
The inherent dangers from this development ave that those who opera the

syateme in this field will be storing information on their clients’ choices of
gonds and setrvices. Thus, as an example, information about transactions may be
stered by the bank awvd alse — pessibly - by the retall trade. Qut cf this an
obvious danger will arise that the private lives of the clients may ba fraced
in deteil {travels, horel and restaurant wisits, purchases, erc).




Veoice Recoguitfion. Fingerprinis, etc.

26. The development of what is called "pattern recognition” has perhaps not
yet advanced s0 far as to be generally applicable. But also in rhis area one
should take inte account that it may only be a matter of time before this
technigue will be widespread. Once computers can interpret the spoken word, it
will mean a major break-through, at least in the area of office automation. L
will ar present not deanote any special dangers to privacy following from this
technique; instead I would like to refer this issue to the coming discussion.

Remcte Maintenance. On-line Diagnoses

Z1. Through this technique, it will be possible to acquire services and
maintenance on computer systems by retaining persoms who will - by use of a
computer which even might be eituwated in another countyy - be working on—line om
the customer's computer installation. Tt is obvious that a person retained will
also have the poss 3ibility of gaining accese te the information available.
Special problems also occur forthe application of the rules on transborder dara
ftlow.

Tucrease of Scft-ware Supply on the Market

22. The foreseeable increase on the market of computer programs constitutés

a potential risk that the public will be able to *break inte’ other data bases
and communicaticn systems. There are already programes available for "code-
forcing”. The programs will also in general be more sophisticated.

Experience already shows that many perscons find it challenging te fry
ing barriers and cracking codes in order to gain sccess ito various data
To some people this is an end in iiself, but sometimes their goal is also
ofage the base once the barvier is forced. There is an obvicus risk that
so-called Tcrackers' will be way ahead of many ordinary computer users om
the market.

Tl CONCEFT O DATA PROTECTION

24. The concept of data protection {protection desdonnfes) is given in the
Conventicn (art. 2 ) where it is the comprehensive term for every individual's
"right to privacy, with regard to automatic pYocnssing of personal data relating
to him” {le dreit de toute persoune physique "4 la vie privde, 3 1'égavd du
traitement automatisé des données a carvacidére personnel la ceoncernant™).

I will not embark on any discussion of this definition, even though I know that
many are critical of the concept of privacy (la vie privée) rnot having been
analysed more throughly in data legislation. I will rest content with calling
atteantion to the fact that this concepti caused much discussion during the
preparafory work within the expert committees of the Council of ELrope and of
the OECD, without any universal and lasting result being reached.

tither ¢ne has to respond the way the English judge did, who — when seiged with
exactly this problem - angwered that, although he did not know how to cefine an
clephant, he would surely recognise one if he saw one. Or, ome could gain a
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fhe resule is that the ongoing debate nowadays is nct s¢ much coacerned with
what rules should be governing rhe collsction, siorage and processing of HSP@C%
categories of information' {ecf. the Convention, Article 6). The issues coming .
inte focus are what rules should apply to “"ordinary informetion’ collected for ,
specitic purpose, but which - at a CUrsory assessment anywav — would also he
used for other purposes {e.g. control). The result is increasing demands for
the matching and multiprocessing of various daca files. Such processing
immediately crestes difficulties f£o maintain data quality which offen will
deteriorare, if data are used for purposcs ofher than the oaes they were
originally collected to serve.

28. Another observation is - and this nay be the case in Sweden espacialls
that, in fime, Goverament authorities have acquired pessession of more
information, all the more accessible, about citizens. This information
represents a capital, which could be uwtilisad by these authorities {in the end
b7 the Exchequer) through sales ro private enterprises (inzurance companies,
advertising agencies, car dealers, etec.}. This sitvakion, combiaed with the
right - in Sweden a constitutional one at that - for individuals to request
information asbout and copies of all official documents {(i.e2. mesr eof all the :
information on file with the authorities, unless eclzssified under secrecy laWS)Q
has resulted in vast amounts of information being made accessible to the general
pithlic through the authorities.

gty @ O ot
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29. 4 contributing element to the opinion that dara brucessing, and file 3
nmatehing in parcicular, are a very vational form of administration is the civil |
fegistration number . Such numbevs exist in various forms in several countriesg
even though the rules for their use may vary. Such numbers are to be found in
ail the Scandinavian ccuntriss. The right to use thew 1g more vestricted in
Benmark and Norway than in Finland and Sweden, howaver.

30. To conclude, one could say that the dabate on privacy; which during the
1570%s led to the datae legislation of Sweden and other countriss, has

stabilised itself during the 1980's, concentraling on the issue of file matchingg
for contrel or other similar purposes. 1t therefore se=ms natural to discuss :
whether this should alse be reflected in the future legiglation.

TECHNOLOCICAL DEVELOPMENT AHD BASIC PRINCIPLES FOR DATA FROTECTION

31. T will go threugh the basic principles for daita proceciicn which are laid
down in the Convention and the Guidelinea, in trying to enalwvse whar impact the
technological development indicarted above will have on the possibilities to meet
these standards in reality.

The Principle of Fair and Lawful Tata Collecticn

{Convention 5 a; Guidelimes 7}

3Z. There should be no difficultie
as the collection is deone divectly from or with the parii
individual.

g in living up to thi rinciples ag long
i

ration of the




development shows, however, that this way of collecting data 1is both
asive and impractical - especially when the same information is alrsady
red in someone else’s computer. Tendencies avs that data are belng collecved
a greater exteant wirhout whe parcicipation of the individosl, Within cthe
pdinavian countries there are exampies of such file matching being eiffected
“linkages of wvarious data bases designed for different purposaes. This
chnique may seem vational. But it creates imminent dangers that the
aformation at Limes will be found tc be useless or perhaps completely incorrect
fen it is to be used within a new context.

ice it may be assumed that possibilities for data collection will expand in
‘s way, 2s a result of the increasing volume of information stored on wmachine
dable media, as well as a refinmed techmique for file matching, I find the
elopment woerrying. There ig an urgent need Lo Try in every way pessible to
id the dangers to privacy imhereat in this rechnique. In my opinion it is
hrful whether the method should be allowed to the extent now practised.

one solution discussed in Sweden is to prohibit, by law, all file matching
¥ control purposes which are not sanctioned by law (or ordinance). Such a
shibition could be combipned with a requirement cf speecific sgcurity measures
r file matching and of information in advance zbout security measures Lo be
sed for the control.

Ancther possibility is that this acrivicy will be self-corrective: if errors
tequently cccur, the rationality of this technique will decrease and tuvrn into
irs counterpart. The problen is that this will probably occur only wheo the
crder-line of what 1is “fairly and lawfully” ("loyalement el licitement”™) has
ong since been passed. This, of course, is not acceptable.

1t sheuld, however, be emphasiged that the problems involved should not be
egaggerated= Tt is easy to comjure up terrifying visicons. At the same time, it
should be noted that the nupber of actual infringements, in Swaden al least, is
rery mincy indesd in comparison 1o the volume of data being processed.

The Frinciple of Purpose Specification
‘{Convention 5 b; the Guidelines 9)

35, ps T have already noted, the technologlcal developueni will create further
‘obstacles to tha fulfilment of fhie principle. Through the increasing
possibilicy of file matching,demands for efficiency in data processing will grow
stroager. The issue is then how o construe the prohibition oo use of daza
purposes "incompatible” with the purposes for which these data were
originally sicrad.
It is ve be assumed that the legislatoer way be expoesd to hard pressure by
adminpisirators as well as others, whose rask it is to look fo rationality and
‘costs. AF the same time one must take iato account a change of attitude among
“the general public, which would - at least for the tiwme being - be preparad to
cepsider several purposes "compatible”, if they only aim at correcting certain
elemenis within the socisty {cf. para. 27). However, it is Ait{icult toc 2532835
the durability of such an opinion; changes of attitudes may occor rapidly.




The Principle of Data Quality

Convention 5 ¢ and dJd: Quidelines 2%
3 E

35. This principle - in the Convention ir is used as a headline for the entire
Art. 5, by the way - is closely related to the preceding principles and the next
two succeeding ones. The criteria usad to describe the requirements of the datg
are: adequate, relevaat, accurate, and up te date {(adéquates, pertinenies,
exactes e mises A jour).

Experience shows that this principle encompasses several problems, especially
in cases where data are processed with & view te attaining decisions on the
rights and obligations of the persons registered. As has been demonstrated
above, the greatest dangers arise when the information has not heen collected
Irow the individual, but Ffrom another source. it is obvious that violations of
Justice may cccur in such situations.

fa veality it is not a rare phenomenon to find that 2 piece of information
stored under a specific heading in one file {(fichier} doces wmot correspond at
ail to another piece of information stored under the same heading ian ancther
file. An example way be rendered: "income” has several differsnt neanings in
Sweden. The result, if comparisons are made after data file matching, may be
errors, misunderstandings and ambiguities, which have to be subsegquaently

correrted.

37. A special risk is involved when one data file is matched and procassed with
a second one for control purposes. Such matching has been performed in Sweden

{by special authorigation) with a view to preventing welfare fraud of wvaricus

kinds. The result was, howaver, that some individuals were suspected of offences
- suspicione which later were found to be unjustified. Criminal charges have on
occasion led Co acgquittals, because of the imperspicuity and complexity of the
system of welfare granis. In these cases it is pogsible to conclude that the
cowplex welfare system was the cause of the discomforr of the individuals, not
the matching as such.

38. Another eifect of bringing one data file up to date by using daca from
another file Is that faulty information might be disseminated. Rxpeviences of
this have been gained from credit Teport enterprises, whose files rely on
acquiring informarion from data files operated by the courts or by the
entorcement agencies. If the credit report files contain faulty information, it
could have devastating consequences for persons who are dependent on having s
good credir vating or goed business relations in general. Examples exist where
errors have bzen corrvected, only to be reinscated again after renewed matching
with the file {e.g. containing sddresses) from which the errors originated, the
errors still remaining in that file.

This is a problem which will multiply proportionally io the incresse of
complexity in the pattern of data matching. There is a risk that it will not be
possible after some lapse of time Lo trace the origin of an error or the person
who 1s responsible. Such a development violates the principle of accountability
(see para. 51 below) and is not acceptable.




principle of Use Limitation

Qﬂ_ ﬁt;on 5 b; Guidelines 9 and 103

As to this principle, please refer to my ohservaticns in parva. 35 abovs.

principle of Non-excessive Storage of Personal Data

-ggﬁeﬁtion 5 é)

T’herg is 50 far not much eXpETlrjﬂL& galned in this area. The hasic opinion
pi obably — within. the public as well as the private admini
onal data should not be preserved at all if they ave not needed for the
'ltles of the admlnlstratlon in question.

stration — ithat

a ding data stored for scientific regearch and statistics, experiences Show
there is an 1nterest in thlng rhese data pertaining to individuals. This
is espmclally strong where lonaltudlnal studies are concerned. On the other
there is here a p0551b111ty for protectlon of the individual by coding and

measures (see’ beTow)

as been said in the Swedish debate that vasi collections of identifiable
istical data mtht entail risks of abuse in times of political upheavals
&rs and that such collectlons snould therefore be prohibited by law. In
€n, however, we have always'— at least until now - endeavoured to keep
Tie 155ues of securlty and vulnerablllty apart from the legislation cn

ey

Spcc1flc problems arise coucerning access Lo data through avrchives. fost

ts, as well as the dlxtlculry in having a simple way af acquiring piograns
this field another eftective, yet unintentional obstacle to making
Uﬁnformatlon all’ too aCCDbblble. Changes are expected Lo occoul; though. L
gardly acaeptable to hav vast dmounts of information which are stoved on
ine Teadable medza, but whlch are not accessible for scientific ressarch etc. :
use of lack of Drograms for data processing. This, together with the E
loglcal deveTopment and espeCLally the work in progress st Ipternational }
Standarde for Open System Interconnection (CS1), justifies the assumption that i
ifficulties whlch have indicated will soon be ovarcoms.

_Rrinciple of Additional Safeguards for Special Categories ci Data

As was mentioned earlier, this principle has not created any notable
Iications, benerally, the categories listed in the Coonvenition have been
bunded by specific safeguards even before the adopiion of data legislation.

tain problemb havE Dccurred ‘though-

phenomenen causing debate in Sweden is the use by some hospitals aof compu-
i3ed systems, acae551ble ‘from a great number of rerminals, for sterage and

288ing’ ‘of data ou ‘thei DaLlePTSa Since there might be difficulties in pro-
tting these files from.unauthor15&d access through these terminals, compari-
& Havé been mada to manual systems where the patients® recovrds were kepti in

pl e and were aLCESSlbLe only to a few of the hospital staff concerned.




s8ue, embracing even more difficult problens,
i adminizstrations of rationalisation and a better bhasis for
This pursuit has resulted in demands for data bases holding

iles commen to several hospitals within the regicn. Thus, dara

records can be available also outside the clinic whare the
being treated.

is che pursuit by

Eoth these phencomena to a hig
bpievent unauthorised access ro sensitive information, Unfortunately one has
Yeazon te azsume thar development is lagging behind here.

ihe Frinciple of Para Securiry

Convention 7: Guidelines 11)
igation to observe this Principle is by far
"fizulties, on account of the technological
3t automatic data bprocessing is performed
ratively greater numbers of persons have acce
1on. Other visks are that data stored on

Someiim have to bhe transperted between differen
: comeany and a bank.

the one causing the
development. One elemnent
on such a large scale

§8 To vast amounts of
machine readable media

t computer installations,

wmosl striking featurs, however,
Sysieums. Difficulties from security
aceessibliity to the data base by a
the fact thar ¢ 1ni

=)
Fa i

avrising from this situation nor onl
1ibilities for corputer—related ecrimin
) come intc the picturs here.

¥ loclude a threat to privacy.
ality and vulnerability issues in

Gvar the years much effort has bhesn made te im

brove securiry. Those engaged
this work have ofien tesuoifi

ed that awareness ang Preparedness in this field
atrikingly low.

i{n Sweden a special cormission — the
invesiigats rthe issues. After ics final repert in 1979,
tinuad by the Commirtee on Vulperability. Thig

@ methed for analysis of the vulnerability of coiputerised information

I will shortly return to this method (para. 2oy,

5iiity in Worway is expected to deliver its re

Vulnerability Commission ~ wasg assigned o

this work bhas been
committee has prepared inter

A cormittee or
POTL during the first half

Way of improving security would be extended use of encoded
B. S6-called electronic seals have heen developed. More stringent
asures of suthorisation routines have heen established. To some extent

sensirive material is no longer transaitted through tele-communication networks;
instead, information is Sent via discettes and the like,

h degree give cause to ask for efficient methods ¢,
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‘e Principle of Opeéuness and Individual Participacion
i .
Ggnvention 8; Guidelines 12 and 135

" The fundamental idea behind this principle ig fo ensure that a data subject
sersonne concernée) will be able to establish the existence of & personal data
file and its comtyoller, to obiain personal data relating to him and, as the
“nse may be, to have them rectified or erased.

'Hbasic feature of some domestic laws is the establishment of a special
_dthority, issuing a licence to the controller of a specific dara file to
gperate the file. Such an authority would simunltanecusly get a good general

jerure of those who are involved in data processing. By turnincg to this
authority, the data subjects would easily come into contact with the controller.

Tae technological development has shown, however, that it Ig hardly feasible o
4intain a system based on a general requirement for licensing. Thiz would mean,
n.the long run, that practically every stage in the adminisiration of private

apd public activities would have tc be axaiined under the licensing procedure.
xiended use of computers - especially for commercial applicaticons - combined

with the explosive increase in the number of small computevs are the reasous why
such a system cannot be retained.

47. Nor is it necessary, for the sake of data protection, to interfeve in this
ay, directing private and public activities. Against such a system it could
alsc be argued that the licensing agency would have excepiional powers. In order
to carry cut a meaningful licensing assigoment, such an authority wouid also
need staff. Another problem would be to arrange for adequate contvol cf thas
observance of decisions on licences.

As we are aboui to see, it has become necessary, mot only in Sweden, ¢ abandon
the idea of a general requirement for licences to operate data files:

If, this requirement is removed, tnere is a risk, however, that the authority
the Data Inspection Board) will be deprived of its capacity to give support Lo
ata subjecis wanting to use thelr right of access or wanting for other reasoss

to contact the controller of a file. This rigk has been cobviated by the

requirement of a general licence (see para. 00 below) .

/%, Many experience difficulties when they went to have errors 1im asutomated
data files rectified promptly. Bspecially within the ares eof public
adninistration there still exists a tendency among various officials to blame
arrors on the computer and 2 lack of willingness to expedite such regrifications
as are vequired by the principle. It seems also to be a fact thal the objections
made by the data subject are often not believed, which means that he has Lo
spend a lot of effort on proving that he is right - not the computer.

This could of course be said to be an educational issue. The staff knows too
littlie abour EDP and the systems operated and may therefore have difficulties
in handling objections correctly.




49. As 1 have already stated, the techunological development and the

tendencies Lo collect data frow external files will probably incrsase the risks
of ervors in the processing of persounal dara. The possibility for the
individual to detect errors may simultaneously be diminishing; he is noi aware
0f the existence of the fils or he does not realise thar a plece of information
is incorrect, e.g. because of the complexity of the system of rules
administered. This issue must be scrutinised with the utmest care in the
future, iu ay opinion.

50. During the work within the Council of Europe and the OECD, the exten:i to
which data subjecis were t¢ use their right of access was much debated. It was
assumed that relatively few people would use the right to obtain data about
themselves. This assumption may be said to have proved cerrect. But this is of
minor importance. The fundamental idea is that the mere existence of this right
has a preventive effeci.

{he Principic of Accountability

ootttz oo v re S U AL

{Conventicn 10; Cuidelines 14}

51. Regarding the application of this princinlie there is not yei much to chserve
— at least act with respect fo the experiences in the Scandinavian

countries. Genevally., errers have been corrected in an informal way (i.a.
through aciions by ithe Data lospectionm Authorities), obviating litigation over
compensatiocn for damages, ernc.

ln Sweden the Chancelloer of Justice is assigned to supervise demands for
‘compeasation agalnst the CGovermment. Each year he deals with a few matters
concerning liability for errors in personal data files. These matters generally
concern ervors in the cavr registration and drivers' licences files, and the
compensarion for damage 1is relatively moderate.

52, One area, within which the dangers are especially poignant, is the cvedit
repert business. 4s I have slveady mentioned, an ervor in 2 credit file may have
devastating consequences for the individual concerned. The system applied in
Sweden, however, ensures that a copy of the information is senkt to rthe data
subject simultanecusly with the report fo the requesting party. In Norway,
corresponding rules apply when information is dissenminated about somsone who is :
not a businesswman. In Denmark, as a main rule, the person being registered for the:
First time with a credit recowvd inscitute, shall be notified about the :
vegistration.

If the data subject is informed about what dats are being dissemrinated, he can
have errors rec fled before any netable harm has occurred. 3But it is of course
obvious thart there is always a risk of damage. Rules on compensation must be

provided in su cases according to the Convention.

Transbordeyr Dara Flows

(Convention 12; Guidelines 15 - 15}

33« The background to the Convention and the Guidelines containing rules on
transborder data flows i1s well-known. The reasons why domestic laws have




‘yulas on licensing or other means to limit the right to iransmit da
ad, as well as the issue of whethey these rules ara effective, have bzen
intensively. I will not repeat the arguments voiced in thig deb

fhe experience gained by the application of the rules on exmort of data
ined in the data laws of Denmark, Norway and Sweden 1is as

Morway, 30 — 50 reports a year are recsived vegarding transmisslon of
cnal data abroad. :

Sweden, no exact figure exists on the number of licences. Toe probable fig
arcund 50 in all.

it may thus be concluded that the number of lizences gran
pared to the exteant of domestic data proceesing. In view o
hange of informarion occurring between wmultinaticnal corpeia
feicular, the guestion whether the nuaber of licences reflect
ropriate. My answer 1o this question iz no.

e

“zhould be kept in mind, though, that perscnsl data constitute a very limifed
¢ of the transborder data flow. In Sweden this volume 1is assessed a0 2 Lo 4
‘r cent of the total transborder data flow. The golume that warraets licensing
But the question remains if there is any purpose at all

g-thus not =so large.
are not observed - probably because they cannot be suner-

having rules which
sad in an effective manner.

rHE SCANDINAVIAN DEBATE

56, Data iegislation was passed in 1973 in Sweden, in 1978 in Denmark and
rway, and in 1981 in Iceland. The principles of rhese laws are the
e, even though there are a few important differences. AllL these
1ies on Data Inspection Boards. Tinland is considering legislation with & view
o a Bill being presenied to the Parliswent in the autunn of 1984,

o

ace this subject has attracted intense publin istarest, the issue o
rotection of privacy has been discussed all through the 1970%s. Thig debate is

still uader way.

present praparing — 1a coopgration
net) a report to che Paviiament
e data legislation. The veporr,

=

. Im Denmark, the Ministry of Justice is a
ith the Data [uspection Board (Registertillay
n the experiences of the administrzticn of th ;
zpected to be published by this autumn, will contain, inter alia, avn analysis and
an assessment of the tachnological development and further security measuves, if
any, which should be established to prevent information from beingz abused or
bassed on to unauthorised perscns. Furthermore, the Danish Commission on =he
enal Code {Straffelovridei) is at preseni considering if there is 2 neead fox
pecific punitive rules against those whe gailn snauthorised accegs Lo daia

v oot

 Fites.

- 58, In Norway, the data legislation has been revised in 1982. The prowosal
‘containg a review of the rapid technological development. AL the same Cine

]
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iz nored that this developuani has antailed thar parts of the data ifegislation
are not adequately protecting the right to privacy. This development has alszo
led to drastic increesses in the tasks of the Data Inspecticon. The conclusion
drawn in the report (within the given economic limits) is that proteciion of
privacy is best preserved by adding to the gfaza legislation more precise
material rules, and that the Data TInspection is turned ipto an agency with the
functions of an Ombudsman, who will have the nower to take action, to demand
information and to make conircis. This agency would alsoc have powers to prohibiy
activities and to issue tevms for Thoss wanting te continue a specific activicy
No final decisions wvegarding vhis proposal have yet been takem. Tha
administratioo of the Date Tnspection and several cther advisory bodies have
expressed their wish tc maintain the licensing sys:em.

59. Of particular interest in this context is the analysis made by Ragnar
Dag Blekeli snd Knut Selmer (Datz och Persomvern, Universitetsforiagen 1977)
which foims the basis for the approach in the review of the Norgegian Data
Legisiation {Complex 1/83, Universitetsforiage: 1983). In this analysis, the
protection of privacy {“personvern”) ie described as a possible ipferest of
individuals in having control over information pertaining to them. Only when th
information is actually used, or expectad to be vged, will the communicati
personal data have consequences for the individual, This interest is divig
intc the interests of

3

ke
a

discretion

complateness

being informed

having a "friendiy adewinistration”
avoiding exaggerated conirol.

A summary of the Neorwegian preposal can be found in Legislation and Data
Protection-Proceedings of the Rome Conference on Problems related to the
Development and Applicaticn of Legislation on Data Protection {pp. 215-226}.

0. In Sweden, already in 1976, a commisziom was assigned to review the Dara
Act. PRased on prop by this commission, copsecutive amenduenis have been
pasged. The latest of portance became effective on 1 July 1987. The reform
gimed a2t rationaliisaci o the Data Inspection’s activities so as Lo ensure
coacentration of its rescurces on such personal data files as are particularly
senzitive with regar TLVacY.

This reform meant, inter alia, that the existing prerequisite of a Licence
to operate a persounal data file was limited to files containing sensitive
information on, for example, diseszses, crimes, political ovinions, religious
beliefs, or data containing assessments of the data subjects. A licence is
also vequired if as particular connectiinun exists between the controllar and
the data subject (employer, customer, member, eic.) and if the file is to be
sstablished by data file matching.

Instead, a system was created, by which everybody who wants to operate personal
data files {the controller) has 2o notify the Data Inspectiogn Boar wnich on
the basis of this cotification will issue a geneval licemce. Those who wen:t Lo
operate files exclusively for private purposes do not need any licence or
permissicn even though this would have been mandatory had the file been

W e

PR O A e R




red by a businessman OF an authority. (It may be noted that licensing was
as being toc cumbersome by the Horwegian revision). TFurihermore, ail
rrollers requiring a licence are ohliged to keep a ladger of all their
.snal data files.
ve Commission on Data Legislatrion continued working, its terme of
g to deliberate whether a universal dera act, including manual files as
chould be introduced. The Commission soen arrived at the conciusicn that
e were no grounds for such a proposal. Cone reason for this opoinion is fhat
subjects within the public gector already have imnsight intce the activitice
rried out by public aurhorities through the principle of copen governmanl «
her reason is that mancal records aimost mever may be said to entail the
. riske to privacy as automated files.

& Coumissicn then continued to work with a view to bringing about _
ey amendments tc the existing legislation. First of all attzmpis were nmads
ase vegulations in areas where experience haéd shown that the law was more
gent than needed, and to strengthen vegulatious where a need was found,
example, concerning data file matching and processing for control purnoses.
ng this work differences of opinion emerged within the Commission. Thase
-erences were so stropg that the Government dismissed the Commission in
ing 1984 at its own request.

‘one issue causing a vivid debate in Norway and Sweden is the use of clivil
stration numbers. As I have pointed out eaviier these numbers allow for an

Ll
cient identification concept, simplifying rc a great extent data file
ngtching and processing of different files.

ig issue was firstly deliberated by the Swedish Commission on bLara

&gislation. In 1978 the Commissicn concluded that there was nc reasoen w0
rohibic or limit the use of civil regisrration numbers from privacy wolats of

7. The want of such numbers would, accovding to tha Commiszion, nob create

suarantee agalnst data file matchings as loug as other means of identifjcation
emained, e.g. names and addresses. On the contrary, the Commiseion found that
7il registraiion numbers contributed to the enhancepent of privacy, by belng
guarantesz against ervors and identity confusion. This conclusion was shared
actically unanimously by a wide range cf chservers and by the thern existing
vliament and Goverunment.

Horway, this issue has been deliberared by a Commission which pre

S
reporc im August 1983. The conclusiouns drawn by tiris Commission are
dentical to those put forth in 1978 in Sweden. It should be noted, nowe:
at Worway only allows more limited use of civil regisitration numbers
aeden.,

nt

It Sweden, the debate has risen again during the last menthe, which baz caused
hi Governmenr tce appoint a new {ommission o reconsider this lsusue

3. It should in this context also be wentioned that the batctle agains?
iconomic criminality has come into focus to a high degy in Scandinavia,
rarticularly in Sweden. Im the autumn of 1982, the Swedish Govermment appolnted
Commpiseion whose terms of reference were Lo present preposals for combating
:thig type of ¢riminality. The Commission, which by now has presented 1Ls Einal




report, has during a little uwere than a year presenied socme 30 different
propesals for awsndments o the Swedish legislaicicn. These 2mendments entail 4
various ways increased control of the observance of vules and regulations in
gaciety. The snsuing debate over these propesals has been wivid, and final
ecisions have nct yet been taken by the Govermnment. This issue is, however, of
importance with regard Lo data protectioun. Several of the propesals will entail
increased coniveol, should they be accepted by Parliament. This contrel is
intended to be performed, inter alia, with the use of information from
avtomated personal data files.

64. As 1 have already touched apon {para. &4), the issues oo vulnerability have

also attracted growing atiention in Scandinavia.

In Norway, a commission was appointed in February 1983 to investigatz ths
vulnerapilicy of an EDP-dependent seoclety.

In Sweden, the Commitiee on Vulnerability has prepared — in co-ocperation with
the local cowmunizies and the industrial secior - a method of analvsis of the
vulnerabiliity of EDP informatiion systems. The idea is that this new methed,
“the SBA method”, will enshle an enterprise or an aucthority to analyse in & few

i R

nours time whether there are any risks of valnerability in theiv EDP system. The

scepe of the present report vnfortunately leaves no roon for elabovation on thig'

method.

In Finland, 4i
ansvwering to t
investigate securic:

DATA PROTECTION FOR THE FUTURE

63. 1 bave now arrived at the point where the rapporteur is supposed tc »resent
hig picneering rhoughts and, with a2 few bold sirckes, paint the picture of how

APt R SRS S

data profection is hest organised in the future. The veader will he 511 the more &

digappeinted. I can bring nc rvevolutionary propesals. But some ideas may
coutribute to the discuszion.

66. As 2 point of departure for this discussion, I wanit to state two things
firmly.

Firstly: Couwpuiers ave now s¢ widely dispersed — in various sizes and powers ~
that they are to be found everywhere in society. It will therefere become
increasingly difficult te isoclate the use of computers frowm other activities;
this use will becowe an integrared par:i of activities in various areas.

Secondly: The develcpment just described must necessarily be reflected in the
legislation. It will certainly be impossible to encompass in one comprehensive
legislation what may be described as the data legislation of cne country {cf.
paras 5). But this must not preveat the principles, which form the foundation of
the data laws (the concept taken in a limited sense), from being expressed
universally throughout the legiclation. The Convention and the Cuidelines are
very apt for serving ss lodestars herxe.
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What then, are the conditions for the orotection of privacy with regard (o
rechnological development? My immediate answer is: One really cannot discuss
protection with regard to technological development alone. Several other
ects must be accounted for. As I observed initially, these other issues would
erally fall within the scops of my so-rapporteurs’ assignments. (ne problenm
ch must not be overlooked in this conteXt iz, however, the attiiude of the
eral public to personal data recording. The question is: Has this artitude
nged in recent years?
as I have already stated {para. gy, ail nsw technology has caused
4 has even been met by doubts and scepticism, initially.
stk computers. As the public becomes more familiay with compuier:z — in
in their leisurs time, as consumers, eic. - their kneowiedge about
#pnt their capabilities will also increase. Already now, 1t ssems fhat
e ino longer paying much attention Lo rhe fact thal data abour them are shoved
compizters with authorities, employers, trade unions, and the like. Tha
.3 subjects themselves have ocften given their comsent to the recording of
‘hig information, which in this context is cousidered quite harmless.

« Bui problsms avise as 3000 &8 there i3 talk of using this infeormation as
sasis for decisions bearing on or invelving the individual cr for random
elections otr compilations of various kinds.

Thug, it is not correct to claim that the general public is not nowadays
~oncerned with the potential threat te privacy inherent in computers.
ne sver Treiterated debate om various phenomenz in the computerised soclely i3 &
proof of this concern. In my opinion, a critical and alere approach is

wstified. It is important that we do not let our vigilance slacken.

0. A the same time, the subject is still hard to master. Today, as 10 yezars
ago, the changing debate arill concentrates almost solely on feavs of what could
happen and very little oa what has in fact happened. General fears musi be
substanriated to such a degree that the legislator will be able to deal with
them and really concentrate his efforts on important issues.

71. Bzperience shows that data legisiation in some places has i

‘in g way not guite in time with development . Some cbvious inadequacies have of
course been corrected. But the guestion remains wherhetr these remedies will be
enough in the long run. In other words: are we concentrating on the right
issues today? The guestion has been put whether it is time to redefine the
concept of protectiom of privacy {protection de la vie privée).

cen structurad
3 o

45 1 see i1, thare is not much sense in radefinitions of

friend "The Elephant” enters the piciure again. The meszning of ©
protection of privacy varies from rime te time. Compared Lo the
earlier periods, today's protection of privacy will

laxury.




72. It could be gaid th protecilon of privacy is the sum of thy

a5
protecticons given by the tudlicial sy to the individeal, in competition With
other, cpposiie inrevasis. Analveing these confiicts of interests and taking a
pesition on various pyaciical pz : » would prebably be the most affsctive
appreach to the issues. The baSL- i Le Norwegian investigation would be a 2oog
guide hers,

73. Among the pheneomena which I have regarded as important {paras. 11-23)
for future data protection, tfhere sve a few which in my gpinion play a
particularly lwportant part, namely:
The increased wse of terminals capable of communicating with one ancther,
as with central data bases

The rendencies toward ] 0 baing collected through zuromatic
procéessing of data 13 : on machivre readable media

e

e pogeibilicy of using davs on file with a view to contvelling data
on 4 completely differenr

Systems basad on Lwo-way communication (electronic funds transfer sysiems,
Lext communication, cable~TV, Tele-Data, remoie majintenance)
The dangers of unauchorised access to computer systems {erackers).

J4. When comnparing these obsers o interests Jisted in the Norwegian

i e

investigarion one will fimd char che:s or less in compleie conflict witch ~

one another. {n what

In my opinicn, ithe princi fown ] ha Convention and the Guidelines
stiil ptovida ge P guidan Thae partition in the Convention of data quality
{Art. 5} and dar srity poin to the two main arezs wheve problenms
Qcour.

/5. As far as dats guality is concerned 2 conclusion must be phat the

development towards an increased use of perscnal data from other automarted files
c .

is difficult to prever:.Th cisd iz of a political nature, zud in rhe
discussions it is always more ¢ifficy £o arttract an intersst for the slusive
concept of protection of privac st the deciaraticns by adwinistratoras and
techunicigns that large gains in vaiionality will he made, 1f this method is
used, This is especizlly ftrus against the background of the incrazasing demands,
politically, for economy and e

Undoubiedly, a considerable varicnal: Y ¥y be achieved withsut endangering
privacy. Bul errors do gcour. j he gt important features of future

data protectiocn, then, must be the ava 11ty of vapid and safz routines for
corzections, in order re aveild damage and uanscessary trouble for the
ladividual.

76. The premises for monitoring dat: tohid ad processing are markedly
difterent, depending oo whether nee 4 for rthe matching
cr not. The safest method is of s& a sysiem of permission of some kind (by
law, by an authority o571 by the data aubjects themselves) to each and every
matching procedure. Egpecially when g licensing is handled by an avthority, 2
traitfol dialogue wmay take piace between this zuthovity and the coutroliler. The

i
o
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particularly whep the controllarts attention is drawn O
t must bz
cretion that

peome 18 ofren good,
e that he wmight otherwise have overlosked. Cn the othey hand, I
- ipn mind that this auathority may be entrusted with issues of dis

11y should be solved politically.

-ghould data file matching be allowed withcut specific approval, othex
The fact that data subjects have the right to

Lriiy measures must be taken-
lines 13 a and b) is hardly surficient

in information {Conventicm 8 bj Guide
in cases wheve the information 1is warerial to decisions

must ba a mandatory regquirement that
before any

a. Above all,
raining to these data subjects, there
autcmatically granted the vight o submiy cheervations
To some exient, regulaticns by which parties o

to marerial informstion chould

Ybe
yegion is taken.
pistrative proceedings are granted accese
=y protection in this area.

7§, But the issue demands attention no
#aterial to a decision directly affecting the individua
iﬁernment recently rejected a propesal, that data for & cei
ing be collacted - not fyrom the citizens themselves - bl
Giomated data files. One decisive reason was that data quality would De
dequate. It should be noted, that these data were to be used exclusively for
stacistical purposes in a non—identifable form; an

t ouly when collecting data %
i. In Sweden, the

from vaATiLOus

d act for any decisions

scerning individuals.

T would also like to refer ¢ the interesting Jjudgment by th=z
Fad T

n this context,
ieral Republic

Federal Constitutional Court (Bundesverfassungsgericht} of the F=
of ‘Germany, oi the 1983 &ct on Census. The court found in its Jjudgment
scember 1983 that this Act, which had been passed wnanimously by the
ed the German Constitution (NIW 1984

of 15

indestag, o a large extent violat
PE- 398~405 and 419-428).

rhe dewvelopment within
P

For the future, particular heed should also be given
{wherher directly o,

field of two-way communication between the data subject
example, through his participation in an elecrronic funds transfer sysiem)
nd the controller. There can be no doubt thkat such a system creatas & porential
‘danger that the contraller will be able to get a very detailed picture of the

fe of an individual (purchases, including kinds of goods, hofel and

i gl =
B -

A
it

Private 1i
ézraucant visits, and the like).

two-way cable-TY systens pogsibilities for

This probhliem has zttracted more

the Trangnational
On tne other

Ateng with Ihe introduction of
rorage of preogram  choices will arise.
attention in the Unlted States and Canada than iw Hurope {(cf.
‘Data Report, VYol VI No 8 p. 426 and che refarences made there).
hand, it may be said that the individozl, af iesast so far, hes a free cholce to

participate or mot, and that therefcre he ig in a positlon Lo a35e8s for himself

the dangers to his privacy.

‘Information of the kind now being referred to is undoubtedly vegulated by Lne
Convention as well as the Guidelines, hut since it has been left by both ot
to soclve the problems of gatisfying theix

“them io the domestic legislator
regquirements, they camnnoi serve
further attencion on the intermational level.

as exaci guides. This issue callg, how

may state that this issue nas aoct baen
or until recently. The &ifficultiss are many.
of on—line syztems aud the

80. Passing on to data security ome
sufficiently considered, at least n
Contributing facts are, of course, the increased use




potential danger cof vnauthorised ac & inherect iv thie incyxease, through
legitimate terminals, a3 well as thyough the wast swmount of terminals in
eneral.

At this poini, I believe if{ nscassary to have a cleaver picture of what the
riske actwally ars. One may very well come o the conclusion thai cevtain
information, which is today found in mackine readable form, should be
completely excluded from sutomatic data processing

The next step is to allow davae storage and pracessin

g, while prohibiting cu-liy
linkage cuzside an "inoner sheil”™ al the processing departewmeatr. Physical
treasporiation of digcs, fapes and other media may be another way of pr@tectign

if neceseary precauiions are taken against the risks of the travspertation.

81. Also, I ask myself what possible means of unauthevized, or ai least
uwncontrollable, access ig cveatad by remche maintenance. noaesn't this method
msan that the contreller would les: ccﬁtrgl avar | file? Do possibiliicies
exist which would =aoable s Thyrough logging or zimilar measures
which canmoi be manipuisted fvom outside, to find out aftevwards exactly what

ithe maintsnance personnel has been doing? And when
carvied out across the buorda: i iz matrhed net
complately mnlimited data exg

82. Several other iss;e t v ought o have been brought te atien-
ticn here, but rthey av £ a mo zral nature and fail within che vuinerabi-
iity ieszues. Tharmfore, L dc poi dntend i tar upen thess issues now.

83. When comparinz the preblﬁmg cf data qualitvy and data security, I have the
impression thet the efforis mads have been concentracing om gene fal Mmeasures
regavding data guality. AC tne game time, security issues have heen
considered te ths excent nsededo The feasoms Ay the cost if inereasse

LT LA

use of elecirvonic fund ;Ef&r th Lure, securfiily
demands will prohtably as L : E Ly pe ¥, tha demands
urged in fhat arvea will alse bar eflt otnars.

4. Thus, my suggestion
ehould be 61'eﬁ claser
unauthorisad
helped by fhe
dave qualify.
differentiation
there should be
Such contrel coul
what use fhe daw
subjects f¢ exert

[N
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&5. (One imporiant ; T oceurse Weether proteciion of privacy should be
supervisad by a s» uwihority. Weither the Convention, nor the Guidelines,
take a stand on thi 125 : Since conditionms wvary in differsnt countries,
there iz no universal answer te this question. I can oanly rererk fhal the
rights, which the Conv s ¢ the Guidelines aim at probe: i are clossly
related to the ﬁudrdn ees dcwn in the Zurcepean Convention fhe

i mental Freedoms and in
Coavention vegar d?ng Ehe sam ‘-:;ﬂ.tp These guarantoas demand
supervizicn.

R

TN I EI R

L

o, fh L




Thus, the issues involved are important. The rechaological development
&t be followed closely. 1ts impacts on the sndividual must he carsfully

atinised, and if need arise, measures must be taken. A body with specific
gponsibility foi these issues is of great value.

phenomenon to be noted in rhis context is that the weigning

7. One
In

~ pros and cons often reveals political differences of opinion. In such

ages, tensions way smerge between the Data Inspection Agency, o0

-ngrhand, and other authorities - ultimately the Government — on the other. This
ﬁart of the system, though; the most important task for a Data Imspection
ency 18 the protection of privacy, whereas orther authorities and the

wernment must take other factors into consideragion as well.

fhis problem, which is of & constirucional nature, is fe uy mind quite

”eafable. This is so because I am of the opinicn that the domestic data
nspaction authorities - providad that their tasks ave executed properiy
'Laying an imporgant part in the systen ci protective measures, constituting a
Yalancing element in a debate which would ctherwise perhaps deal too much with

sficiency and rationality only.

~ Are

y lies wnot in the

g, Finally: as I see if, the greatest threat to privac
-ichnological development as such. He ave in a position to decide for ourselves
¢ what uses this technigque should be put. The danger is rather that, im taking
Fhese decisions, we loose the general plcture and get closer, step by step,

0 a “control society” of the kind symbolised by this year, 19847,

rhe samng

We must be.on the aleri. We do mot want the "The Flephent” to suffer
fate as the mammoth:. Do we?l




TECHNOLOGLCAL DEVELOPMENT AND 114 CONSEQUENCES FOR DATA PROTECTION

SUMMARY

Afrer the imtvcduction (paras. 1 and 2) a short background to the issues isg
given (paras. 3-9).

A review {paras., 10-23) then fcllews, covering the gignificant parts of the
technological development. Thiz review does net aim ac describing techniques,
but at thoee features of the techniques which are creating problems regarding
data protecticn. ’

Mext, the impact of the technological development on the possibility of observing:

the obligavions expressed in the Furcpean Conveniilon for the Protsction of
Individuals with Regard to Autowaric Processing of Perscnal Pata, and the
Guidelines on the same subject, adoptad by the QECD, is analysed (paras. 24-53),
The present debate in Scandinavia is then described {paras. 56~64).

The author next declares his views on data orotection for the future
{peras. 65-88). Among the elements impertant o the way in which this data

protection should be orgavised, the following are mentioned:

The increasing number of terminals, which are interactive with one another
and with central data baszes

Tendencies towards information being collected through autcmatic processing
of data already stored on machine readable media

he possibility to uee data for control PUrposes
Systems [or two-way communications

The dangers of unautherlsed sccess to computer systems.

arding data gunality, & euthor stresses the importance of concentrstion on
‘ollowing areas:

- Rapid and safe routines for correctiom of aerrounecus data

Requirements for specific licences for data file wmatching, and - ar
leagt ~ 5 right for the da ivject o gee rthe information befsore its being
used as a basis for 1 concerning him

Lo fwo-way communications systems o prevent mapping of the
individuals.

Regarding data security a closer attentionm is urged. The author peints ko the
need Lo observe the fellowing:

- It shonid be questicned whether certai inds of data should an all be
processed by computers

- A caulbious approach to on~line syshteus is recommended, and when uecessary
on—line processing should be limited to an area inzide an "innsr shell” at
the procegssing departement

R R T o R S
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on—1line communication may have to be replaced by physical transportation of
grorage media

gpecial precautions should be taken regarding remote maintenance.

cmpared to what surely has hitnerto been the case, a closer attention to
ecurity issues is recommended. Regarding data quality a wider differentiation
§ ambicions could be appropriate {depending on who is the contrcller, what
‘use the data will serve and what possibilities datae subjects have to exert

iéontrol themselves).

Finally, the author expresses the opinion that it is of great value, if the
upervision of data protection issues at the national level is carried out
by an authority with spacific responsibility for these igsues.




APPENDIE T%

Convention for the Brotection of Individuals with regard
to Automatic Processing of Personal Data

PREAMBLE

The member States of the Council of Europe, signatory hereto,

Considering that the aim of the Council of Europe is to achieve greater unity between its

members, based in particular on respect for the rule of law, as well as human righis and
fundamental freedoms ;

Considering that it is desirable to extend the safeguards for evervene's rights and funda-
mental Ireedoms. and in particular the right io the respect for privacy, taking account of the
increasing flow across frontiers of persomal data undergeing antomatic processing ;

Realfirming at the same time their commitment to freedom of information regardless of
fronmtiers ;

Recognising that it i5 necessary to reconcile the fundamental values of the respeci for
privacy and the free flow of information between peoples,

Have agreed as follows :

CHAPTER I — GENERAL PROVISIONS

Article 1
O&iect and purpose

The purpcse of this conventiom is to secure in the territory of sach Party for every
individual, whatever his nationality or residence, respect for his rights and fundamental freedoms,

and in particular his right to privacy, with regard o automatic processing of personsl data
relating to him {“data protection’™).

Article 2
Definitions
For the purposes of this convention :

a. “personal data” means any information relating to an identified or identifiable individ-
ual (“*data subject’) ;

b. "automated data file” means any set of data nndergoing antomatic processing :

c. “automatic processing” inciudes the inllowing operations if carried out in whole or in

part by automaled means : storage of data, carrying out of logical and/or arithmetical operations

on those data, their alteration, erasure, retrisval or dissemination ;

d. “controller of the file” means the natural or legal person, public authority, agency or
any other body who is competent accerding to the national law to decide what should be the

purpase of the automated data file, which categories of personal data should be stored and which
operations should be applied tc them.
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Avticle 3

Scope

1. The Pariies undertake 1o apply this conveniion to sutomated personal data files and
antomatic processing of personal data in the public and private seciors.

2, Any State may, at the time of signature or when depositing lis instrument of ratification,
 acceptance, approval or accession, or at any later time, give notice by a declaration addressed o
the Secretary General of the Council of Europe ;

a. that it will not apply this convention to cerfain cetegories of aulomated personal data
files, 2 list of which will be deposited. In this 1) it shall not include, however, categories of
~ automated data files subject wnder its domestic law to data protection provisions. Consequently,
it shall amend this list by a pew declaration whenever additional categories of automated
personal data files are subjected to data protection provisions under s domestic law |

b, that it will alse apoly this convention to infcrmaiion relating to groups of persoms,
. associations, foundations, companies, corporstions and anmy ofher bodies consisting directly or
indirectly of individuals, whether or not such bodies possess legal personality ;

c. that it will also apply 1his conveniion io personal data fiies which are not processed
automatically.

3. Any State which has exiended the scope of this convention by any of the dectarations
provided for in sub-paragraph 2.5 or ¢ above may give notice in the said declaration that such
extensions shall apply only to certain categories of personal data files, a iist of which will be
deposited.

g, Any Party which has excluded ceriain categories of automated personal data files by a
declaration provided for in sub-paragraph 2. above may not claim the application of this
convention to such categories by a Party which has not excluded them.

5. Likewise, a Party which has not made one or other of the extensions preovided for in sub-
paragraphs 2.5 and ¢ above may not claim the application of this convention on these points
with respect to a Party which has made such extensions.

6. The declarations provided for in peragraph 2 above shall take effect from the moment of
the entry into force of the convention with regard to the State which has made theyn if they have
been made at the time of signature or depesit of its instrument of ratification, acceptance,
approval or accession, or three monihs after their receipt by the Secretary General of the Council
of Burope if they have beenm made at any later time. These declarations may be withdrawn, in
whole or in part. by a‘potification addressed to the Secretary Geuneral of the Council of Europe.
Such withdrawals shall take effect three months after the daie of receipt of such notification.

CHAPTER I — BASIC PRINCIPLES FOR DATA PROTECTION

Article 4
Duries of the Parties

1. Each Party shali take the necessary measures in iis domestic law 1o give effaci to the basic
principles for data protection set out in this chapier.

2. These measures shall be taken at the latest at the time of entry into force of this
convention in respect of that Party,




Article 5
Quaiity of dato

Personal data undergoing automatio processing shail be -

4. obtained and processed fairly and lawfully ;
b. stored for speci
those purposes -

¢. adequate, rele
stored ; ’

2. accurate and, where necessary, kepy up to date :

€. preserved in a form which permits

identification of the
is requirad for the purpose for which

data subjects for no longer than
those data are stored,

Article 6
Special categories of dara
Personal data revealing racial origin, pelitical o
43 perscnal daia concerning health or sexual
domesiic law provides appropriate safegu
criminal convictions.

pinions or religious or other beiiefs, as well
life. mav not Bhe processed autematically unless
ards. The same shal] apply to perscnai data relating to

Article 7
Data Securisy

Appropriate security measures
auvtomated data files against accident
against unauthorised access, alteratio

shall be taken for the protection of personal data stored in
al or unauthorised destruction or accidental o

53 as well as
1 0r dissemination.

Article 8

Additional safeguards for the data subject

Any person shall be enabled :

4. 10 establish the existence of an automated personal datg file,

Its main purpeses, as well
as the identity and habitval residence or principal place

of business of the controlier of the file ;

b. to obtain ag reasonable intervals and without excessiy
whether personal data relating to him are stored in the autom
cation te him of such data in an intelligible form ;

¢ delay or expense confirmation of
ated data file as well as communi-

€. to obtain, as the pase may be, rectification or

been processed contrary to the provisions of domestic law
oui in Articles 5 ang & of this convention ;

erasure of such data if these have
giving effect to the basic principles set

d. 10 have a remedy if a reguest for ¢

onfirtaation or, as the case reay be, co
rectification or erasure g5 raferred to

mmunication,
in paragraphs & 2

nd ¢ of this article is net complied with,

Articie 9
Execeptions and Fesirictions

1. No exception to the provisions of Articles 5, 6 and 8 of this

convention shail be allowed
except within the limits defined in this article,

tied and legitimate purposes and not used in a way incompatible with

vant and not excessive in relation to the Purposes for which they are

fen mETTLGE
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2. Derogation from the provisions of Articles 5, 6 and & of this convention shall be allowed
when such derogation is provided for by the law of the Party and consiituies a necessary rneasurs
in a demoeratic society in the interests of :

2. protecting State security, public safety, the monetary interests of the State or the &
suppression of eriminal offences ;

&. protecting the data subject eor the rights and freedoms of others.

J. Restrictions on the exercise of the rights specified in Article 8, paragraphs &, ¢ and d,
may be provided by law with respect to automated perscnal data files used for statistics or for
scientific research purposss when there is obviously no risk of an infringement of the privacy of
the data subjects.

Article 10

Sanctions and remedies

Each Party undertakes to establish appropriate sanctions and remedies for viclations of
provisions of demestic {aw giving elfect 1o the basic principles for data protection sei cut in this
chapter.

Article 11 '

Extended protection

None of the provisions of this chapter shall be interoreted as limiting or otherwise
ajfecting the possibility for a Party to grant daia subjects a wider measure of protection than that
stipulated in this copnvention.

CHAPTER III — TRANSBORDER DATA FLOWS

Atticle 12
Trensborder flows of persona! dota and domestic jaw

1. The Iollowing provisions shall apply to the transier scress national borders, by whatever
medium, of personal data undergoing automatic processing or collected with a view to their being
antomatically processed,

2. A Parly shall not, for the sole purpese of the protection of privacy, prohibit or subject to

special authorisation transborder flows of personal data geoing to ihe territory of another Party,

3. Mevertheless, each Party shall be entitled to derogate from the provisions of saragraph 2 ¢

a. insofar as its legislation includes specific regulations for certain categories of personal
data or of automated personal data files, because of the nature of those data or those files,
except where the regulations of the other Party provide ap equivalent pretection |

5

&. when the transfer is made from iis territory to the territory of a non-Contracting State
through the intermediary of the territory of another Party, in order to avoid such transfers
resulting in circumvention of the legisiation of the Party referred to at the beginning of this
paragraph.

(Articles 13 - 27 excluded here.)
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APPENDIX ITT

Awnnex to the Recommendation af the Council of 23rd September F980

GUIDELINES GOVERNING THE PROTECTION OF PRIVACY
AND TRANSBORDER FLOWS GF PERSONAL DATA

FART ONE, GENERAL

Definitions

1. Forihe purposes of these Guidelines.

@) “data controlier” means a party who, according to domestic law,
is competent to decide about the contents and use of personal data
regardiess of whether or not such data are coliected, stored, pro-
cessed or disseminated by that party or by an agent on its behalf;
“personal data” means any information relating to an identitied or
identifiable mdividual (datz subject);

“transhorder flows of personal data’” means movernents of personal
data across national borders.

Scope of Guidelines

2. These Guidelines apply to personal data, whether in the public or
Frivatc sectors, which, because of the manner in which they are processed, or
ecause of their nature or the context in which they are used, pose a danger
to privacy and individual liberties.

3. These Guidelines should not be interpreted as preventing:

@) the application, to different catagories of personal data, of different
protective measures depending upon their nature and the conrexe
I which they are collerted, stored, processed or dissemmatcd;

0} the exclusion from the application of the (uidelines of personal
data which obviously do not fontain any risk to privacy and
tdividual liberties; or

¢) the application of the Guidelines only to automatic processing
of personal data.

4. Exceptions to the Principles conrained in Parts Two and Three of these
Guidelines, including those relating to national sovereignty, nationa! security
and public policy (“grdre public™), should be.

a) asfew as possible and

b) made known to the publiz.
5. un the particular case of Federal countries the observance of these
Guidelines may be affecteq by the division of powers in the Federation
6. These Guidelines should be regarded a5 minimum standards which are

capabie of being supplemented by additional measures for the protection
of privacy and individya] liberties.
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PART TWG
BASIC PRINCIPLES OF NATIONAL APPLICATION

Coilection Limiration Principle

7. There should be limits to the coliection of personal data and any
such data should be obrained by .lawful and fair means and, where appro-
priate, with the knowledge or consent of the dara subject.

Bata Quality Principle

8. Personal data should be relevant to the purposes for which they are
to be used, and, te the extent necessary for those purposes, should be
accurate, complete and kept up-to-date.

Purpose Specification Principle

9. The purposes for which personal data are coliected should be speaified
not later than at the tme of dara collection and the subszquent usc limited
to the fulfilment of those purposes or such others as are not incompatible
with those purposes and as are specified on each occasion of change of
pUrpose.

Use Limitation Principle

10. Fersonal data should not be disclosed, made available or otherwise
used for purposes other than those specified in accordance with Paragraph 9
except:

@) with the consent of the data subjecr; or
b) by the authority of law, '

Security Safeguards Principle

11. Personal data should be protected by reasonable security safeguards
against such risks as loss or unauthorised access, destruction, use, modifi-
cation or disclosure of data.

Openness Principle

12. There shouid be a general policy of openness about developments,
practices and policies with respect to personal data. Means should be readily
avallabte of establishing the existence and nature of personal data, and the
main purposes of their use, as well as the identify and Usual residence of the
data controller. '

individua! Participation Principle

13, Anindividual Sho_uic_l have the right:

2) to obuin from a data comtroller, or otherwise, confirmation of
whether or not the data controller has data relating to him,

b) 1o have communicated to tum, daiz relating to him
1) within a reasonable time;
1) at a charge, if any, that is not excessive;
i) i a rcasdnabic manner; and
) in a form that is readily intelligible to him;

to be given reasons if a request made under subparagraphs (@)
and {&)1s denied, and ro be able ro challenge such denial; and

to challenge data relating to him and, if the challenge is successful,
to have the daia erased, rectified, completed or amended.




Accountability Principle

14 A data contralicr should be accounrable
which give ettect to vhe principles stated above,

PART THREE

BASIC PRINCIPLES OF INTERNATIONAL

for complying with measures

APPLICATION.

FREE FLOW AND LECITIMATE RESTRICTIONS

15, Member countries should take
tor other Member countries of domesn
data.

16. Member countries should rake 4o
Lo cnsure that transborder

a Member country, are umnterrupted 3

17 A Member country shoul
of personal data berween jrself
the latter does not vet substan
re-export of such data would
A Member country may alss imp
egories of personal dats for
specific regulations in
other Member couniry

4 refrain from

which its domestic

18. Member countries shouid avoid developing
In the name of the protection of privacy and
would create obstacles to transbor

view of the namre of thoss
provides no equivalens protection.

into consideration the unplications
€ processing and re-export of personal

reasonable and appropriace steps
flows of personal dara, incl
nd secure.

uding transit through

restricting transborder flows
and ancther Member count
ttally ohserve these Guidel;
cireumvent its domestic pri

O3€ TeSTNCTiONS in respec

ry except where
es or where the
vacy legislation.
t of certain cat-
privacy legislation includes

data and for which the

laws, policies and practices
individual liberties, which

i er flows of personal dags that would
exceed requirements for such IOt

ection.

PART FOUR

NATIONAL IMPLEMENTATION

19, In implemﬁming domestically the
and Three, Member countriag shouid establizh
Frocedures or Institutions for the
iberties in respect of personal darz, Memb
endeavour to.
) adopt appropriate domestic legislation;
s} encourage and SAPDOrT
codes of conduce of otherwise.

c) provide for fezsonable means for
rights;

provide for adeq
Lo comply with measures which i

Principle

uvate sanctions ang remedics

s set forth in Pargy Two

=gal, administrative or other
protection of privacy and

d individug!

€f countries should in particular

scli‘—reguiation, whether in the form of

individuzls o exercise their

in case of failures

' impiement the principles set
forth in Parts Twe and Three; and

e) ensure that there 15 no unfair discrimin

ation against data subjects,
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PART FIVE
INTEERNATIONAL CO-GPERATION

20. Member countries should, where requested, make known to other
Member countries derails of the observance of the principles set forth in
these Guidelines, Member countries should also ensure that procedures for
wansborder flows of personal data and for the protection of privacy and
individual hiberties are simple and compatible with those of otger Member
countries which comply with these Guidelines.

21. Member countries should establish procedures to facilirate:

) information exchange related to these Guidelines, and

#) mutual assistance in the procedural and investigative matters
involved.

22, Member countiies should work towards the development of prineiples,
domestic and international, to govern the applicable law in the case of
transborder flows of personal dara.




WORKERS' RIGETS AND TECHNOLOGICAL CHANGES
by

Mrs M Georeces

Chargfe de mission
al Comwissicn for Data Processing and Freedoms
{(France)

Let wme start by stressing rhe iwportance ¢f the Council of
Barepe’ s dcﬁlaiﬁﬁ te include among the themes for this colloguy the
subjact of workesrg' Tiah*s ad technological changes, one which has
far varely been exszined in destail.

the problems of individual vights and Information
3 Laticon to data prctecti@n o awlilo=visual

uUEETE
Tafher

For ancther. the ', e of soclal aspirations in indust ¥y hasg
vesulted in prior ztg being given today io obtaining increased
produciivity through ‘; doption of new technologies and the

Ltording of their of e on empioyment, pay, stetus or working
condirions.

And yet current tachaolozic: nanges have very direct
iplications for every emploves, affect their attitude to work, modify
working relations and orzanis @hlle necessltating the creative

gndus of exien iva network oo s to evolve them and operate
then effic entiy.

What new modes of production can be davised, and &t what sconomie
amd social cost? What fubure is thers for amploymant? These
quesiions Iie at thz bheart of che digcussions being held inside
Industry, usually on 2 practical and expervimental basis withowt
reference to thecranical consideracious.

The veal gquestiocn thee,. iz v peapie use individual and
cllactive vighis fo avesis 2 diffarer wﬁrkinw agviromnent and
onquer fraesh areas of freedom b iting new technologiss.

Thiz question is all th re urgent a : s to the use of
technologies that are anbhis 1;'? from the wm | 7 of rvights and
lirerties: while information techno clogies
adzployment of econcmic sctivied @8, call in gquestlon Taylorist
rinciples of wovk argani@ngua and lead to greater kmowledge, they
iso threaten o &n a aman values in an inmurable syetam of

tiomalistic and econ omic congiraints.,

T
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The list of data-processing fechniques currecily employed in
industry and posing a potential threat o Liberty i3 slrveady very
long: staff selection alds, vecrultmeant on the hasis nf detaiied
questionnsires , monlioring of working howrs and oufput, caresyr
usnagenent., agsesgment, diszciplinary saactiscns, training, medical
tests, elzctronic delivery systems efc.
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Since thev comcern persouzl data, these processes are amenabie io
the legislation on data protection {1}. In France, many cases
invoelving swuch data banks bave been dealt with, afier havling besn
subnitted to the Natiomsl Commission fov Data Procassing and Fresdoms
(CHIL) {2}.

Nevertheless, it is difficult te gauge the scope of these
problems and all the practical implications frcam these souwvces alome
and the case-law to which they have given rise. The positive law
concerning "weorkers' rights and technological changes” is still meagre
and an exanination of these applications of the law lsaves one faeellng
rathey i1l ar eaze.

This uneasiness derives first snd foremost from the weak
mobilisation on the part of the individuals and groups concernad.
Wheveas tens of thousands of processed date have been raported, only &
tiny number of cases have given rise to clzaims, complainis or action
by the workers affected. In addivion, most cases of "data profection”
rights are off-shoots of a wider conflicz: blacklisting of trade union
activists after a factory siv-ia: criticism of a method of recording
work rhytlms as part of a time and woikion studyy critical reporit on
alactronic switching systems by frade uniown members employed by & major
computer manuiacturer sic

‘am

Further, whereas the examples given may appear to be special
cages, the feeling of unsasinezsg algo derives from the fact that fhe
supervisory bodies ¢éo not succeed in arsusing interest ox arriving at
a consensus on A mora general approach. Lo Framce, the CONIL
endeavoured to approach these guestions by ueing simplified standard
procedures. But one trade wadon organisatlon, the "Confidération
Géngrals du Travail” {(£6T) ingisted on taking a stand against the
simplified standard velating to staff mensgemeni, and succeeded
morsever in naving it rejected.

Indeed the whole matter lesaves on i a
to the great, and perhaps growing, discrepsmey
of the "data protvectors” and thﬁb& of zhe lzba
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Rather than using this repori to analy roblem of “workers'
rights end iechmological chzuges” hased on i the case—lawg
therefors, I should 1ike o turn te the root cause of ouw senss of
dissarisfaction and ask three guestiens: Are the data~protection laws
fundamentally inadequate for solvizng the problems of labour and
iadustyy? Is the very concapt of vighis perticent in the industrial
contexr, given the cther issuez raised by technology? How can
progress be achiaved im bringing together the world of rechrology and
the world of labour?

{1) The French expression corvesponding o the intzrastioval Iarm
“gata protection” is "infowmatigue et liberrés”.

WIL: Commizsicn Mationsle de L'TInformatigue e deg Libertes.
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profection seems difficult to recomcile with the
the varicus social agenvs in fndustry, this 1s
the assuwaptioas umderlying the approsach.
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on two maior themss.
In view of the aa&ryé. and supply potentizlities of
technigues, it bEC§NQ urhe 2o protecr individual
extensicn of tha vights of individuals, hewnce
the coacept of mrivars l e gvadually gaining grewund
of Tundsaspial

Jert Acnal and Intevunatiounal sgppreaches have conceairatad
on this pe unidversality of information techmology was
lity ol iman righis priuciples.
the ardeals suf Eered
sgion also ok
Pz;ﬁﬁnﬁn&e waa inen to the
ation to mere ciphers,
ing them by in eruona@cting

variouws data ; 2 pretext of rationziisation amd efficiency.

[
DECEY M ing

legitimacy of single
i yral profiles or,
>tine conmisaionars.

Thie anproach, rootad in th ton of human righta, has
several Implicationz ragarding 2vis f grappling with the problems
of business and indusiry
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- The individual fiim does mot appaar to be a piace especiaily
prone .to new problems of liberty, except that, as 2 legsl enviiy, the
fuv%%rtaking itself m{ght be threatened by the civcwation of
informailon cancefning it but over which it had uo control.

- - The approach is esgsentially geared to safeguarding Liberties.
since guestions of primciple velating to ethics are af stske, those
controlling and cperating the information system should be wmade £0lly

awere of their responsibilities, and further developoents 9h0ulu be
systematically monitored by & supervisory bedy: this &5 esgentizlly
the task of members of data protection bodies. Although this
protactive, sdwcatriongl function, searcised from above, @ay foster
awarenass when applisd 6 major State syatems, it is lpsppropriate Jor
the isgues at stake in industry: bere, 1T is noi only necessary o
protect threatened liberties, bub Lo conguey new ones {mor least by
exploliding the potentially iiberzting zspscis of the new technologies
themselves, as illustrated in owsercws indwstrial conflices), as well
as inepiring new creative mmbltions, overcoming archaic organis sational
arrangements by stimulating perception, initiative and congstrective
criticism.

= THﬂ approach to data protaciion is cone eraed with dadividusl
likertiea which traqbcenh crganisations and th?ir aparation, This
approaca iz such as to make the varioms protagonisie In indwstry

reaalise that these technnlogies do affect ﬁnjlvldt

nevertheless fail vo teke accowmt of how, through fne use of these

5 AMme technclggﬁE&g rew rules governing the 1ife of the working

commamity are fashiocned and emerge through fhe intevplay of the rights

amd freedoms engendered. In this respect, the new personsl rights

instituted by the data-protection laws {right of access, of
ctificstion) oaly partially meet the probleng raised .

= When reflecting on the subject of dats protection, more stivess iz
1aid on the datz-processing aspect than on vethinking rhe ceacepis of
right s and freedoms. Whereas the protectisn of humau vights has its
historv, its deflpitions end irs lagal wachinery, cospuberiszatica on
the other hand , nodersteod as po“*nt;a mesns of viotasting these
rights, has no placs in law. nis being se, a major effort has been
made by faW?dfs tn furnilsh the concaptf and primciples neceseary Lo
eiable this new tefﬁnlquﬂ o he apprehended and made amenable &0 the
law. For one thing, descviptiva calegories ware devised such as:
%1re tly or indirs Qtly perecnalicsd data, m&nuai or antomated 4283,
4aLa col?eﬁtinﬁ transborder flows atc; primciples weve also worked
out to 9%1LH the technigque could be subjecrad: Tiabilitcy of the
COmpuLer Dpe?atﬁfg limitation on the nollecticn sud preservation of
dats, data quality {relevance, accuracy efc), ceafomity of processing
with the specified pur aoseg the safeguavding of data atlo-

a
T

With ragard to the guestion of gorkers' vights, this appusackh
neVethelosa has several congsequences:

- It resiricts cobservation fo the processing of personal data.  But
when ona looks at what really happens in varicus ind ;

one realiges that the computers whose uga may oreate new conshralnd
for workers cwing te the exigencies of time or space

nsed to communicate personal data.




- Lt foruses attentics on whakt happens inside the machine rather
than on the way the latter fits ints the working envirommeni; ver one
and The sams teuhnaleg may correspont o very different methods of
work arganisation with vegard, for sxample, to individual wovker
To this respects techuology and crganisaticn form a whole
affected, without their exact combination being absolutely

¥ in terms of its "controller”, ie
nolﬁg{cal changes aften affect
7 and may induce new forms of

LOGIC OF

of workers' rights in social history
that of the concept of individual

ferm and in conteni: rathsr tham proclaiming
©de human personality, it is a case of
¢ libera! dndividusliem and the ravages of
"s&i_on by demanding the recogniiicn of
iom to ovganise and form associations and

so diffevent in its pace of development: the history
vecognition of freedoem of association to the
trads union branches in fivms 41z receat and itse

There iz furicher diffey
than oyganising husan ) .
aim ig ro conguer and defond socdial i hrouuﬂ Freeaem of
aszocidation: soci securiny, 18T A inimum wsge, eaployment,

walth, fraining as debts owed by society

T the employer

e Mavxist tradicion jllusirates the idea rhat altering the mode
of production 1s the suly way, inm the long run, to coufer any
gignilicance on the promoticn of individual liberties, let slone the
defznce of commen infarestsz.

The radiczl 3§ wiological changes over
hag dealn Fers hlouw m this logic:

sorial change had toe be extended
tertiary sector, where trade
the working population

WOmAED and you

- Cartain COﬁrilufS revealed the ambivalence of technological
UfO&f&b& and the mul tidinensional aspects of the eiployment preblen
{ job losecuriiv, si ’t iv qu&lificatione, coniradi iar libevating

zffects, individoal Lagks , incrsssed monitoring ete).

ALl these many conflicting Ffacts maks 2 couprehensive anslyses
diffieaic, especially as the seoncmic ris is has brought greater fesrs
of the negativz effecis of The current umaattling (rendsg. '




_ This sitvation has led tvade uvnlom organisations (o pay more
ciention to all demands and asplrations that deo not emanate irom the
pive woerkilung class, whole gector ot sven an entive fiwma. The new
aterest in workshop councils and Independent production wnits, which
bgggn in Italy before making its appearance in Fracce, seeas Lo
tndicate the growing comcern about sll "loecal” iseues and a desite to
] the techmological changss which have split employment ingo
smaller and emaller fractions, dizsolving fowmer commmmities and
ndeed encowragling the individusiisation of wovid.
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Tnls genersal wovement

is conpeged of many stracds, £
working conditioms, Fiexible
mobilicy. The ultimate aim
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to changing
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ndeavours to achieve this by mors open &
democTacy in industry. Hesce the reme awed
rance for experiments in participatic
yolvad in the German and Scandinaviza

_ French trade wmiconism foday Is
dvocartes of sel S mansgesent, wiich combin
scentralising esplnyeez’ activities and abo
'm_'auagmg their firm. currsni besvs
in the probless of rights and fresdoms.
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‘seemg to offsr some of the possible susvers
dnjecting more demonracy inte Industry. As
enguiries on the vole of cybernetics, which
remamergence idea of selfrmanagerant in
(eof Radovar Richta's work om "Uivilisation
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in gquastions ¢f democrany, fresdom,
creativeness iz thus parusating fhe
fvdustrial world. Thie end baz been set in and brought
iight by cechnological changs and ius effects the
faviorist model of manpowey Jfganlsat;-:m@

o Lion
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‘poginning to sur*’aceu they
‘howsver , to spacific H
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the democratisation of the publis
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1 secm to hbe & long way off from the themes of
ion legislacion. What means could be Jound o
closrmg the gap?




NEED TO ROER 1A AKE RESTARCH

Ia coucluvding this hrief a &, we fasl rhat overcoming the

difficoleies swrrvourding the g of workers® vighis and
tzehnologicsl changes zs: ; L a sevicw effort be made
undartake tesearch.

i

ﬁe‘fiei‘:hing mew in the field of data

Hitherto, 1z was thought
herent dynamics of the new awareness and
aeuld he expacted of the new ad hoe
i balances and an slenwent of “moral

cing uwe today, reccurse must he
rechnslegical and historical expertise.

g8y encugh o aidress OQF‘S rE
9 the threat of
such as velations of avthoricy

o

society that aged 2o be imwestigated.
ampivalent nature of tschmological

» fov exemple, the individuslisarion

satlon opens the door to closer

Lhe
fi
o0 way alzo be ssen as a factor of

—dhﬁensiﬁaal zppreach to thess questions;
umEreus aspechs must he compared and
their particulsar pace of devel opment:
Fow eremple, concern for the safety
careiakevs in hvdvo~el ac tric
calls for a system o monitor their
b in turn brings us back o aestions
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techﬂoicg Lead s us s B oy ; ity o adapt ©o the
ﬂﬂbﬁm. viong of gocidety EN e dnstructive to
[ ' demand s for sel f-management, the
dacision naking, autonemy etc, are taker into
the advert! ging sTgoans 6f the nmufaeturers) in
information networks or persomal COMpULers .
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Conceiving the relatiocns betwesn tectnclogy and secizty in keras
£ deeerminism no looger works. There is room for {mvestigating new
sncepie such &g, Fow wampie. the "flexlbilicy” of orgenisations. To

00 et these, iecaszary Lo sbandon for a time the sphers of
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facts, more particularly as regards labour, in order to draw
comparisons with other currents of thought, and beneflt from the
experience of other, move deccmpartmentalised experts such as
bintectmol ogists, computer eagineers, heads of quality cizxcles,
lawyers or dedividual workers themselves.

It is by dint of such efforts that we belisve that we can
actively contribute to givimg some aubstance to the emergent noticn of
workers’ rights.

We have endeavoured to do this in France by launching a research
campaign on "technology and workers' rights”. TForming part of the
“mobilising” research programme on "Teckmology, Employment, Labour™,
in collaboration with the CNIL, this campaign currently focuses the
afforts of six research teams.

The initial findings will be availeble by the end of this year.
We hope to be able to compare them with similar projecis conduvcted
abroad .

I+ 1s therefore with an appeal for the use of the tool of
crgemised research that we wish to conclude this preliminary
consideration of workers' vights and ifreadoms. After stressing the
need to rethink the issues fmwvolved amd place them in a wider contexi,
it offers a means of achieving joint progress.




BaTa PROTECTION AND SOCIAL POLICY

by

Mr Jon BING
Norwegian Heseawch (entre for Computers and Law,
University of Qalo (Norway)

1. Inircduction

In the yeav of 1984 the dystopian novel of Gagrge Orwell has bean
zore sorl of leif—meotif in reflections on the development of society.,
this novel is - amcng other things ~ a nmovel discussing the
relavionship betwaen languase and technology, a relavionshi
interpreted by Orwell as power ~ power €0 create and contro
change .

?
3
1

social

Theze ars 21l slogans wi ociations. Orwell wrote his hook
in 1948 {which explaine the titlel He wrote a novel to make bis own
conterperary saclety awarve of the coldness which followed in the wake
2f the Sacond World War and the prevailing presence of tyranny. And
e uzed his paradoxical slogans deliberately to evoke schoes frem the
past. The slogan FREEDGM 13 SLAVERY invokes a macabrz echo - above
the entrasce to the Nazl concentraticn camps it was wriitten: ARBEIT
MACHT FREI. IGNORANCE I8 STRENGTH invakes another echo. The waxim
KHOWLEDGE I8 POWER 1s attributad to the Franciscan brother Roger Bacon.
In the 13th centuvy he was 3 controversial philosopher, although the
respecit Ior his great kacwledge had gained hiw the name
"Docror Mirabilis™.

za scientfis poiestazs est” may be found in his
1t is told that he himself learned this
book Zecretum secretorum - The secret
etter written to Alexandat Lhe Great

o

PIWAR 45 the rule om which the information soclety
The Orwelliaza travesty of this rule = TGNORANCE I8
which may corrupt the szme sociefny.
] 7 is doing ro knowledge whast the steam engine did
to horsepower. Bub this esczlating power nmust be governed and used
by politicel wisdom.

This 1s a task with a double edge. In part we have to avoid
the technology ro create a ragime of contrel and rigidity which
not desive. In pari, we have actively to seek to exploit the
offered by the naw techneleogy to disclose new possibilicies fov
vganising ouwr sccieties.
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This paper will mainly deal with some of the social issues o
control which have been realised by the new technology. But it may
jnitially be prudeni to emphasise explicirly that to create a better
society, we canmot restrict ourselves to defeating the threats = w2

also shall have to make the possibilities come true.
The protection of individuals and the protection of gwoups
The continuum of personal data

The data protection legislation is designed for the protection of
“personal data”. In the different national data protection acts, the
basic idea of "persomal data” seems to vary very little — belng any
data which may b2 assigned to an individual. One of the wmove explicit
definitions is found in the US Privacy Act, secticn 3 (a), which
qualifies as persomal the data of a record which include the name of
the individual ox

" ... the identifying mumber, symbol ¢r other identifying
particular assigued to the individual, such as a finger or voice
print or a photograph”.

This demonestraites that data are qualified as perscnal when a
iink may bde established between the data and the individuwal. This
iink has toc be of a cerzain strength - indiceted by the phrase
“identifying particular” in the U5 Act. 3Some data elements aci as
unigque identifiere - like PINs, finger-prints &ic.

There are a pusber of cases which discuss whether the link
berween data and individuals is of a sufficient stvengih to qualify
the data as "personal”. One early and almost classical example is Che
Swedish Volvo case {decision of the Data Imspectiocn of 1l August 1974)
concerning the use of a telephone debiting register for distributing
jinternally in the company the cost of telephoning. 1In this case,
there were 1.7 employees to =ach telephone exteusion availabie. About
2,000 extensions went to individual offices, wnile the rewmaining 2,000
were each at the disposal of two or more employees. The majoricy of
the Board of the Data Inspection found the data in this eystem to be
quaiified as personal, and refused Volvo a licence. The case was,
however, appealed fo the Rimg in Coumcil, who decided ia favour of
Yolve.

A similar case has been decided in Norway in vespect of a sysiem
proposed by Hobil 0il. The Merwegian Data Iaspectorate alse
found this to be personal data within the wmeaning of the Act
{decision 12/80).

A name is actually oot a unique idencifier, but in averyday
contexts the ambiguwity creates mno real practical problems. Alsc for
more adminisirative purposes a name is sdequate when combined with
some other element like, for instance, date of birth, addvess ox iok.
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A Swedish
data to ma

= Fyrasme, christfan name and date of birrh
T surname and christian name

= guiname, cbr;aLi an name and streel nane

thres mxgmxlebg a corvect maich of 98X was achieved. (Ofr
50U 1878:54 p.96,

Thz opposite of personal data iz anonvmised data. It should he
veasised that these ars wmot twe categories of data, bul aciually the
Ly Opposite ends of a continuwum of the same data. Data are qualified
as gnonymocs when dsia serving as identifying particulare have been
removed, and the lievk beiwean the data and the datcs subject
sufficlently weakeusd. The woxment ohen this has been achieved is,
howaver, oot 2 fact to be sscertained by any simple process. It ig an
azzzerment of when the individusal iz included in a grouvp sufficiently
large for the data subject oo get laost in the erowd.

Humerous examples can b2 found which illustrate the problem of

5
drawing the iiue bet fwen personal and nov-pevsonal data. Having at

onsty ated data; one wmay try through correlauﬁon
teohnig t the individuals. Aitempts at such "back-door
idemiificarion technigues” have been carried out by the Zwedish Bureau
of Statistics for daronstrational purposes, and have been largely
effactive (civ Olsaond/Block 19753,

ibe fest concerved the municipality Upplands Vaesby in the
Stockiwcln area, 26,000 whitants or 11,300 households, Using
only a rough domic itification, year of birth and income in
increments of 1,00 for the adults of a household, £5% of
the households wer fisd. Using zome more variables, as
zany as %1% of the eholds were 1dznilflad — the unidentified
being Juveniles without incoime. Olzson/Block 1976:1228.

lated with

2
persong are potantial pevscnal data, and that tha same consicderations
and concerns which have rasulted iam the dats proteciion legislation
are velevani, though to 2 lesser degree, in velation to this largay
ger of data.

In the conitinmus of individual to aggregated date, an
intermadiate staga le the data on groups of different types. The
are aggwegated datz, but relsted to 2 rTather small populaiion = 1
the employees of a certain company, the people living inm a2 certain
streef or belonglng to a ceviain soeizty. Often the traditional
protection sgains

[~
ka

B3

t defemartion or zlander is axtendsd to such ETOups
when it iz sufficiently small o make glander of the group & problem
¢f the individual membav of the group.
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The case concerned the National Insurance Institution, which
ProCcesses data relevant te social benefits. A computer consultant had
ablicly maintained that the security of the computet system was
psufficient, and also that on ome occasion data om diagnoses had
‘tieen sold by one emplovee to a pharmaceutical company which had an
interest in these data for marketing purposes. As this implied a
criminal breach of confidenriality, the Natiomal Insurance Institution
reguired the consultant Lo reveal his gource. The consultant did not
comply, claiming the right as a journalist to protect his sources - 2
position he upheld even when the Supreme Court confiirmed thai the
source should be revealed. The persom sllieged To have sold the data
was not identified by the consuliant - nevertheleas tha consulitant was
found guilty of slander as the group of employees was sufficiently
restricted for the claim t» be a burden on each individual amployee.
This illustrates the traditional extension of the protection of
individuals to groups in Norwegian law, and its relevance to the area

of data processing.

it may be worth moting that this case through newspapel Xeporis
found its way into US statistics on computer crime. &z will nhave
been evident from the discussion above, no evidence af &
computer—related crime having taken place was evey presented, and the
consultant was fomd guiley of slapder. Bur the problem created for
the data processing unii of the Mational Insurance Institantion has
sot found its final solutien through the Norwegian court decisions.

Takizig this traditional aspeci into account, 1t may be easier to
gnderstand and accept the position in some jurisdictioms — among these
Morway — in respect of legal perscus. The data protecticn legislation
is extended to offer some protezction to legal persons. The Norweglan
Government Bill justifies this extension by pointing out the
difficultics in regard to data on companies. A system containing data
only on incorporated companies would not contain personal data, but if

. one of the companies was a personal firm, it would be parsonal data.
The reasoning is akin to the one sgkeiched above — the distincticn
between data on persons snd groups may be quite difficult to make .

The claim that thers is in principle a difference between daia
relating to physical and legal perszons may he difficult to defend from
this point of view.
This is aleo emphasised by Hogrebe {1381:41}, pointing ouwt that
the sxtension to legal persoms solves the problems in cervain
gituations which:

“... are typically characterised by the fact fhat da
entities are affecting individusl persons who in 2 speciric
capacity (eg as owners or Dariners cf a business, member
associations) are so closely related to the eniity in gquesiion
that virtually any information om the entity 1s, of conizain
implicitly information on such individuals. Such data
technically de unot gqualify as personal data because thay are
not directly information ‘on the personal or material
circumstances of an identified or identifiable physical person’.
{The citaticn by Hogrebe is ivom the German Fedeval Dais
Protection Act sect 2 {1j}.)




The way in which legal pevsons is iocluded in ths relevant
nztional Acts (Austria, Dﬂﬁmalk? Luxesbourg and Horway) vavies, and
tict

tna Nevwsgian selution may be criticised fov rechnical reasons {ef
Bing 1579:81-82).

There ave a number of casez on record where individuals
reactad siveougly fo being ntified with a group.
£ amples relaites to one of the cable
ited States, which raleased sististics
their subacrlbﬁ“: tvned into the
movies were shown) al leagt ocnce a
“public” worzlity was anfr nt&d
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In many countries, however, thers are wmo ot fey restrictions oOn
rhe type of evidenca rhat can pe used. Ome possible piece of evidence
relates to the individual's membership of a certain group — the
subscribers to cable television, the inhabitants of a certain suburb
or the citizens from a certaln country. Certain properties of this
group are known, apd a member of the group is presumed 1o conform to
these probable characteristics until preof of the opposite has been
presented. Formally the burden of proof is as before, as rhe
authorities may maintain that they aYe entitled to take into account
the membership of a certain group as evidence — even whemn it may be
demonstrated that the argument wvalid for the group is not
scientifically walid for an individual member of the group.

The formal rule may be the same, but for the ipdividual the rule
was been reversed: the individual is mo loanger judged on the basis of
personal characteristics, but on the basis of charactevistics of a
group to which - more oY less by chance — che individual happens ©o
belong.

There is obviously a theory for saiculating the probability of an
individual being a member of the "suspect populaiion” actually being
guiliy. But the results of probability theory are noti intultively
obvioua., Legal procedure rarely takes thie theory into account, but
relies rather on a general assessment of a judge or anothetr
authorised person. (For a critical discussion of circumstaniial
pvidence and probability theory, see Stripinis 1983.)

This is actuaily ome of the more severe problems of persomnal data
processing. Computerised systems are extremely efficient for doing
the type of classificatiocn and correlation mecessary for specifying
the characteristics of any set of persouns. The criteria may be
selected to find probable tax evaders, probable terrorists or probable
traffic vicrims. This possibilicy ghould, however, noi be allowed to
defeat the basic ideals of our socisty — ta confuse the individual
with the group te which the individual belongs. The slogans of the
French Reveolution should be remembered ~ at that time "equality” was
directed towarde the privileges of the ruling class; today it may be
directed towards being treated as part ¢f a computer gpecified class
rvather than ag a unique and equal member of sociely.

3. Police, surveillance and social control

Within many jurisdictions whers a data proieciiown authority has
heen established, conflicts with the police have resulfed.

This should by itself not come as a surprise ©o auybody. The
police is =an suthority charged with the task of controlling the
population in several ways. The very nsture of the task of the police
implies that it is a massive user of personal data. ¥or 1ts
investigations, data have Lo ha eollected — from msny sources and O
many individuals. pbviously the data subjects will not only be
criminals, but innocent bystanders whose circumstances move or less
incidentally have related to a crime or an jissue under investigation.
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apartment with a certain pattern to its consumpiion, including breaks
sn certain periocds. Authorised by a court decision, the police
obtained tapes from the Electricity Board. The datawere processes and
correlated in Wiesbaden until only a small set of subscribers was
left.

The example 1s cited in the report of the Federal Data Protection
Commissioner {1981:50, cfy Fréyscad 1984 sect 2.5.1,4). Based om
the sction taken both by the Fedzral Commissioner and the
Commissioners from Statss, rules for “"Rasterfahndung™ were daveloped,
jnciuding restrictigns on access Lo social security and medical data.

The example demonstrates how the police ig aple o use a
powerful new technology in fighting a problen which the Serman
tad identified as serious snd destructive. The exampie demcnsirat
also, however, how the police by pursuing this objective actuail
combed chrough the city of Hamburg frylng to find the terrorist
suspecied of hiding in the myriad of apariments and Tlats. This
process obvisusly also implied the examinatisn of data on TumeErous
inonocent persons. And a "match” in respect of the defined critevia
would make this innocent person suddenly become subject Lo the
suspicion of beling a terrorist.

This is once mors an exampie of the reversion of the burden of
proof. But there are also different aspects fo the example. For
instance, this method requires that the dats have sufficient quality.,
the data havenot been collected with respect to their use in a criminal
investigation — the verificatiomn procedures and othex associated
procedures are not designed to secure & quality standerd which such
use requires. Research ipitiated by the United States Congress has
revealed lavge fractions of the data collected im criminal history
records to be inaccurate {though our source does not discuss the
criteria for this assegsment).

The Congress' Cfifice of Technology Assessment arranged Ior a
researcher, Dr. Kenneth C Laudon, fo check samples of criminal
history records. In North Cavolina, only 12.2% of the summaries
wers found to bs complete, asccurate and unambiguous. In
California, 18.9% were complete, accurate and wnambigucus. 1In
Minnesota 49.3% met the same standards. 4 ssaple of arvest
warrants from the 127,000 contained in the FBI hot file wasg
checked for a single day in August 157%. 0f these, 10.%% had
been clearved or vacated, 4.1% showed mo record of the warrani at
the loczl agemcy and a small additional number of warrants had
sther problems. Assuming the walidity of the sample, 17,340
imericans were incorrectly shown to be subjset for arvest that
single day. {(Cf Buraham 1983:74.3
Data collected for routbime purposes cannot be expectad Lo havse
high guality - and this implies that prope¥ wave shonld Se taken Lo
interpret such data when used for other purpeses. One mizht actually
suggast that at the moment regeaveh into the data guality of a3 medevra
society is redquired iwm order to assess the risk related to wuse, re—use
and misuse of the numerous files and administrative sysiems.
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It is obviously an jmpoviant guesiion of soclal policy wheiher fo
accept this kind of surveillance. This is nou mainly a guestion of
individual data protection, but mora genevally a2 question of whai
Jewel of contrel is accepiable in a society and what degvee of
operness should be exercised in respect of criminal investigations.
one should be careful not to iake single cases as examples. There is
no doubt that surveilllence in isslated cases may be perfectly
justified. But the information technslogy revmiis an explosive
increase in such surveillamce. Actually large fractiouns of the whols
population may be recordes in guch. surveillance syatems.

4 powerful tool for such surveillance will be the systems for
optical coding of fingerpriants, which would make it a matisr of
routine o mateh fingerprints lifted from tha ene af the crime
to all recorded fingerprints - hoih these fromw identified
criminals and those unidentified prints vecorded at scme other
scenes. The possibilities of ifracing individuals and corvelating
identified fingerprints with those found at different places,
will create a powerful technigue for Ipdivect surveillance.

Be
i

Again it ghould be emphasisgsed thet this zurvelllsnce may focus on
persons wader guspicion for actual criminal aciz, but dees in fact
include pevrsons under ne sueh sugpicion. This iz nor something which
only concerns the persons living in the shade of the underworld, but
which concerns all members of a scciety = it 1s the general leval of
contrel 1o sccietry which is the issue, not just the contrel of
crimingl elements.

This perhaps becomes more evident wheu taking the example into
the area of preventive social medicine. One of the cases of the
Worwegian Data Inspectorate (case 82 /7771 concerned a rezearch
project associated with the Health Council of Osle, with the
obiective of relating certain behaviour patterns in gmall children
with later anti—social behaviour or psychological probleme. The
method +to be used was a match of police, school and healfh vecords.
Using the police records, childven with criminal behaviour were 1o b=z
identified. The echocl amd health vecords for thess were to be
apalysed in order to isolate “"danger signals”. Then the school and
healrh records for the whole population of children were to be
searched ro identify childven showing "danger signals", bui who were
uot part of the police records. A progvaume of social zssistance by
nealth services was to be developed for this visk group.

4 licence was actually granted by the Data Luspectorvate
{1 February 1984}, but with sirong vestricilonz on gsing identifying
elements in [he records. HNo ackion on the individusl level was
forassen, and the data were anonymised in order Lo veduce the visk of
such action.

The ocbjective of this project is obviously rommendable, but the
erhical objections are strong. The argument is again Lhe zane: an
individual should be treated for what he has proven himself to ke, not
for what he possibly may become. We see fhe fendency rowsrds & sort
of benevolent tyrarmy where early waraing systems forx undesirable
behaviour crigger correction mechaunisms of therapy treatment. It is,
of course, unfair %o vead such perspectives intc the zmall and
unpretentious preoject subjeci o a decizion by the Novwegian Data
Inspectorate. Buf such perspectives are uneverthelese preseni and one
should = especially in the year of 1984 = be peraitted to emphasiss
this problem. Information technology 1s potentizlily a powerful
technology for social econtrel.
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The first cage (dec1310n of 12 August 1974, Dnr 4853-~74) comeerned
a Swedish logal authority, Joenk;oup1ng laens landsting (corresponding
to 8 county or a districtk authority). In July 1974, this authority
ned introduced a vegister of patlents. The authority requirved an
amendmeni and extemsion tc this register inm ovder tp emboss plastic
‘patient cards. The Data Iaspection did not have any comments in
respect of the planned amendment of the register.

In respect of the esbossment of cards, the Data Iﬁapectlon did,
however, peint out that the embossment requived a special licence.
The decision of the Data Inspection Board in question related to rhe
sexport of the register. The export would include 80,000 persons in
the southern part of the county. The embossment would include the
following data elementsa: '

PIN
county, municipality, community
name

address

No company in Sweden was at that time able to emboss plastic
cards, though this would bacome possible during the antumn of 1974,
The county auvthority pointed out that a new hospltal would be veady in
&ugust 1974, and that the use of patients’ cards was co-grdinsted with
this new hogpital. A delay until the cards couid be produced in
Sweden, or manually embossed, would be incoavenilent.

The United Kingdom bureau in questicn (Rapid Data, Havant) and
their Swedish representative (4B Carl Lammy had emphasised their
awareness of the importance of the securicy of the data Ifor
unauthorised access or use, gud Rapid Data had specified their security
MEASUL €S8 .

The Data Inspecticn Board based its decision om thres points.

Tirstly, the Pata Iuspection Board statad that in this case it
was a question of mass data, and that the assessment of dats
protection must take this imto consideration. This was the first
decision on mass export of personal data, aand the Datz ins pection
Board was conscious of the importance of the decisior &g a pracedent .

Secondly, the Data Inspsction Board pointed ont the risk
sssociated with estahlishing toial registers of the Swedish population
through co-operation among several foreign bureaux having had mass
dats sxporied to them:

"Through a co—operation among diffevent foveign service buveaux.
which in an authorised or unauthorised way have had eccess ©
data on Swedish citizens from registers, such pﬁpula ion
registers may over time become broader and deeper”.

The Data Inspection Board pointed out &hai Swe digh authoritiss
did not have jurisdiction over such foreign registers, and that
control by foreign authorities “at this time"” could not be counted om.
Security measures could not compensate for this lack of ceatrol
though the Data Inspection Board took care to eumphasise that it did
not imply that the measures im this case were inadeguate.
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‘4lso in this case, no Swedish company conid meei the requirerenis
of speady privting. Bonniers offered to have the processing placed
ander surveillance by their representative afr Comtech.

The Data Inspection Board decided in accordance with the decision
in the embossing case, using identical phrases. Une of the members of
the Board expressad a dissenting opinion. He pointed ouf that the
risk of unauthorised use should be relared to wotivation of possible
foreign organisations. The resulting publication could be purchased
acress the counter in any bookstore, and it would tharefore be
improbable that a foreign organisation would take the trouble to make
unantherised penetration.

T+ would therefore be arguable that this decision stveiches the
objectives of national data protection legisiation further than the
formsr decision. Thelr order is, howsver, hardly an accident. Givan
the pracedential value of the former decigion {which in Scaandinavian law
ig quite strongly based on the principle of equality within public
administration), the sscond decision ig quite undervstandable. But it
is nevertheless a development in a restrictive direction.

These are two examples of decisions concerning foreign service
pureaux. The cases are, however, zbnormal ia one very impovtant
aspect — they are both examples of mass export of data — data on
80,000 subjects in one case and,; in the other cass, approximataly
200,000 subjects. The national security aspect was important im boih
decisions. And in decisions on wholly nmational registers, the Data
Iuspection Board did show the sane restrictive aititude towards
registers of large fractioms of the population.

& negative decision in regardé to Reader’s Digest {a raegieter for
direct mall withifi Sweden, processad also in Sweden) was appealed to
the Cabinet, and there overruled. After a change of geverunent,
however, the Data Protection Act was amended to take special acnount
of just these type of registers. Today the Data Inspectiosn Board has
a specific anthority in respect of this type of register — an
avthority which may be seen to exceed that of data »rotection in &
NAYr7T0wW S20GBe.

Therefore these two cases cannot be adequately assessad within
rhe context of data protection or tramsborder data flows. They haralkd
the priovity given in Sweden to the vulperability issue, which is
the context of the natlonal security interest. A4S is well knowm, the
Swedish reports oo the vulnerability of the computerised society have
given rige to further and more general work in Swaden, and Lhe Data
Tuspection Board as well as representatives of the Data Ingpection
have heen heavily involved in this work.

Yulnerability is cbviously related both to data proteciion and
rranshorder data flows as well as protaciive trade measures - but,
equally obvious, there is a moze general political issue. It would
therefore be quiie misconceived to see in these Two 2arly decisions
the current state of affairs ic respeci of ezport of data to foreign
computer bureaux — and after the statutory amendment , one way 2180
maintain that the legal context has been changed ia a ralevant way.
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it is thevefore a continuum from individual privacy through data
tion to social and national policies. It is mo surprise that

he information society will have a political discussion on which
obijectives information should serve, But all the issues have not yet
veen formulated, the policy is im the making - and this paper has only
ointed to a few of the issues which ssem to emerge, and which will

roied

p

imprint our future political debate.
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TEF NATURE OF THE NEW TECHENGLOGIES:
THLIR EFFECTS CH OUR CIVILLSATICH,
THE ROLE OF THE LAW
by
Mr M CAPURSO
Cas atlon Judge (Ira ¥

3
/

The subject of my speech is too broad o be fully dealt.with im an oral
communication, however detailed. A1l buman activities are affzcted by the

new information technologies, end the technologies themselwes constitute an
almost unlimited avea of vesearch, sffeving prospects of countless uses and

a2ims.

I must therefore confine myself to discussing wmy subieci in general
‘terms. Howaver, I shall analyse certain arguments on accouri of thaiy

special significance.

The emergence of the new informsation technoicgiss has b
a revolution comparable to the iwventiown of printing, the telepheone and
 photography ae well as the steam engine znd 2lectricity. These comparisons
are valid in so far as such iuventions were powerful factors Ior DLOgress.
But they ave also limited for, although it must be zoknowledeed that printing
fostered written language and that the cipnems and television gave prominence
to images, 1t is undeniable that the new technclegies are czonable of combining
211 these techniques and improving them boih gualitatively and guantitatively.

Informatics and telematics {which marries iunformatics with

telecommunications) enable vast quantities of inlorx : to virculate in
writing, speech or images in a highly precise and tible mauner., If we
consider what speaking, writing and seeing have always meant for civilisation, ;
we are bound to recognise the fuadamental valuve of Informstion im our lives. ;
Apart fvom the technological aspect, moveover, information conditions man

even biclogically, for our cells live on ltEO“magiou rlr:uldtlng in the
wmicrocosm. Olearly, therefore, information is the essential sliement, indeed
the basis, of our lives. Consequentiy, the development of any human abiliity
to obtain, select and process information has a profound effect on civiligation
by znakling people to live better thauks *c a relevant and comprehensive
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kuowledge of things. As man extended his knowledge of the worid, indeed of
all that exists, he learnt tc control it. This indieputable fact provides
the foundation for a theory that any power in the future will longer be

based on the possession of teyvitories, means of production ov ecomomic
interests but rather on the contrcl of inforwation.

This theory is recalled in the sclence ficiion acval 193477 by the
Englishman Orwell. On a more strictiy sciensific level, however, it is due
to the investigations and discoveries of an American of German descent,
Wiener, and his disciple, Shaunon, who have been callad the fathers of modevn
cybernetics. The very nature of the new infoymatiocn techunologies provides the
real dimension of the phenomenon which these technologies constitute.

1he French Acadanmy defines data processing as “the sclence of Ihe rational
processing of information’. Accoxding to ancther definition, computer science
is an electronic methodoiogy which uses figures. These definiticns serve to
supplement each other, one by emphasising the legical process, the other by
indicating rhe electronic vehicle of the mechodology. Both, however, make it

clear that the methodology is one that is reminiscent cf the functions of the
brain, indeed of the essence of thioking. &ny rvese carch in the field of

computer science opens up unlimited 5ﬁope for progress




Az we know, 1 quantifiss of information have been assembled dowm the
ages, and it car eily be szen that, for reasons of time and space, it is
almost impossible to assimilate aill the information at our dispogal.
Consequently, we would need an aimosr unlimited time-span and 2 brain with
Enormoug capacities, which probably does not exist, in order to acquire and
process such Information. Bul we alsc know that the new technologies enable
us o do this, as years of study can be reduced to hours sr sven minutes,
Although difficuli o believe, this is a fact, While recalling the ancient
philosophers whe complained that life was too short to enable thew to learn
much, we can be sure that in the near future rhe time available for learning
will be lengthened thanks to the new technologies. Of course, these
techinologises will not do sway with 7ime or give us etermal life; but they
will anable us to increasse sur life-span as far as knowledge is comcernad.
The same applies to the cther dimsnsion of human life, mamely space.
Telematrics will emable vs to reduce space fo virtvally nothing by providing
us with the means of consulting libraries or {through tele-conferences) of
meeting othor prople withour svern ieaving our offices.

3

¥y the new technologies, We are all clezrly
of being nicad with full-scale revolution that will completely
nenge our edvilisation and o e The facts of the matter have in recent
in a wide variety of fields ~ sconemists,
jurdiste, administrators, doctor ; sociclogists and even artists.

1y rafore, will have 2 marked eoffect on socigty
.
o

twa reports. The firsc
nd Society - For Better and For Worsa! by ¢ Friederichs
d was "Information Technology and Civilisation” by
The suthors considered the repercussions of tha new
iitical, social and cultural 1ife and on our eivilisation
sions do not agree. As usual, some think rhas everything
g0 badly, whersas others are optimisiic. On the one hand, there are those
who deey the revoluticnary significance of the phencmenon, placing the new
technologies on a par with sthew discoveries: on the other hand, there ara
those whe combat illusicns abour the prospects offered by these new
technoclagies by gavi thai the die is already cast and pointing cut thas
“computer power” is Firmly in the hands of those who hold economic sway
outside Europe.

T do uot wish te enter into a controversy {because of the time ir would
take and bacause some these propositions arve clearly hound up with
peeudo- problems) , but think we cught to remind ocursalves of what hiztory
teaches us, nameiy that progress canunol be recisted. Moreover, we have seen

the new technologicse represent a powerful factor for the development
0f civilisation. ihing, therefore, is to be practical and *fo say that,
Just as with all other s ific discoveries - [rom the mototr car to atomic

¥ ~ the new technologies are neither good nor bad in themselves; everything
depends on how thev are used, Consaguently, the new technologies nzed to be
controlled in order <o be properly used. My thoughts therefore go first and
foremost to the nesd to regulate this phenomenon which has burst out in the
form of spontancous vegetation - and fhat is not just because I happen to he
a lnwyer,




Varicus fundamental principles oun the pyuteciicn of privac)
face of electronic data procesging have beewn proclaimed in Hurope.
jarter, thanks to the initiarives and support of the Council of Huvspe,
Eurcpean Communities and OECD, through various conventions, vegolutioas and
racommendations adopted since 1973, the situation sesms satisfactory. 3y
foillowing ihe harmonisation gULGEILEES laid down by th - wali-koown
orga anisations, almost all member States have nEed slation on rhe
protection of privacy to counter the dangers 1 7y electronic data
processing or by data banks., Other countries are im the i 258 of deing
the same. ’

In order to take stock of this legislative ac
Furope, it will be rememberved, held an intermationz
December 1582 on the problems raised by
1aws concernad. A similar conference took
The present L;abon
Ceuncil of Europe's keen interest io

uVDlJES a series of relaticns which the

Az we have seen, there has so fay baon spontancous -
face of the growing development of the new t€0h1“10619L
be expected to arise to which the law will need o
‘6rder to prevent this luxuriant vegetation from becoming i Jumgl
poine I should like to make twe remarks.

First of all, it will, T am sura, be necessary ©o wWork
concepts if these new problems arve to be properly clrcumseri
avoid the danger of case~law - i the sbsence of new yules
or slowing down the development of the new tachnologles. The
of law which the courts are expected to apply even when confron
noveliries date from a bygone age when progress was not as fast
likeiy to be in the pear future. For that
lawyers to make a close study of the new tEﬂ
which of their effects will need to be reguiat é.

lawyvers and couputer scientists is deblvaklﬁ fov th° pur

connection I venture to mention that in my own oit
of information science wag zet up in 1965, T 1¢

of thig kind which I can ascure you has proved

My second remark is that becaus
4L a grdat pace, thanks to the p
resszarchers, it is impossible f
by the ordinary progzsses of le
_slow, and there is & danger of w on the new tQCnvolnwle
as it comes dinto force. In my view, after a framework of
lﬂs has been fixed in the matter, a high-level dngilitution
compuLer seientists md lawyers shoulad be set
rules as quickly as possible, as soon




A1 this mav seem stran - excessive frem the point o

a
preseni lepgal culiurs am however. that it iz

reasonable way of aling with iz gﬂl problﬂm% ralsed by
toctnologies. Moreover, the discourse should be extended, on account of a
certain pavallelism, to include public institutions and thﬂlv relationa with
the pubiin Two schemes have been conducted in the United States and Japan
for ELL purpose ol consuliing the public on gerieval issuee by means of
telematic petworks. Such schemes, even though not yet common, sarve ag
an 31& m bell that can warn us of the dsngers of the impact of the new
tachnologies on the publie rights of ‘the individeai. They could slert us, for
xample, to a possible change in election methods and, hence, to a decrease
in direct participation by the public in discussions on eleciion candidates’
political progranmes,

The increasing scope offered by informatics and telematics for obtaining
processing inforwation ecables us Fo verify the assertion that information
the key to democracy {tha tiile of a study by a French professor, A Sauvy;.
a democratic sociery it is necessary to ensure the fullest possible access
nfcrmation, and as the new techo logies permit an ever greater and
flow of information, they ¥ ill centribute fo the eahancement of
ltgelf. It is importsst o ensure, however, that informaticn is
nuinely free and that it reaches the publlc properly and fuliy

democratiz countries of Furope have legislaticn on the
personal datz files. In France there is the CRIL., 1In Italy

a parliamentary committee that has powers o inspect the police

the Ministry of the Inrerior. In the Federal Republic of Gaymany
conm1331auer for data =T n who repcris any irregularities to

vms of eupervisi re confined to pexsonal data, and
extended to all dnfermavion stored in electronically procegsed
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The new technologies sver affect education. In this fieid, too, new
es should be drawn up to counter the dangers of unsupervisable usse of
crmatics in >ols.  The magazine "Nouvel Ohservateur! recently included
ol { 1 Futur”) on children and computers. Lt referred to
rmaticu ind "magnificent mutants” in commection with gcheoolchildyen
¢ learning is based on compuier science. There is a danger of computers

lmpairing children’ ‘1lﬁLy € regson by providing them with resulfs withour
mny effcrt of deduct: - It is therefore necessary that
children id be g i : - tﬁ ir compuier research in such s way as

tiies and even reason with and through

As far as women are concersed, I might be tempred simply to say thart
there are ; marks to be made on the implications of rhe new technologies
tuse in apny demccratic sociery equality between men and women
Everyone is well aware, however, that if this fundamenial
0 be meaningful and 2ffecrive it needs to be supported by the
quality of opporiumity. An analysis should therefore bz made
ady apparent effects of the new technologies on society in order
whether thera are any examples of discrimination between men
It sheuld first of 211 Ye menrionsd that the literature on this
subject is very meagre, This may be a sign of a lack of interest. Neveriheless,
thanks to the action of Woien ' 2 associ tations, the proeblem has been brought




‘t5 the public's attention. In this contection ic may e nobed
furopsan Parliament instwucted ome of iis commitiees ©o conduck
wto the position of women in Eurcpe. The comwntfee, wbich waﬁ

Female members of the Burcopean Pal ment  wiader
Italian, Mrs Cinciari-Rodano, tabled a 60C-page

Ameng the 18 subiecis which the committes
‘yelated to the intvoduction of the new tachrologd
thereof for the employment of womﬁﬂ {uaUJﬁthdf:
1n connection with the committee’s work, two
‘held. One took place in Manchester {lr i B
with "Bquality for women - results, pzqﬁiens
-organised by Mrs Roudy, th il O

raris in January 1983 and
female smployment.

fmong the commicitee's conclusion
:and Council of the Communitie

to alert all women's 1
ive in emphasising that
an immediate response Lo *h“
for the committea’s other cenclusl v
Comnunity bodies azbandon ihe qeufralLat atrituade towards Wwomal
in documents and proposals or employment and the new echnos
they explicitly regard women a5 a fundamenital cimensios
In my view, this proposali iz particulaviy ix
counterbalance the tendency to deny the existence
beitween men and women, while recalling the princ
raking account of realities. The committee
resolution in which it emphasised itz tiﬁalng .
position of women had detericrated becauge of several factors,
unknown guantity of the introducition the wew tochnsioglas, whi cF
'conSQquently constitutes a dangar Lo employment. The commiiies added
that one of the lessons to be drawn i }
tvsining schemes should be s2t up to
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At this jupsture T am tolly aware o
vepresent but a pari of what ought to |
alss have mentionzd such things sz:
with reference to what is
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In conmclusion, I would once
ave aifected by LhP new LeLDﬂolog] es and
gpporcunely regulating the ef EFrs uf
importance to our lives and our
out and study the elaments of a
the new technologizs.

¥R This communication was largely tased
¢Journdes Europlennes Francophoness
by the 4Uniov Professicimelle Famlﬁi-
de Temmes de carvidres 11 Erzles et
diversash.




PRIVACY LEGISTATICH, PATA PROTECTION
AND LECAL PERSONS

the International Chamber of Commerce

INTRODUCTIGN

In dts position paper "Information Flows - An International Business
Perspective”*, the ICC urged Governments to join with them in premoting
policies wnich encoyrage the freedom of business communication and to
review those that create barriers and hindrances. Perhapns ihe best Known
Taws affecting data flows are ihose concerning data protection which have
been introduced by many European countries, primarily to defend the privacy
of individuals. They cover the rights of “physical persons” 10 keep certain
aspects of their lives private, free from ogutside interference or unwanted
publicity,ensuring that others should only coilect and use corvect and
relevant data about them on 2 fair and open basis., This paper addresses
the issue whether such Taws, as some do, snould anply in the same way to
tegal persons,particularly to incorporated businesses {"business Tegal
persons’).

Although the data orivacy probliem of physical persons may have appeared
greater than it turned out to be, the ICC recognizes the impor+ance of
proveciing the privacy interests of physical persons and it respectis Ine
differing legal systems and traditions that ensure tneir protection.
lowever, the ICC considers that protecticn of business legal persons in
the same way as physical persons is inappropriate, unnecessary and
harmfuti.

This paper examines the conseguences of applying to pusiness legal persons
the reguiations which nave been designed to protect ithe privacy interest
of individuals. It Then mentions other, more adeguate ways of protecting
tne data of tusiness legal persons and Finally discusses cartain arguments
sometimes put forward in favour of inclusicn of legat persons in privacy
Tegislation.

THE PRINCIPLES GF DATA PROTECTION REGULATIONS FOR PHYSICAL PERSONS

The two orincipal international instruments on this subject are The
Convention of the Council of Europe for the Protection of Individugls

with regard to Automatic Processing of Personal Data {"The Convention")

and the QECD Guidelines Governing the Protecticn of Privacy and Transborder
Data Fiow of Parsona® Data {"The Guidelines"). The orinciples of data
nrotection set forth in these instruments are vi ;Luai;y identical, and
choﬁe pr1n61pies Torm the basis for aimost all national Teg‘ssatson on

the subjec

The tit]
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computer
of persc

g of the convention 1iself draws attention Lo Lhe Tagi
fegislation was or1u1na1=v .nbbﬂ*utﬁq because of fea
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zation of personal data cou‘d a3 the potential foi
al privacy through a misuse of th e data.

*) ICC Position Paper M° 3, Document N° 372.22/4 Rev. 4
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The basic principles set out by these decuments cen be summarized
as follows:

- personal data shall be collected, st torad, orocessed and
communicated only for specified and awTu1 SUTDOS2S,

the personal data shall be accurate, up to aate,
relevant and not excessive
The procedures contempiated to promote T
include the foilowing:
- any dats subject is entitied:

tg be informed by any data user whether he
related 1o that individual,

to examine such data upon recuest, and

to obtain correction or deietion of such tgate.

APPLICABILITY OF DATA PROTECTION PROCEDURES FOR PHYSICAL PERSONS
TO BUSINESS LEGAL PERSONS

In examining the issue of data protection, it shouid be borne in mind
that while the computer ization of information and personal data may vraise
concerns for the privacy of physicai persons, such computerization o’ten
produces considerable benafits for the persons who are objects of data
gathering. For example, the computarization of airline raservaticns,
electronic telephene directories, and banvﬁng and credis ¢ services
has provided an unprecedented qualiily of service that would nct o8
atherwise possible.
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ion tegisiaticn has feo strike the ancz between the
it imposes gnd the Treedoms it seceks to . ﬂﬂ, Whether 1n

the ICC this has been done rigntly in sxisting legisiation
he protection of personal privacy is not an iss iddressed in
this paper, However, ihe ICC is conyinced that in fh@ ' businass
Tegal persons the balance is substantiaily different from that relating
to individuals.
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Aithough business legal persons do not have an "intimate pevs
they have, of course, dats that Lhey wish to maintain confia
However, general regulations as described above are not ins
of protacting data about business legal persons.

Business legal persons expect that Lompetﬁtors,
departments, and even individuais wiil keep comp
The ”OIPLLGT i5 accepted as a normal too!
sifting of information, a regular and, tThe
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business tife. Companies mairtaining such computerizec files nave a
strong interest thnat the information contained in those files be timely,
accurate and re?evﬁﬂr, DRCRLEE decis1onb divectly affecting the opersiions
of these companies are bz  tnis information. Apari from a Tew specific
ituations, such as credi ﬁg business legal perscns hava 12335 jntgres
in the accuracy and vreley f computerized Tiles about them mainiained
bv nther business persons. Generally, business iegal Jﬁrsons would not
pECL to be informed when comp uue*ivpd fi1as about them are started by
gthner business persons. To t contrary. they wouid strongiy object %o
being shiigated by law Lo ﬁ tify other tusiness fegal persons :dnT they
were starting files on them, let alone to disclose the contents of sUCh
files with a view to implementing a right of corraciion or de?etion of

=

persons ave primariiy
lata - includin Gata<'
fromot their own Tegitimat ;
srotection laws Lo data on ousiness Tegal pers n
thay apoly to data on individusls would result in an
with on2 or several of the To];rw*ng requirements: regl
apolication for @ Ticence, duty to orm other busire
of thei inclusion in & file, nol1ga gn to give them :
10 & JF correct inaccuraie, irrelevant or out-of-d
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omulying with such reguirements could result in allowing comn‘=iﬁg fir
ccess 1o COnfldent”:; information, thus harming a company' s pos’ TLion.
‘he protection of confidential business informaiion is of greau intare

]

217 enterprises and essential to the functioning of the economic s;"*

Complying with such requﬁrements wouid also certainiy make app‘%rat*

i : expensive and cumbersome. T
exampie, two of the mest « mon forporafﬂ Files a. those o;wa1min§
customer accounts {Acoounts Receivable; and supplier accounts (Anoounis
Payab1e}, Fach cf Filas negesserily v fpws to Tegal persons, and
sach has many sub-T 19% within 5% which coutd contain transaction
histories, credit rakangsg tyoes of suppiies est1ﬂ“ nurchased or sold,
and other information which is pertinent fo a firm's business. Imposition
of the eqa1 p?F\Oﬂ f“qUT”PHEH would bOLChi1u,1f BAGUSE evfn arG ayery
transaction which 2 company has with i%ts suppliers P34 cuUSTOMEYSs 1O raview.

fotransactions are numerous and wouid present & potanzzﬂi y Jﬂbeaf:b1e
burden on productivity if subiect to raview.

becomes »v,aanf that the task of data protection anawii"
greaf1y increasad with the effect that the data nrotects:

of individuals could not be prooeriy locked after.

above argument: can pe added that, to date, as Yar as is known 10
there have been no cazes of abuse 0Ff business de%» L avid
navoided by inciuding businass ifgai persons in data | y
iiUﬂn Nor is Lheie any pressure Trom the business QOTFH
p?ot ction by such an inclust

-
L
H

SO0,




OTHER WAYS OF PROTECTING THE DATA OF BUSTMESS LEGAL PERSONS

To the extent fhere 15 2 need for Thﬂ 3.otacfion uf

legal persons, 2

They are already DfOV“d*d for in nany LLLDY{?Ea or

under existing law. Examples of ihese are spec ific ‘og _
nusiness information, the legal obiigations of emplogﬂﬂ“
employers® secrets, copyright law, the Taw of toris,
company law, credit rating legisiation, banking legis
apniicable on government data files.

I further measuras are nzeded with resped
100 would be able to support soiutions ty
among the various interests that may be

As par. 33 of the appendlc to the DECD guidelings assserts, "... the notions
of individual 1ntcg'11y and nrivacy are | : 5 s jesriouial '
thould not be treated in the samg way _ G

persons, or corporate security and Cor gentiaiity g nogds To psuxectton
are different and so are the policy - qorks within which SU.QL]UHb have
to be formulated and interests Dﬁlﬁi ‘

RtGULATLONb 70 LEGAh PgBSON

It is sometimes asserted that people acting in q;uupa gnjcy *Ha 5 AfT:
rights as they do as individuals ana therefore "grou 1d be ing tuded
in privacy iegislaﬁiun along with individuals. i :

distinguich between the legal parson as such and

Founders or thpse in some other way assnciatad with 1L,

of clubs or emplovees of lagal persons, for exampla, wWou

protected by normal (personal} date protection pr neesur
hand, the tendancy of wany legai systems s €O roonire

shar ﬁhotaeréw officers, boardmembers and similar COVROTS
rather fnan to pro tect “such information. The vationaie i

to be able to enjoy the prﬂvn1eg@ Sf Timited 'TQh Tity
partners or members, substantial amounts of information ha

A

disclosed to protect thoss that go business wilh sug b ur+**-"'
F

The [LC submits that any date that

can be protected without TekUch o

of 1ega1 persons in general and business
This protection could be provided under |
nersonal privacy,

Another alleged problem 1ies i

persons. Hers again, a ai %1W£

holders ana the legal person itseif. Ug
anplies here, To che extent that any re
is dowbtful, this could be scived by _
which gives data on small Tegal persons, tne
be tantamount to disciosure of sensitive pers
proteciion as individual data:

or
[T #+]

iewr
W




A third argument often made is that in many computerized systems, personal
and corporate data are intermixed and segregation would be impracticable.
It is suggested that it might be claimed that the file is of corporate
data and tnerefore bayond tne scope of privacy legislation. The "leak",

1t s said, could then de plugged by bringing Tegal persons within the
scope of the legislation. However, thers is seldom any difficulty in
segregating the data of legal and physical persons. Moreover, mingling
data would not exempt the file from individual data protection legislation.

Another argument is that in thosé countrizs where legal persens alrsady
have been included in general privacy legislation, few problems nave arisen
for the business community. The ICC submits, however, that thare has bezen
1asufficient experience in the implementation of such Tegisiation to rely
on this argumeni, particularly as the data authorities have rightly
concentrated their Vimited resources on the protection of the data of
individuals.

CONCLUSION

The baiance betweern the need for data protection and the need to use
data as efficiently as possible is very different for husiness legal
persons than it 15 for individuals. To the extent data protection is
raquived for business legal persons, this should be handled in each
specific context in the form best suited to the specific situation.
In many countries this has already been done in a quite adequate way,

Therefore,

th
business lega

e data of Tegal persons, and specifically the data of
1 persons, should not be protected by the came legislative
provisions which a

im to protect the privacy of individuals. ;

In countries where such "inciusive" Tegislation exists or may conceivably
be contemplated, Mational Commiftees or Councils of the ICC are advised
to seek opportunities of acquainting govermments with these matters

witn & view to making appropriate amendments to existing or draft laws.
Minimizing unnecessary regulation would promote the international harmo-
nization of laws affecting business information flow and contribute to
the better use of information technology for the benefit of alil,
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are the only worthwhile object of a really ssricus discus -
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GColioguy was not the conviction that after a long and often comslicated
development, beginning in 1970 with the first cata protsc w, o
Hessisn, and highlighted by the 1981 Couacil of B

sfficient protection can at last be guaranteed‘

Soubte as oo whether the failure of 211 the exi
should still Le denied.
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addition, 2 single look &t tha most v : fgs
snd Italian prepesals, zhows how widespread is the rsadiness die
the necegsity of specific rules governing data proceseing. T £

ot z
course, still diffevences of opinion orn =2 number of particula

for inscance the inclusicn of "legal persons’ or the exisitenc i
"gensitive’ data, but on the whele, daitz protection has fost touch.
While in the seventies any attempit o provide legisglsastion wa e

a daving exrperiment, data protecilon has become in the eight r
legg mormel part of the legisglative programme. Bul naradsxi Y
sound, the signs of a deep crisis are no less avideni. For at is: three
rzasong data protection has enteved 2 critical stage. ALY thr have besn

mentioned at variocus poinits by the rapporteurs. Leb me tzy

Probably the most obvious reason is located in the defic
legal infrastructura. All attempis at egtaehlishing dats prozac
from the very beginning, despite the differances of approach,
either to the public or to the privaie ssctor. Dals protection was ceen and
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this precigion. Liceunsing syvstems are niecessiar
increasing amount of administrative costs.

the higher the costs. Each system has o be conal

each system appropriaste rules have be developsd. The moment
the number of files resches &z certafn amouni, the decigion Decon
uravoidable as to whether the incressing cozsis aze simply irreisvant
whether in view of the continucusly rising cosis
be restricited to a few selected casss. The
prevails. The system may thus persisi
claim to offer a satisfactory answear
zfficient conirol of all datz process
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mast of the information nesded ig alresdy etored in data banks opersted
by the administration. GOJQerent hae only fto combine existing 1néo Mation

-

in the light of ifhe specific purposes of ths tex or social security
avthorifties. I is thet&f?f“ nol surprising that both the increazed use
of pezsonal data snd the changing attitude with regardé to data processing
have hasn cepeatedlj lqentiaﬁﬂd with the welfare state. For meny, the

in fact the of the welfare state.

i
The seme openly activist Gta & having firs - ed and retrieved BT
PJML“lRCTC&SiDg zl z of data, rearranges i in
order to cope wi oavious deficiencies p315c1es “he bwediuh
example is gniricant enocugh. Sweden was one of the 1 st states
advrcthhg an off st dats proteciion and developing rew ond ariginal
mechaniems wi ew fo better control of procegsing. 8w , howsver,
atsc a most remarkable examn’e of & radical review of fhe processing limite.

itois,
part of Bovernmental agencies to the Welfa?e
0f the United 3tates is ne less instructive t
experizoce. He doubt the aamlnieratlan lacks
barks, But this indiasputsbie fact has neither infiuences
ke uge acitomazted processing for an efficient cortroL uf individusals
“iow&d its success. Like in most other countries,
a2l the turning peint in the attitude of the admini-
evalywhe*e zles the authoritiss were interssted in
maxisum of personal data. The way they chose
They for instance sgimply considerad buying
exactly the basic date they needed for their

ude has often been noted, the results wers
8 which are essily understandable. The
n 211 demand: far & revised accese Lo data is the Fight
Thc asthor , 80 the standard argument goss, are not
everyona bui s with a few individuals who ave cobviously
ainst the law. A tention focuses, in other words, on those
kS soclal security services or sysiematically
ih fax obiigafions and not on the normal law-abiding
seem perfectly convincing is, in fact, a
ch Lo the processing prablemue Bven if the
seperated, is accepted, it can only he
corcect. The experisnce of the data
that awmong
profection laws the one permanently
to correci ervonecus or Ffalse datas in order
information. Broadeniong the access amounts

-

deliberate preliferation of false or at

who profit unlawfully

posaible th i ; antional
and again © A= : . However,
all further ¢
rhat they tor certain




category. They are consequently judge
memberahip of this category and aot in
ishics., To the extent therefore that cl&

labelling. However, ua?c1c41a41f in cases of
.gpayments, the operztion of the proviszicns legitimatiog
the processing of dara is such that 2 large aumber of
whatscever to do with a real fraud can be sasily
defreuders. HMoreover, though the puvsnosse of the
cases clear, the accesgs is not restricted o the
having led to the demand for additional information
various regulations open the way for other usss by
processing privilege for-a certaln agency 11@+aad D“

strictly delimited aims. p “kaE;1

ig ona of many.

2.3

fied

anproach and regulation,

~changes in the processing

iaws can, in other words, tood without b
“ite Lachnolegical backgwound., C aseatly,
cprotection depends to a decisive extent on the a

technological development.

However, the technological prem
3t BWe respects cubdatad. -
the beginning of an unavoidable ce
ugaiong on the imporifancs of aut 3
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Furthermore, the technological deveiopment has ied to new, far more
efficient and comprehensive coliections of personal dats. Video and
telemetry exchange are only two of a whole szeries of examrbles. Witk every
step towards interactive systems, personal expechtationsz, habits and
preierenceg are recorded end integrated into an information system making
it possible to obtain a most perfect profile of the data gubject - from
his favourite mevies, his travel plans, his banking operations to exact
indications on when he leaves or returns home. HNever before have the
posgibilities of an exhaustive contrel of individual behavicur Seen an
good. Morecver, instruments like the voice recovdey and the already real-
istic possibility of storing the piciture of an individusl invisibvly at
diffevent places in order to follow his moevements, illustrzte thai along
with the intensified control opportunities the pessibilivies for meni-
pulative interferences constantly grow. iHowever, sach of thesge technigues
was developed noiwithstanding the existence of data protection laws. Once
mere, thereforve, the changing techneology challenges the actual proteckion
rulee and demonsivaies the necessity of reviewing them.

In brief, datas protection is at a turning poinkt. Occasional , smell
rrections are of no use. What is really needed i3 2 new concept which
inte consideration both the changed political and technological
The difficulty sheuld, however, nof be underestimated. Data

ion is not one cut of many routine legislaiive tasks. Hegulations
processing teuch the fundamental principles of 2 demccratic sociely.

legitimacy and the legaiity of data processing depend therefore
mglications for the cepascity of the individual to act end

=
o

Data protection ia consequently incompatible with all political concepts
which equate social reality with models realisable through 2 series of
administrative measures. For any such view, data processing iz an instrument
permitting the best possibie sdaptation of zhe individual to erpectaticns
defined witheut his participation and regardless of his particular interests.
The individual is nc longer z subject of the social rrocegss bui only the
object of sccial peliciss. Ne wonder, therefore, that "prevenitive" actions,
particularly in the polic nd social security fielde, became the real
battlefield for dsta pret on. The list of examples is long, from GAMIN

2 a2
acti

Lo the Morweglan oroject on soch therapy and to the German attempts at
guarsnigeing a diaphanous patisnt. '"Frevention! is alwave on the adge of a

f=
virtually unlimited data processing. The ritvalised references to the
solidarity principle or ko public interesis not only legitimate the intended

i
action, they also prove to be = master kay to whatever data filas ars neaded.
3 by

Pata protection is nevertheless not a late revival of the ninetsenth
century Ziction of an omnipstent, absolutely sovereign, individual., Both
the early remarks of the United Stakes Privacy Protection Commission on
"captive populations" and the reports of the data profection commissioners
have shown how unrealistic is the sssumption that data proteciion could
more or lese be reduced to the consent of the data subject and to a series




of rights ensuring individual control. Neither the

enterprise nor the customers of a bank nor the patienis of

the power to influence data processing just hecause their cansan
gought. The value of vegulatory instruments like the informed
+he individual depends entirely on The social and econpmic con
individual activity. The lesson of standard contracte camnot
forgotten because the very same individual is not addressed
concinde a contract but to provide information which plays
in 211 contractual strategies.

Data protection is therefore no move than s
a capacity te act, limited by objective as well as
Bowever, the extenb to which the individual can exerci
depends decisively on the posaibility of realising theaea
examining each of their aspecits critically. Both aims can onl
ze long as the individual can follow clesely ih
stand 1ts ﬂnpllcatluﬂs, Datsz proteCtlor 133

pasazbleﬁ

However, once the link between data prot ‘on and guch comnunication
ig segen, dats. protecihicn appesars as part of a largsy tem of wules governin
the allocation of information within a democrat ¥, Significantly
encugh, both the first law, the Hessian law, and ti iletesi, the Quebec
4ct, include protective measures as wel 1 as appbi ic pro
 monopolization of 1nf0;mat10na They may vamy Tom a
for research purposss or on the balsace of information [
and government to a- PrCJd acknowledgement of the Lrweéom of

They nevevthaless vnderiine the importance of 2 co
diffevent allocation aspecis for the democraiic styucture

4.
Data protection laws compine acrmative and technical bavriers. Ths
Formpr are the necessary means meking it possible to define the limits

gsouring Lhe efficiency of regulation. Any
antwithetanding its own particular aspecis, Pr
and structure of both elements must neverw

by far ae the mormative part
gseneral provisiong to a series of regulal
elimitation of specific areas of processing aud
o the conflicis tvpicel of ecach of ihese areas.
endz primarily on the ability to cope with the demasn
1@ particular processing coniexi. Neither in the secur
field of personnel information systems can convincing an
the premises, purposes and implications of Droc
aken into conszideration.
the da®a and the contrsl of retrieval may constitutas genera
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principles. However, ithelr real mezning can only be digcerx

the concreie processing situation.




it is for this reason that the processing of amployee

as one of the main subjects of this colloguy. Persornel

restyuciure the employer-employse relationship. They Lo fact

for a conszequent pervsonnel planning enabling the amplover to tres

force with exactly the same criteria as is used for a1l wother producLL% Ty
factors. Data processing leads to the best possible adaptation of iabour ta
the expectations of the firm's policy. &%t the same time, however, the multi.
functionality of the data increasas ihe risks emanating from the labour
relationsghip, makes the employesz far more vuinerable and reduces his chancegs
ts defend his persona: interssts. - The sxisting provisions on data
proteciion offer no assistance. The problems created by the uze of perscnae}
informaltion systems can only be tackled by a vegulation which departs from
the gpecific sitvation of the empleyee and which placez the rules on
processing inte the genseral context of labouwr relatione. The approach mav
differ from country Co countvy, 28 the examsple of co-dstermimation in Germsaa
12w shows, but the zaim remains the same: o adjust the protection to the
specific aspects of the employer-employse relationzhip.

i again:
The sams demand ror a r*cmflr:*=-01*1:-:1‘1te(‘l, funct101a1 apptoach leads OTICE MOTe
to particular rules whenaver the conflict=ficeld is equally clear and delimited,
Both the forthconing use of chips in the banking sector and the imglications
of video and telemetric exchangs can be quoited as additional regulaticn cases,
along with the by now well-lknown example of the security authoritiesz. They
all confirm the necessity of a radical change in the orientation of legis-
lative policy. Frotechion must not be sought sclely through 2 few gensral
rules but with the help of a cerefully woven network of specific provisions,
teking account of the particulzr features of the various applicaticons of data
procegzing. OCeneral rules can therefore have ne other funciien than e fill
gaps and should not perform s regulatory tzsk clearly scutside thsir capacity.

Only as long as a confilict-ovriented approach is strictly cbserved will
data protection cesse o circumvent one of the most crucial but up te aow
generaily veprassed questicns: whether certain parts of the information
procegs should noet be exciuvded from automation. The reverss side of the
multifenctional use is a sepsration of the different information items from
the oviginal collection and storsge conternt. But what may often seem
acceptable becomes intolerable wheare, as in the case of perasunel evalaations,
the coptext is a necassary pari of the information. As soon as the
evaluation ig discopnzcied from Lhe particular conditions under which it
took place and the specific purposes which it was meant to serve, the
information is distorted. Data protection must include provieions excluding
or even reversing the auvtomaiion procese, indicating in other words casas
stricily veserved for manual processing and bound by adequate pules,
Automation ls not a cocue-way street.

4 last remark with regsrd to the technical barrievs. Information
technology has up to now been dominated by the expectations of the potential
users. They werz borne in mind when the demand for "a comfortable processing”
wag articulared. Thelr rsactioneg wsre carefully calculated when the




advantages of automaied processing were praised. Conseguently
information needs wers seen as the main zund decisive dncentive

to design both hard- and software. From that moment, however,
protection became an accepted primciple of politicsl and legiclal

The conateilation of facitors which determined the development of autbo-
mation must be changad. Instead of exclusively viewing the existing or
assumed interestz of the potential users, producers of boih hard- and
software mushkt concentrate their atitention equally intensively on ihs
implications for the dats subjects and therefore try to fransform the
demand for data protection inte technical devizes accompanying the
process and integrating barriers intc the products which aliow for
protection. It is cértainly neihhe; posaible nor admizsible fo assume
data protection can be veduced to a purely techrical prob:

deszirable and feasible to analyse carefully all the

protection in order te reorganise the produchion proce

the security measures. The functicnal separation of d

tranaparency for beiter exterrsl comfrol and msasures ag

stemming from the expanding software market ave only

tion factors for a reviged production techmigua.

Moreover, the inclusion of dats profeciion inte the production
may very well lead to the reconsideration of {un to pow) undisputed
aspecte of date processing. Compatibllity has, for instance, never
quesitioned. It was, on the contrary, always presented as an I
condition permitting the user to S&lL t freely the technical
the autcmated processing, thus enabling him toe combins
producis. However, once the necessiiy of a clear separ
information systems is sdmitted, the inaccessibility
point iv all data protection ragulation. Compatibill
longer be sclely evzluated from the standpoint cf the
must 2lso be examined on the basis of the conseduences
various data barks.

But whatever ithe results of the gusst for a new datz proteciion concept
may be, the lesson of the past 1% yesrs should never be forgotten. Even
the most convincing rules are no more than provisicnzl answers Lo the
problems of dafa processing. No wonder, tasrefore, that laws like the
Icelandic law explicitly limit their application to a very shori perioed of
years and forssee the obligation for the governmen® fc submii 2 new draft
on time. An efficient protecition requires rules guarartesing
capacity to act and teo participate, anotwithetanding the chan
and policy. Whether datz processing evolvee well within
or follows the psth to an authoritarisn society depends on the ;
of the legislator Lo accept the provisional character of his decisioi
to ensuve their flezibility.
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LIST OF COLLOQUIES OW

EUROPEAN LAW OF THE COUNCIL OF EUROPE

Loadon, 1969

Aarhus, 1971

Wiirzburg, 1972

Vienna, 1974

Lyons, 1973

Leiden, 1976

Bari, 1977

Neuchar 1, 1978

Madrid, 1979

Liége, 1930
Messina, 1981

Fribourg, 1982

Delphi, 1983

Lisbon, 1984

"Redress for non-waterial damage"

"International mutual assistance in
administrative mattersg’

"The responsibility of the employer
for the acts of his employees"

"Legal representation and custody
of minors"

"Civil liability of physicians"

"Legal services for deprived persons,
particularly in urban areasn"

"Forms of public participation iun the
preparation of legislative and
administrative acts"”

"Standard terms in contracts"

"The liability of the state and regional
and local authorities for damage caused

by their agents or adminiscrative services'
"Scientific research and the law"

"Legal problems concerning unmarried coupl?

"Principles and methods of preparing
legal rules”

"International legal protecticn of
cultural provercy"

"Peyond 1984: the law and information
technology in tomorrow's society"




