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FOREWORD

The XVIIth Collequy on Buropean Law, devo?ed to the t?gme
"Secrecy and Transparency - individuals, entgrprzses and ?ub*ac
administrations®, wvas organised by the Council ?f Eu;ope in
collaboration with the Faculty of Lav of the University of Zaragoza.
The Councll of Burepe, which brings together %1 Euronean ?tates, hag
as its chjective the realisaticn cf closer unica beEwaen its memhers
so as toc safeguard and develop human rights and fundamental frzedoms
arnd to promete their economic and scecial progress. .In Fhls
perspective, it serves as a framework for the finalisation of common
policies as well as for the conclusion of international treaties. It
hzs also adopted Recommendations addressed to the Governments of the

meirhar States.

?or the successfuvl accomplishment of its tasks, notably in the
legal field, the Council of Europe carries out research work; studies,
collects information and experience on the problems vhich arise in
Burepean sgocisty and on their evolution with a view to bringing to
bear concerted rasponses and, if pecessary, to embark upon action
aimed =1 harmenisiog and coordinating national laws. In this context;
and sinca 1969, the Council of Europe has organised Ceolloguiss on
Eurcpean law which have very frequently given rise to proposals for
cencrete sction by the organisation.

The Zaragceza Colloquy, which was took place from 21-23 Qctober
1887, brought together some 70 participants with specialist knovlegge
aof the theme o0f the Collcquy. The participants came from the member
States of tha Council of Europe as well as from Canada, Finland and
the Holy See,

At the inavgural session, speaches were given by
#r. W. RAKIREZ, Dezan of the Faculty of Law and Chairman of the
Collcoguy, Mr. V. CAMAREWA BADIA, Recier of the University of Zaragoza,
Hr. F. HONDIUS, Deputy Director of legal Affairs of the Council of
Burepe, #Hr. J.H. PAZ AGUEBRAS,; S=zcretary General of the Minisiry of
Forzign Affairs and Hr. B. GOHEZ de las ROCES, President of tha Region
of Avagon.

During the three days of the Colloquy, the following themes
vere discugsed:

- & functicnal approach to the legal rules governing secrecy
and {ransSparency;

Report presented by Mr. H. BURKERT (Federal Republic of
Germanyj; Co-Rapporteurs Dr. G. GARCIA CANTERO, Professor of Civil Law

at the University of Zaragoza.

- Crivical perspectives on secrecy within public administration

Report presented by Mr. P. GERMER, Professor at the Universiuy
of Aarhus (Denmark); Co-Rapporteur: Dr. J. BERMEJO VERA, Professor of
Administrative Law at the University of Zaragoza.




- Commercial secrecy and information transparency;

Report presented by Mr. J. BUET, Professor at the University of

Paris V - René Descartes (France); Co-Rapporteur:
Dr. I. QUINTANA CARLQ, Professor of Commercial Law at the University
of Zaragoza.

~ Protecting information disclosed in confidence - towards a
harmonised approach to the legal rules governing professional secrecy;

Report presented by Mr. P. SIEGHART, barrister, Visiting
Professor at King’s College, University of London {lUnited Kingdom);
Co-Rapporteur: Dr. J. GIL CREWADES, Professor of Legal Philosophy at
the University of Zaragoza.

Following the presentation of the reports and discussions, the
general repert was given by HWr. M. RAMIREZ.

The participants adopted a final Declaration in which they
emphasised in particular that it would be extremely appropriate for
the Council of Evrope to comply with the wish expressed by ths
Parliamentary Assembly in Recommendation 1012 {1985} on the
hsrmonisation of the vules on professional secreey.

In addition, the participants believed that the work could be
of even greater interest if it vere to be undertaken in the context of
a more general analysis of the common principles - based on respect
for human rights and fundamental freedoms - and vhich would
necessarily inspire the regulation of information circulation in the
member States of the Council ¢f Europe.

The results of the Colloquy have been communicated to the
Committee of Ministers of the Council of Europe via their Buropean
Committee on Lzgal Co-operation (CDCJ). This volume contains the text
of the speech given by Hr. F.V., HONDIUS at the inaugural session, the
reports and notes submitted to the Colloguy as well as the final
Declaration adopted at the end of the Colloquy by the participants,
vhose names are also listed herein.




SPRECH
by

¥r. ¥rits ¥. BOWDIOS
Deputy Director of Legal Affairs
of the Council of Europe
representing the Secretary General of the Council of Europe

On the lst of January of this year, the Council of Europe
embarked on the implementation of its Third Hedium-Term Plan. This
Plan sets out the broad cbjectives to be achieved by co-operation
baiween cur 21 member States: safeguarding and davelopment of human
rights; reinforcement of sociszl cohesion, defence of democratic
society against destabilising factors such as terrorism and other
forms of violence, fostering the cultural values of this Continent,
including those which ve share with Eastern Europe, meeting the
challenge of the nev technologies, improving the guality of our
natural znd man-made environment.

Secretary General Oreja has underlined that these objectives
can only be reslised if we use the full political potential of Bureope.
loreover, achievement of these goals is not enough: “... those
concernad need to be avare of such action and the results, and for
this purpose an efficacious information policy will have 0 be worked
gut.®

Information is a central theme pervading all sectors of the
Council of Euvrope.

It is the subject of this Collequy.

On several occasions, the Commitiee of Ministers has
reaffirmed the member States’ common and fundamental beliafs regarding
information. Article 10 ¢f the Eurepean Human Rights Convention is
certainly the most comprehensive, definitive and binding statement of
the freedom of expression and information which; 1o my knowledge, is
the only human right with a specific rider: "regardless of frontiers®.

Our member Statzs have recognised that there are several
reasons for amplifying this right beyond the strict bounds of the
Convention. One reagon is that the Convention is enly a safety net
against abuse. Protection against abuse is not enough. There should
also be positive policies and laws enhancing and encouraging ths
fullest use of the freedom of information, taking into account the
manifold ways in which information is collected, stored and
communicated. This is why the Committee of Hinisters proposed, and
the member States adopted in 1981, a Data Protection Convention. This
is also why the Committee of Ministers will adopt, in the near future,
a Convention on transfrontier broadcasting.

I am sure that you agree with me that at this Colloquy,
devoted te the conflicting claims for access to information and the
protection of information received in confidence, ve should remind
ourselves of all existing texts which the Committee of Ministers or
other bodies within the Council of Europe have issued, in addition to
the Human Rights Convention. This Colloquy lasts only three days and
ve should not lose time by going once more over too familiar ground.
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Let me remind you that the Council of Europe’s.
standard~-setting work with regard to infermation has developed
in threes stages.

During the first stape, several instruments - treatiss and
recommendations - have tackled information aspects of other problems.
I could mention in this category, as a random example in the legal
field, our very useful Convention on Information on Foreign Lawv (19488)
or the Resclution on co-operation between Eurcpean law libraries
(1967},

A second stage opened about fifteen years ago when the
Commitiee of Ministers began addressing the more fundamental question
of the legal status of information as such. This interest in
information issues was raised by two developments: on the one hand
the revolution of information and communication technologies and on
the other hand the debate between countries in the western world, the
socialist countries and third world countries about the political
meaning of information, I shall leave agide here the mass media
issues. which have bscome so important that the Council of Europe has
opened a new chapter on this subject in the present Medium-Term Plan.

With regard to information issues vhich interest us here and
vhich we shall term, for brevity's sake, "administrative information",
the Council of Burope has noted that in the modern State public
authorities; as well as users in the private sector, ars veritzble
storehouses of informaticn, the handling of which deeply affects the
lives of individuals and the community as a whole.

It was for this reason that the Committes of Hinisters adopted
in 1977 Rescolution (77) 31 on the protection of the individual in
relation to ths acts of administrative authorities, in which it
advocated a right of access to administrative ianformation by zny
persons affected by an administrative act. Thresz years later; in
Recommendation ifo. R (80} 2, Ministers re-emphasised the principle of
individual zccess t{o information in connection with the exercise of
discretionary powers by & public authority, a2 field where the
individuasl is particularly vulnerablas.

The Committiee of Hinisters went a step further in 1281 vhen it
affirmed, in Recommendation No. R (81) 19, the basic right of accsss of
every person to information held by public authoritles irrespective of
vhether he or she can show a personal interast.

The third stage was reached on 29 April 1982 vhen the Committee
of HWinisters, at iis 70th Session, solemnly adopted the Declaration on
the Freedom of Expression and Information. This Declaration was very
timely because it arrived at a moment when the vwestern world was in
disarray about attacks made in certain international fora against the
freedom of information. The Declaration states; in positiva terms,
the fundamental beliefs and pelicies of our member States with regard
to informatioa. Information, and freedom of information, is essential
for the barmonious development of every human being, every group,
every nation and the international community. Hinisters expressed
inter alia their desire for "an open information policy in the public
sector; including access to information, in order te enhance the
individual’s understanding of. and his ability to discuss freely,
political, sccial, economic and cultural matters™. This Declaration
is important im particular because, in contrast to Conventions and
Recommendations which the Council of Europe zddresses to itszalf, this
text has been addressed to the world at lasrge.




-8 -

The overall progress achieved in this field and the
possibilities for veinforcing the right of access were reviewed in
Harch 1985 at the Buropean #inisterial Conference on Human Rights in
Vienna. In their Resolution Ne. 2 the Ministers asked once more that
attention be given “to access to information by the imdividual within
the framework of an open information pelicy”.

Later on during the same year, in November 1983, ihe question
of mccess to information was again reviewed from the point of view
of Article 10, at the 6th Colloquy on the European Human Rights
Convention in Seville. One rapporieur, Lord HeGregor, pointed cut
that in spite of the progress made in the field of access to official
documents and the vight of individuals to see and demand correcticn of
their records, we still have a long way to go. Even in Sweden, which
has more than two hundred years of tradition, the public still is not
very well avare of its information rights. The difficulties are
compounided by two factors: the staggering volume of information
{in France in one vear alone {1984} 327 laws, 1022 décrets
d’application, 340 other décrets and some ten thousand
circulars vere adoptad) and the lack of clarity, accuracy and
simplicity of the information.

Freedom of access is a good thing provided we can find our
way through ths forest in spite of the trees.

At this junction let us direct our attention for scme moments
eastward and contemplate “glasnost™, which is now rapidly earning a
place in information vocabulary. It is of course too early to say
vhether or not it simply is a passing fancy or, as many Soviet émigrés
state, a grand illusion. VWhatever it is, it merits attention because
it conveys something new. In our traditional appreach to information;
we emphasise the visual aspects: information is recorded on paper or
in computer memories, and is accessed, read, printed cut, published.
Glasnost derives from rOAQC , "voice™*, and could he roughly
translated as Yspeaking up“, “being outspoken®. This applies to the
citizens 2s much as to the administration.

Glasnost has sparked our imagination becausz ¢f a fortuiltous
resemblance to “glass" in English and other Germanic languages,
"glace™ in French. "Glass® conjures up a metaphor: sesing through,
transparency, sunsinine. When watching 2 “Son 2t Lumiére™ play in the
magnificent Cathedral of Strasbourg recently, light projected at night
through the stained glass vindows, I mused that the "glass" principle
implies that you can look through a window in two directiens: inside
to outside or outside to inside. So it is with information, which can
be looksd at from the vantage point of ihe individual cencerned or
the information user. In French "glace" adds yet another facet:
information stored should reflect, not distort, our truthful image.

But let me repeat, linguistically all this has little to do
with what Mr. Gorbachev understands by glasnost. He recently gave an
object lesson in glasnost by disappearing without explanation for
several veeks from public view, retreating intoc the secrecy, or as our
Spanish hosts so elegantly say “itimidad™ of his private life.

This brings us to the second theme of this Colloguy, ie
sacrecy, confidentiality, privacy and intimacy. Let me observe, first
of all, that s=crecy, which often has negative connotatioms, is also a
positive element in the system of values the Council of Burope stands
for. I shall mention three examples relating to our Organisation’s
three basic principles: democracy, human rights and Rule of Law.

# which, in turn, goes back to the Greek "glossa™ (tongue).
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In the field of democracy we believe in the principle of
secret voting. In the human rights field, private life, invioclabilirty
of the home, secrecy of correspondence are protacted as such. In the
fizld of the Rule of Law, the sacrecy c¢f the deliberations of courts
is respected in all member States.

One of the reasons vhy secrecy has attracted the attention of
poth the Parliamentary Assembly, which has addressed to the Commities
of Hinisters Recommendation 1012 (1985) on harmonisation of rules of
professional secrecy, and of the Committee of Hinisters itself is that
with the emergence af modern techniques of information handling,
information (including confidential information) tends mors and mors
to lead an existence of its own, separate from the persons who H
cellected the information. The classical example is the doctor. |
Formerly, vhen a patient went to see him, the family doctor would ;
scribble a fev lines on & card and lock it in his desk. Ko one else [
wvould have access to it. The doctor’s bad handvriting discouraged i
anyone from trying to decipher it. HNovadays, the patient reports o
a clinic. Even before he has seen any doctor the receptionist will
anter his name into the computer. Doctors, nurses and laboratories
add further data, which becomes from tha ocutset what has been called a
"depogited” or "shared secret®. Hedical specialisation, social
security and computerised book-keeping oblige the medical practitioner
to share his secrets, or parts thereof, with others, members or :
non-members of his professicn. i

Hence the need for “objective®™ rules of secrecy attached to ;
the information, addressed to whoever comes in touch with irv. ;

As for "subjective" rules attached to prefessionals who handle
informaticon given in confidence, it should be noted that in addition to
the traditional threesocme: cdoctor, lawyer, priest, there are many
other professionals to whom we may have to confide our sscrets in our i
private or work life. Hembers of ome such profession are right here |
in this room: our interpreters. Remember photographs of
President Reagan and Hr. CGorbachev having a "private corversation™?
Between them there iz always that third, indispenssble professional,
the interpreter.

Professional secrecy is the obligation on members of fiduciary
professions to maiatain a discreet silence with regard to confidential
communicstions received by them in the course of duty. For people who
turn for assistance 1o others beiter qualified than themselves,
assurance that their couafidentislity will not be betrayed is a
necessary condition for such reccurse.

The Parliamentary Assembly has observed in its Recommendation
1012 that the legislation in Europe varies widely both with regard to
the definiticon of the professions concerned, the natura of the
safeguards and the machinery for securing compliance with secrecy
rules. Tt has asked the Committes of Hinisters to recommend minimum
European standards for professional secrecy.

Before taking such a step, hovever, the Ccmmittee of Ministers
is very interested to hear the opinion of axperts.

This is wvhy ve are gathered hera today at the University of
Zarzgoza, which ¥ wigh to thank on behalf of the Council of EBurope for
its hospitality and for its impertant intellectuazl contribution (o
this 17th Colloquy cn Burcpean Law.
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s FUNCTIONAL APPROACH TO THE LEGAL RULES
GOVERNINC SECRECY AND OFPERNESS

Report presented by
Mr Herbert BURKERT,

Institute for Data Processing and Law
St. Augustin (Federal Republic of Germany)

1 Intreduction

Going through a catalogue of the works of Marcel DUCHAME you may
come across the picture of an object which resembles a spare part of some
old radio receiver. The object is called ‘With a Secret Noise’. ‘The artist
describad its creation as follows :

“This Ready-made is a ball of twine between two squares of
brass and before 1 finished it, Arensberg put something inside
the ball of twine, and never told me what it was, (... ). It wasa
sort of secret, and it makes a neise, so we call this Ready-made
with a secret noise, and listen to it. I will never know whether
it is a diamond or 2 coin®. ? '

With this object, DUCHAMP has tried tc transform an absiract notion,
describing a relation between persons or between persons and objects, into
something tangible, in this case even audible.

In z humbler and certainly less refined way, this essay, as an introduction
to a colloquy on comparative law, is also an attempt at rendering its subject
‘secrecy and openness’ more tangible. It seeks to explore the common ground
of the more detailed papers to follow, making some broad generalizations
with the scle excuse to stimulate discussicn. 1t attempls to examine some
of the social phenomena of, as a recent Canadian report® has put .it, ‘the
Open and the Shut’, before we come to a more detailed analysis of how
the varicus national legal orders reflect these phenomena. This approach is
obliged to an understanding of comparative law qualified oy LAMBERT 4as-
ta " dégager, dessous la diversité apparente des législations le fond commun
des nstitutions et des conceptions qui ¥ est latent.”

Such an understanding of comparative Jaw has to look for the social phe-
nomena of secrecy and openness, their functions in society, before legal rules
on these phenocmena may then be seen and compared as specific attempls
‘to distribute and control the distribution of information in society.

While such rules have, at least implicitly, always been part of the law,
they have to be seen taday in a different light: The activities, since al Jeast

*DUCHAMYP commenting on ‘Ready-made, Easter 916, New York', in SWEENEY,
1.J.: A Conversation with Marcel Duchamp, reprinied in: SCHWARZ 1969, 462; cf. 2lso:
LASCAULT 1984, 136G,

*HOUSE OF COMMORNS CANADA 1987

‘LAMBERT 1905.3)
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the seventies, of the Council of Europe 5 and of the OECD %, as well as in
a number of industrialized countries, to deal with the issues of access, free
flow and privacy protection, lead to a new awareness of the problems of such
distributions: They reflect the impact of information and cormrmunication
Lechnolog}'. on secrecy and opentess.

With these remarks the siructure of this essay on secrecy and openness
has already presented itself: we shall at first provide a brief ‘tour d’horizon’
of the social phenomena of secrecy and implicitly of its mirror image open-
ness, as both have been observed by various disciplines {2nd section). Hav-
ing thus dealt with the “secrets of secrecy™ we shall then try to identify
the specific role of law in relation to secrecy and openness (3rd section). In
a further step we shall ask “Why today?” and wry to find out how infor-
mation and communication technology is affecting these rules (4th section).
We shall conclude {Sth section} by tentatively introducing a third concept
on which, basic to secrecy and openness, law making may have to focus:
the concept of trust and jts role in an enviromment where direct comununi-
cation is increasingly being replaced by technically assisted and mediated
comnnication. ‘

In all these steps secrecy will receive, in tendency, more attention than
openness. ‘Secrecy’ and ‘openness’ are seen here as conscious individual and
organizational choices. As this essay is written 2t a time when it seems that
the choice for secrecy is under stronger pressure to legitimize itself [partly as
we shall duely see because of information technology), this essay reflects the
spirit of the time by focussing more strongly on secrecy than on openness.

Methodologically this paper takes a funcitonel approach: This implies
that we shall not content ourselves with restating the apparent arguments
for the legitimacy of either secrecy or transparency. Instead we try to go
one step further and ask about the role which these concepts play in the way
in which individuals and organizatjons seek tc master their envirenments.
This approach, however, should not be overestimated. It is an aftempt at

*Parliamentary Assembly of the Council of Europe, Recommendation 354 {1978} on
Access by the Public to Government Records and Freedom of Information; Cowndl of
Europe, Commitiee of Ministers, Recormmunendation B1{18) on thr Access to Information
held by Public Avthorities; European Convention for the Protection of Individuals with
Regard to Autematic Processing of Personal Data, 28 Jenuary 1931; Council of Europe,
Parliamentary Assembly, Recommunendation 1037 (1887) en Data Protection and Freedom
of Information.

*Orzanization for Fconoric Co-operation and Development, Guidelines on the Pro-
tection of Privacy znd Transhorder Flows of Personal Data 1280; Report on the Laws of
Access to Administrative Documents, Paris 1964,




comprehension rather than at explanation. * This paper should be seen
as providing a framework {among other possible frameworks) n which the
more detailed accounts on the various arcas of secrecy during this colloquy
might be placed. In all these efforts, however, being concerned with Jaw one
should recall; '

“Les subtilités du secret ne se laissent pas aisément mettre n
dquations et les juristes trouvent ici Fun de ces domnaines ot ils
peuvent craindre que guelque scientifique que soit leur démarche
le droit ne puisse se dire une science. Clest qu'il se trouve ict anx
prises avec la pate humaine la plus subtile, & la charniere entre
la vie sociale, qu'il prétend régir, et Vintimité des consciences,

qui Jui échappe.” ®

2 The Secreis of Secrecy

_“1 Various Obssrvations on Secracy

To come closer to the ubiguitous phenomena of secrecy and openness let
us examine the results of those who, from varicus viewpoints, have already
made these phenomena the object of their attempts at understanding and
let us look specificelly at the social sciences and their way of perceiving
secrecy and transparency. ”

It seems o be an inherently human capacity in communication to decide
on what to keep secret and what to disclose. This implies a definition of
secrecy which sees it as a situation of deliberate concealment, as a state
where something is ‘set aside’ (Latin: secernere}. 1% This definition directs
us to the findings of psychology and psychoanalysis:

11 should noi be concezled herr that, in spite of the attraction of functional analysis to
legal theory (¢f. e.y. LUHMANN 1972) ,such approaches have met with severe crilicisin
in the social sciences (cf. e.g. LUHMANN/HABERMAS 1971, MACIEIEWSKI 1973).
The need for such an approsch to secrzcy, however, has alrcady been stressed by TEFEFT
1980a, 451. and FERKAR!] 1981,811.

SGOUILLOUD 1934, 2058

?Perhaps one might even go one step fusther: Science and Arts and the Homanities (as
FLORICT/COMBALDIEY 14973,130 temarked with regard to history: ® Et cependant,
combien d'événements historiques n'ont &tés connus que par la révélation de secrets!”)
may be regarded as activitics to unveil the secrets of the world and our existence. But
this goes beyond the scope of our definition of secrecy as & mode of human communicetion.

19381k regard to definitions and ctymology: BOK 1954,6, LEVY 1976, 118; LE BOT
16384,2,




“Control over secrecy provides a safety valve for individuals
in the midst of communal life - some influence over transactions
between the world of personal experience and the world shared
with others, With no control over such exchanges, human beings

would be unable to exercise choice about their lives.” 1

Although not identical with privacy '?. secrecy. as the possibility to
choose, seems to be of fundamental importance to the mental well-heing.

So important does this capacity seem to be that its Jack, caused by
external or internal reasons, is regarded as a psychological anomaly:

“Tes névroses classiques et leurs versions modernes peuvent
éire considérdes (...} comme des incapacités psychosociales de
te qu'une personne a eu A maintenir a Pécart d’avires person-
nes et souvent aunssi d"elie ménd...) certains désirs, pulsions,
impulsions, mobiles, sentiments, pensées, comportements.” 13

This cbservation leads us two steps further. First, while this observation
includes the secret unknown te its bearer, an element of secrecy which we
have deliberately excluded by our definitions and which seems to be the main
interest of psychoanalysis 1%, it points to the fact thal secrecy describes a.
social relationship. Second, it implies that not only its lack but also its
excess may lead to anomalies.

This ambivalence !* and the social dynamism displayed in these phe-
notriena have attracted the attention of further disciplines. Ethnology, the
discipline which is concerned with the understanding of societies different
from ours, to arrive, through difference, at common dencininators, has been
among the most active to explore secrecy, perhaps because it has se heav-
ily to rely on secrets being disclosed to ethnologists. 16 Their descriptions
also recall how deeply secrecy has been connected to the sacred ', the ar-
cane. Tabeos, secret oaths, secret initiation rites, secret knowledge creste
associations which are still with us in owr more profane uses of the words
‘sectecy’ and ‘secret’. These associaticns often connect the secret to the evil,

MBOK 1984,20, swrnming up the findings of these disciplines.

LDecfined by BOK 1984,18 as “the condilion of of belng pratected from unwanted zccess
by others™,

BiARGOLIS 1976, 336/337

“YCIRARD 1876

HBOUTANG 1571, 128

HIEMPLINT 1984, 202¢

'BOK 1984, &
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a combination which, as we shall see later on, still veils the legitimation pro-
cesses of secreev. In our societies the old myths from cur cultural heritage
are still with us: Prometheus robbed the Gods of iheir secret on how to
make fire. The Gods answered by donating another secret te the brother of
Prornetheus, Ephmetheus, : Pandora’s Box. '

How strongly the crucial choice between secrecy and openness has always
occupied the human mind is also shown by its being one of the main topot
of classical and not so classical literarure. The secret mnay be secret love as
in the Tristan mmotive or, more civilized, secret marriage, a famous element,
as it seems. of 17th century Spanish drama. % Is there perhaps even 2
relationship, as a recent review in the Times Literary Supplement ** seemed
to insinuate, between the obsession of the English reading public with spy~
novels and the Official Secrets Act? 2°

Sociologists have taken a more matter of fact approach: among the first
and still the classical approach is the one by SINMMEL *! who set out io
rationalize these phenomena: “(...) secrecy is not in immediate interde-
pendence with evil but evil with secrecy™, because with our opportunity to
choose most lkely we shall choose to hide what owr environment tends to
look vpon as negative, Yet, this associative enviromment of secreey contains
another element “which will be of interest again when we look more closely
into administrative secrecy: “Qut of this secrecy which throws a shadow over
all that is deep and significant, grows the logically fallacious, but typical,
error, that everything secret is sormething essential and significant.” %

But how is the very function of this multi-associative phenomenon seen
by sociologists? Quite simply as a commanunication toel which serves purposes

e, FRENZEL 31980, 4631

'*Nicholas HILEY, Lifting the Lid, in : TLS May 22, 1887

203¢ would be challenging to gernerslize on this perhaps not totally serious assamptien:
Is there a correlation between the eirculation of such literature (and tnovies) and the
{however. quaniifiable - this is vet another subject for research) status of administrative
secrecy in a given country?

HSIMMEL 1806

ISIMMEL 1506,265; of. also LAUNAY 1986, quoting Sir Edward GREY: “Un mi-

nistre harcel€ par les travaux administratifs d’vn grand service public, doit &tre souvent

étonné d'epprendee des plans soignousement élabarés, les mnotifs prolonds <t sccrets que
ses critiques ou ses admiratenzs lui attribuent. Les spectatewrs, exempts de toute respon-
sabilité, ant It témps d'invenser <t is attribucnt aux ministres bien des choses que les
ministres n'ont pas eu ¢ temps d'inventez, quand hien méme ils seralent asscz intelligents
pour le faire.,” Looking at some results of investigative jowrnalism which lives so much
from wecess laws one tends, however, to wonder at timnes whether Sir Edward's observation
is not indeed, perhaps because of larger stafl today, a bit outdated?




bevond mere conumunication: “Secrecy, however varied its manifestation, is
siraply a social resource (or adapiive strategy) used by individuals 1o attain
certain ends in the course of social interaction.”*® From this perspeciive
the delibgrate chioice to conununicate information as secrels is an important
element for the creation of social relations which go beyond one-tp-one re-
Jations, because surh communication presupposes the existence of a third
party. “Le jeu du secret et le jeu du tiers inclus-exclu: aunesi le nomhre
cancnigue des joucurs est-il de trois et la typologie du secret, celle d™un
triangle mais dont un des sonunets serait hors du champ o son schéma
est tracé.” *? Secrets therefore have also to be seen as a solder of social
relationships and as a constructive element for the generating processes of
organizations. > The choice between secrecy and openness as communica-
tion modes co-determines identity vis-2-vis a not yet organized environment
and within organizations.

T'wo qualities of secrecy and openness, on the individual as well as on the
ocrganizational level, deserve closer attention: the social dynamism which is
inherent in the choice and its relationship to power.

2.2 The Dynamics of Secrecy

Each secret shared creates insiders and outsiders. The insider sees the secret
both as a distinction and a burden. It creates the nrge to make its inherent
power felt to the outsider., The moment of greatest pleasure to be derived
from this power transferred is the moment of revelation to the cutsider. Toe
the outsider on the other hand, if the seerst is at least known as a3 secret,
i.e. as a meta-information on some unknown informailion, the secret is both
a neglection of a social relationship and a challenge, a challenge which urges
the outsider to reveal the secret.

Seo secrecy contains not only comstructive but also destructive elements.
It invites to be revealed, it creates the urge to be discovered. In order to
master its disruptive potentials additional mechanisms seem te be needed.
One such mechanism is to recall the connections between secrecy and the
arcane [as in oaths of secrecy). Such a mechanism, however, may by itself
develop a new dynamies leading in turn to a deterioration of the social func-
tion of secreey: Its ritual framework may evolve to an extent which renders
the information to be protected to be almost of secondary importance,

BPEFFT 1080, 35
T ARIN 1984, 64
¥ Cf. NEDELMANN 1985, 44f,




2.3 Secrecy and Power

Besides this dynamics it is obvious that we are faced with mechanisins of
social power:

A social relationship is created in which influence is exerted and which
itself contributes to exerring influence on the sutside.

Secrecy, however, is only a specific way in which power may be created,
meaintained or transferred. *®. X is specific, because of this double and
synchronized effect on the inside as well as on the outside of social groups:
The creation of a communication mode ‘secrecy’ prescribes to the receiver
of information the way in which the information to be commaunicated should
be handled. Whoever sets this mode influences {and thus has power on) the
future handling of this information. This demands submission on the part
of the receiver. This submission is compensated by a connotatlive meaning:
not only has the comumunication mode been set, but by setting the mode
vther elements of power have also been transnutted: there is an invitation
’tc beleng’ to the sender and to share in all the other sender’s resources of
power. _

*Secrecy” is thus a meta-information not enly on how information is to
be handled but that power is shared in a more general way hetween the
corunuuicaters. The information, the secret, itself is then used o exert
influence on the outside because the knowledge about it is limited. Net
knowledge as such, to use a famous guotation, seems to be power, but ex-
clusive knowledge. Because of this exclusivity those who have the secret
can act according to their own time scale, they have the opportunity to act
according to their own timing. They can waif till ‘thme is ripe’, till the
conditions have changed in the environment so that whatever they intend
they have a better chance to put their intentions into reality. They can also
use the elernent of surprise.

But this is a precarious advantage becazuse it is time dependent.
Exclusivity may decay, but also the utility of the information may disappear
because it may no longer be relevant, This, by the way, implies that seeret
information only provides power with regard to the outside, if it is not enly
secret but also relevant. Se not only must the knowledge be exclusive to ‘be’
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*%As a reviewer {Judith Williamson} remarked on several films {yet another culinral
medium in which secrets play an important role} 'unveiling’ state power {in the New
Statesman's arts column of 29 May 1987): “Power is a difhcult thing to visualize. Partly
because it is mot, in fact, a thing but an opezration, = relationship; very hard to ‘sec’,
though certaindy felt, its invisibility is casly confused with secrecy.”

*"CI SIEVERS 1974




power, it also must be relevant. Its internal power effects, however, seem
not to be as dependent on relevance provided that the irrelevance does not
reach a degree at which it destroys the symbolic meaning of trustful sharing.

2.4 The Functions of Secrecy’

R =

social power we arrive at the following assumptions with regard to the social
functions of sccrecy:

Differentiating these general observations according to the variouns levels of

¢ For the individual, for the process of individualization itself, the possi-
‘bility to choose between secrecy and openness in cornrnunicating with
the outside seems to be an anthropological necessity. The way in which
the individual masters these choices co-deterrines the individual’s ca-
pacity to establish social relationships.

» To social groups secrecy provides

~— an internal binding force over their members, helping to maintain
group coherence, and

— an external defence mechanism against such outside influences,
which seek to erode the cohesion of the organizational entity.
It becomes a shield which allows to optimize, also for agressive
purposes, internal decision making processes in order to gain at
least time and to be able to profit from the element of surprise.

z There are strong internal and external forces which endanger the choice
made between sectecy and openness, In reaction to these forces both
the individual and the social group affected may be led to an excess
or a lack of secrecy.

~ To the individual, a lack of secrecy may render individuality and
personal identity impossible to achieve, whereas an excess of se-
crecy will cut off the individual from his social environment.

~ To organizations, a lack of secrecy makes them vuinerable to ex-
ternal forces which may endanger their very existence. Excess of
secrecy may lead to a lack of readjustments to cutside changes,
may render control and conununication impessible, may decrease
their capacity to discern the outside environment, to make inter-
nal adjustments and may generally stifle internal decision making
processes.
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Because of jis relation to social power and because of its mherent dy-
namism and its general ambivalence which continuously endanger its exis-
tence, secrecy and the alternate cheice for openness need social stabilization.
Where the arcane can no longer {fulfil this task, a more rational ipstrument
is called to duty: law.

3 The BRoie of Law

This leads us to the role of lJaw which, in cur understanding, seeks to stabilize
scocial relations by formalization and institutionalization.

Formalization means establishing (usually written) rules and procedures
for social conflicts, in this context over secrecy and cpenness, which not
only help to decide such conflicts but make their ovtcome predicteble In a
way that a stable expectation with regard to the consequences of the use of
sacrecy and openness is created. Institutionalization, in this context, is the
condensation of such rules and precedures in recognizable organizational
units which are less time dependent and have assigned functions in the
decision making or decision control relating to secrecy and iransparency. =

Tt shonld be noted jn parenthesis that these institutionalizations of se-
crecy ase not to be confounded with more general institutionalization pro-
cesses in which secrecy plays & part, e.g. the evolution of courts P

Courts which were faced with counteracting forces tried to increase their
powsr by acting in secret, particularly in an environment which was hostile
to them, either because the prevailing social forces were following a different
concept of law, or because law enforcement was too particularized or gen-
erally ineffective. Courts still try to defend their decision making processes
against undue influences by conduciing certain procedures.in camera and
by guarding their ‘secret of deliberation’. ®® Even the very process of law
making has remained secret for a long time and still very eften is, at least
in its initial phases.

31 practice, such bodies may ¢.g. be involved in classification processes; they may me-
diate information demands befween individuals and erganizations or among organizations.

¥ Cf. SCHERER 1979, 5.

30 The sceret of deliberation scems 1o serve various purposes: It saves the court from
outside pressure, in particular if its members are tzken from the general public; it serves
the participants from fulure retaliations (FLORIOT/COMBALDIEU 1973,176). It is a
counter balance sgaiust the opempess of the procedure as sach. Even during the French
Revolution one realized quickly after legislating the openness of the deliberation in 1791
what kind of disadvantages would follow. Thus the law was quickly ckanged (FLO-
RIQOT/COMBALDIEU 1973, 178); of. also RAYNAUD 1874, T12f, '




_.19_

Reiurning to the specific functions of law with regard {o secrecy and
transparency we observe a wide choice of methods available to law to mas-
ter the dynamism and to check on the power implications of secrecy. It can
choose to encourage, strengthen or defend secrecy or openness, direction
and intensity depending on the strength of the social forces to be assisted
or resisted. The most intensive (not necessarily always the most effective)
way is the use of penal law with regard to disclosure or concealment. The
thoice may also be influenced by providing or withholding legal remedies,
while the actual choice whether action will be taken is left to the inter-
ested parties (e.g.certain mechanisms of ¢ivil law in the context of contract
law}. In the specific environment of administrative systems (which we shall
examine more closely below: 3.3) a ‘decision space’ of discretion may be de-
fined, or the exact procedures with regard to information ex‘changes may be
prescribed. Furthermore, the approach to ensure adequate choices may be
direct or indirect. As we shall see, when exarnining the functional changes
of secrecy and transparency in the era of information and communication
technology {below 4.} tegether with the functional changes law had under-
gone by then, indireet methods seem to gain a rising importance: the choice
between secrecy and openness may ¢.g. be influenced by either providing or
withholding gratifications. :

Whatever means the law chocses, the prescription by law alleviates the
burden of individual and case by case decision making. It provides, or at
least seems to provide, individuals and organizations with clear options. But
as we shall see, the complexity of the decisions to be taken, because of the
inherent social dynamics of secrecy and openness, is leading to a differen-
tiation precess in law which in turn gquestions its ability to provide stable
expectations. This seems to be mainly due to the strong context dependency
of all matters relating to information handling. This context dependency
will furn out to be one of the most difficult tasks for law: the closer fo
cenitext law operates the less it can fulfil its task of generol stabilization.
To come closer to the various contexts and their impact we have chosen
three areas of secrecy for a more or less summary inspection: preofessional;
commercial and administrative secrecy. :

The examination of these three areas should be regarded as providing
additional comments to their more detailed expositions during the colloguy
which will certainly add other perspectives.




.1 Professional Secrecy

3
The first set of secrets which is of interest ¢to us is professional secrecy. Here,
all the dimension of secrecy are at play: the individual establishing a bend
with the professional, the professionals establishing a bond among them-
selves, the exclusion of interested third parties may, they be other interested
individuals, organi sations or state authorities, the dependency of the client,
the powsr of the profession, The information handling rules governing these
relationships have long been solely guaranteed by internal codes. The slow
transformation from a morally oriented concept into formal legal rules {e.g.
intc penal law} is reflected e.g. in the motivation for section 378 of ths
French Penal Code:

" Cette disposition est nouvelle dans nos lois, (...} il serait
4 désirer que la délicatesse la rendit inutile, mais combien ne
voit-on pas de personnes dépositaires des secrets dus & leur état,
sacrifier leur devoir & la causticité, se jouer des secrets les plus
graves, alimenter la malignité par les révélations indécentes, des
anectodes scan.daleuses.” ¥

Its legal recognition was in part a recognition of other social powers, the
confessional secret e.g. a recognition of the power of the Church, i.e. in as
far as this power was accepted, 32 :

The forinalization of the professional secret was not only an acceptance of
the prevailing powers of the professionals {they were the group which helped
to build the liberal state *), but there has also been a rational functicnal ele-
ment in the recognition of professional secrecy. A rationalapproach to public
health e.g. seemed to imply the need of a protected relationship between the
patient and the doctor 10 create conditions for an optimal information fiow.
But because of the internal power relationship secrecy creates, as we have

*! Quoted from FLORIQT/COMBALDIEU 1973,1%.

**This was, howcver, aot the case everywhere: In 1794 the ‘Preussisches Allgomcines
Landrecht’, ove of the large German codification eflorts, regulated - Part II, Title IX,
80-22 -that the seal of the seeret confession had to be brokes if e.g. disadvantages for the
slate were to be feared. Cf. WIEBEL 1970, 79. This was one solution to the classical
question created by this specific form of professional secrecy: What was the duty of
the priest if the preparation of an sssassination on the monarch was revealed 2o him?
Cf. FLORIOT/COMBALDIEV 1973,14. In general it seemus that as much as religious
crganizations refrained from indervening in ‘public aflalrs” and concentrated on their tasks
of the *care for the souls’ then the more casily they could obtain the privilege of professional
scexecy. Cf. WIEBEL op. cit.

**CL GLEIZAL 198), 97s,
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seen, this relationship had not only to be protected against the outside, but
also against disruption from the inside: the patient who revealed a secret to
the dector needed to be protected against the doctor as well. So regunlation
of professional secreey is not only an attempt at securing the pesition of
the professionals but also the position of the client. This multirelational
function teads to sometimes complicated and not always homogeneous reg-
ulative techniques which again stress the differentiation problemns of law in
this field:

In an environment where for other reasons there is a legal demand on
openness professional secrecy is protected against this demand: in criminal
procedure, a procednre slowly opened to public scrutiny to avoid miscar-
riages of justice, a doctor may e.g. withhold information. But in an envi-
ronment where there are no specific legal demands on openness but where
there may be potent social forees driving at revelation the legal regulations
demand secrecy. There is no exact symmetrical relationship between these
two sets of regnlations: Secrets are allowed to be kept where otherwise there
would have to be openness but they nesd noi be kept in such cases. On the
other hand where there are no such rules on openness, secrets have fo be
kept, a rule usually enforced by provisions of criminal law backed by the
threat of becoming professionally ostracized. This already implies a specific
relationship between secrecy and openness, at least in the fleld of profes-
sional secrecy: Where there are legal rules of openuess, usually wrought
from secrecy {as with regard to the principal openness of court procedures,
a gain from the revolutions of the 18th century), this openness is the ruje
and (professional) secrecy is {an accepted) exemption. This is already an
indicator of the different social esteem openness has slowly gained during
the historical development processes of our current societies and which will
find our atiention again {against the background of mformatwn and com-
munication technology) in section 4 below,

Professional secrecy, as accepted as it may seem, has, however, never
been uncontested as to its actual extensions. Several problems have arisen
here:

Professional secrecy has its specific traps, notably how to define the
borderline between the status as a member of the profession and a social
status of a more general nature which has lead to the exchange of confidential
information. e.g.: What if a doctor receives information as a friend of the
family? 3* Professional secrecy alss becomes a problem, in particnlar in

HFLORIOT/COMBALLDIEY 1273,696.
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court procedure, when a member of the profession has to act as an expert
witness, often without the consent of the person examined. *°

So, protecting the specific relationship between the *professional’ and the
person relying on the proiessional, provided in the Interest of social values,
may collide with other rules which protect the same values by, however, using
opposite means: openness. It is this confiict, that secracy and openness set
out to protect the same values, which we shall come across again and again.
Such conflicts are very aften unsolvable by strict legal rules. in the sense
that whatever decision is taken, s value is compromized. Law in such cases
may reflect the social understanding of which decision should be taken, and
may thus serve to take some burden from the decision maker who is in
this undecidable sitwation. But it can only remove some burden. Although
unburdened from legal consequences the decision maker may still have to face
the views of the pears of the profession, the disappoiniment (to put it mildly)
of the client and condrontations with his own conscience. The sifuation
is even more unfortunate becanse it may easily happen, in the piecemeal
approach to legislation in our times, where ‘grand’ codifications seemn very
difficult {o"be achieved, that a lack of legal unity and comprehensiveness
occurs. The decision maker may then be faced with contradictory legal
demands. The Jeast law can do in such cases is to leave the choice to the
decision maker’s own conscience. “En droit et en €quité la loi doit laisser &
chacun et dans chaque cas particulier le soin de prendre une décision dans
le secret de sa conscience.” 3 Here again the limits of stabilization by
formalization through law become clearly visible. In view of these lumits
sceial systems seem ito be able to develop aliernative yet equifunctional
mechanisms. In this case the decision making may be taken out of the
rigid framework of law and transferred to internal group decision making
processes {e.g. among the merabers of ethical comumniftees), with law mainly
prescribing (at most) such a iransfer. Law withdraws to procedure to avoid
dysfunctionality, *7

¥PLORIOT/COMBALDIEU 1973,75. Other conflicts have croded this arca of secrecy
as well, How can child abusc be deall with effectively, if Lhe doctor treating such cases is
bound by sccreey (FLORIOT/COMBALDIEU 1973,91)7 How can {uture eriminal gets in
other fields be prevented (FLORIOT/COMBALDIEU }973.1’31}?‘

¥PLCRIOT/COMBALDIEL 1673,149

3"The dysfunciions can aiready be obscrved: The revival of the ethical discussion of
mformation handling, <f. ¢g. BURKERT 1686, can be understicod us a distrust in the
integrative function of law, With regard to this general tendency of withdrawal: ELY
1980,




With the increase of social complexity and organizaiion other problems
are facing professional secrecy. Socio-econamic changes have e.g. led to an
internal expansion of the traditional professions. The provision of health
services e.g. (but also of advisory services coming close to legal services as
e.g. in social work) can no longer be managed solely by individuals but has
become the task of larger “services’. ** Not all of the personnel of such
services is totally bound by the traditions of the profession. This poses a
double threat to the function of secrecy: if the legal protection of secrecy
relies on conditions formulated too restrictively. large parts of the personnel
(and their clients) may be left without protection. But they may alsc feel to
he less bound by the internal professionally enforced traditions of secrecy.

Furthermnore there is a tendency to extend rules of secrecy to new areas.
‘WNew' professions where the protection of the confidential relationship is of
equal importance as in the ‘old’ professions {very crucial e.g. for the media}
demand the protection of their secrets,®®

These changes in the functions of the professions have to be ‘revisited’ in
the environment of the new technologies and of the amalgamation between
some of the professional services and the administrative system. We shall
take up the thread in section 4 below.

3.2 Commercial Secrecy

Whereas law protects professional communication processes because of the
social importance attributed to such communications, the same task, at first
glance, sesms to prevail with regard to commercial secreis. Production pre-
cesses in a competitive and therefore in tendency hostile environinent rely
on group cohesion, in particular when these groups increase with the com-
plication of production processes: the relationship between those who plan
and those who create, between those who develop and these who exploit,
etc. have Lo be stabilized . There are also secial and not only individual
interests at stake. If progress should continue, it must be ensured that those
who contribute can proft. :

But it is this orientaticn towards property which at a second glance
makes the role of law not so much a protection of information relations but

*With regard te the problems arising in hospitals : FLORIOT/COMBALDIEU
19%3,684F.

*Some even argue that such enlsrgernents have almost become a question of siyle; they
have become status symbols of the new professions (cf. e.g- FLORIOT/COMBALDIEY
1973,24).




- 24 -

of information contents. Indeed this relation to property is one of the main
sources of legitimacy for commercial secrets. *°

Not the secondary beneficial effects of a communication relationship seem
to be at stake (as it had been between the doctor and the patient for the sake
of public health) but rather the value of a menta) or physical object which
is to be guarded (an idea, a formula, a process. a construction, a machine}:

Apart from the argument for trade secrets “concerned with the Lockean
view of property” !, there are two moral Jegitimations brought forward: One
connects communercial secrets closely to the role of persoaal secrecy which we
have described above when revealing the secrets of secrecy {above 2.). This
notion. however, is difficult to extend to collective antonomy. AS the IN-
STITUTE OF LAW RESEARCH expressed it “ (...) such a claim might
be legitimate for an individual, but is it true for Coca Cola?" 4 The
other moral argunent is based on business ethics, re-introduces the rela-
tionship concept and certainly plays its role in attempts Lo legally protect
commercial secrecy with the use of contract law or equity oriented concepts
of confidentiality.

More forceful arguments, because they operate absolutely and not just
within specific relationships, focus on the economic implications of the pro-
tection of secrecy, This functional assessment of commercial secrecy goes
back to the period of mercantilism. Especially, however, during industrial-
ization trade and commercial secrats received legal protection by law’s most
expressive tool : criminal Jaw. Interestingly encugh this development was
not uncontested. At least the liberal siate reccgnized the importance of
vihat later was to be called the free flow of economic information for its
inherent concept of self regulating markets and free competition.*® H inven-
tors of products or processes and traders were allowed to keep their secrets
indiscriminately, technological and economic development would be ham-
pered and no optimal prices could be reached in the market. The problem
therefore was to arrive ai an adeguate balance which would still rake it
worthwhile to develop new products and processes but would also keep the
general economic development in mind. This was the rationale of patent
law and related legislation. But this could also be observed in the restric-
tive approach io the protection of trade secrets which, if at all protected,

°0f. with regard to the following INSTITUTE OF LAW RESEARCI 1986, 105 fi.

SUNSTITUTE OF LAW RESEARCH 1986, 105

“INSTITUTE OF LAW RESEARCH 1986, 108, Incidently this remark reminds us
very much of the data protection debate in relation to the protection of legal persons.

Yt OEHLER 1981, DI RUZZA 1951, 1291




were at least in the beginning mainly protected against {oreigners, This
restrictiveness can still be seen in notions of trade secrets of today, when it
is demanded that an effort by the entreprenenr to keep the secret has to be
shown.

The real challenges, however, are posed to the functionality of protecting
cornmereial secrets by law and crimninal law in particular, when the social
climate favours communication. We shall reexamnine these impacts when
looking at the role of law in the age of tomwmunication and information
technolugy (see below 4.2).

3.3 Adminisirative Secrecy

The area’ where the notion of secrecy survived the longest, received the
earliest and the most persistent legal protection is administrative secrecy,
although apparently in some countries there must have been some rather
lenient practices, recalling De Tocqueville’s remark in ‘On Democracy in
America’: *I have iy my papers original documents which I have received as
answers to some of my questions”, this being a very early example of access
to administrative documents.

The functional importance of secrecy in organizations performing po-
litical and public functions, the way we define administrative secrecy here,
cannot be grasped sufficiently, if one does not realize its inherent utility.
It is too limited & perspective if one relates secrecy in the public process
directly to an inherent malevolent intention of organizations to cover up.
(We recall here SIMMEL’s remark on secrecy and the evil.) If this were the
case secrecy could very easily be discredited in total and would have had
far more difficulties even only to be accepted as an occasional exemption to
desired public izansparence. '

Secrecy regulations in relation te administrative functions work as an
enormous facilitater for the decision making process. Recalling cur obser-
vations on the general functions of secrecy for organizations we might state
with regard to the secrecy of administrative decision making processes:

¢ Secrecy creates, by its social dimension {see above 2.}, a group of
corornon coherent nnderstanding even if only the understanding that
one shares “a pledge to secrecy”. This group feeling is not to be
underestimated since it contributes considerably to a ‘team spirit’,
especially if such a group is working in a hostile environment.

s Secrecy, with regard to such groups, facilitates discussion processes by




de-formalizing such processes. What is meant with this observation
may briefly be illustrated by everyday experience from group discirs-
sions: In such discussions, in particular in the context of planning, one :
often uses the ‘brainstorming’ technique. This technique is a formal
de-formalization of discussion allowing for a given period of time all

inputs without any internal or external censorship. None of the par-

ticipants has to filter his own discussion input any longer: informal

reasoning, associative comments, emotional contributions are atlowed,

broadening the scope of material which then can be used for the de-

cision making process. This enlargement, however, is only possible, if

the participants are freed from the danger to be confronted with incon-

sistencies to previeus positions taken, from loyalties they are supposed

ta uphold, and frem future responsibilities.

In such & comtext secrecy may even lead to an improvement of the
quality of the decisions reached since the range from which information
and arguments are taken has been enlarged.

« Secrecy of the decision making process of administrative and political
bodies has a symbolic value. The pressure on the political and admin-
istrative system to bring order into the world of disorder, to create a
coherent and sufficiently stable framework for orientation is, even In
demecratic systems, not to be underestimated. To answer this need
the symbol of consensus among the guiding but alse of their apparent
neutrality ! has to be maintained. It is a symbol because, as we have
just seen, apart from the general difficulties to arrive at consensus,
the use of secrecy is a shield behind which dissent is invited for the
sake of produciivity. In order to allow for this dissent in an enviren-
ment which requires external consensus, symbolic consensus bas to be
created with the help of secrecy. *° '

¢ Secrecy allows administrative systems to influence their environment i
according to their own timing. *¢ The administrative system gains |
a competitive advantage with regard to other systems seeking to in- :
fluence the environment as well. The administrative system can use
the element of surprise or choose to wait for an opportunity when the

#CE COUETOUX 1981, 35

1t may be noted here already that there scems to be a relation between administrative
openacss and the capacity of a sociely to live with {visible} dissent.

*Cf. SIEVERS 1974, 361




envirenment is particularly receptive to the decision to be taken. Thos
the probability of successful influence increases.

These functional advantages relate to the secrecy of the decision making
process. As we shall see in the course of the colloguy such functions are e.g.
reflected in regulations applying to cabinet documents, economic and mone-
tary decisions, internal drafts, advice to ministers, decisions on governinent
tenders ete.

These functions lose their normative power once the decision has been
reached and made public. Consequently, as we shall see later in the colloquy
in more detail, some legislators on administrative secrecy demand that the
decision making process is revealed once the decision has been made public.
Other regulations on the other hand still value the symbolic importance of
consent (in view of the necessity that such bodies will have to coutinue to
make decisions) and postpone openness to history, regulating access in their
archive laws.

But there are not cnly decision making related functions of adininistra-
tive secrecy. Administrative systems have also to rely on the existence of
input channels and on the quality of information entering these channels.
Such channels are very often difficult to establish because those giving in-
formation may fear negative reactions from their environments. When such
information channels are established by law, very often secrecy bas to be
offered at the same time as an Insurance against such risks. Information
requirernents in the context of environmental or consuiner protection would
be endangered, in a generally competitive environment, witheut such as-
surance., In such a context the administration is very often seen only as a
*trustee’ of information still ‘owned’ (2 concept which we are familiar with
from owr comments on comnercial secrecy) by the information provider.

The protection of information channels is particularly important with
regard to the relations between the individual citizen and public admin-
istration. The proteciion of personal secrecy becornes a condition for the
transfer of personal information. Tax secrecy, statistical secrecy (with the
additional safeguard of anonyrnity), the protection of the ‘informer’ in the
context of law enforcement are examples of ensuring information flow with
the help of administrative secrecy.

We have, however, not yet answered the guestion of the role of law in
this context. First of all, with the increasing rationalization of administra-
tive processes, any action by public administration, including its information
handling processes, has to be formalized by legal regulations. Secondly, az-
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cording to general pressures on secrecy, described in section 2 above, admin.
istrative secrecy has to be stabilized by formal rules and institutionalization.

However, when the formally *self-evident’ becomes formalized and insti-
tutionalized, self-evidence is not only strengthened, but also, according to
the inherent paradoxon of this process, weakened: ' ‘

Once you move {romn the obvious teo the formally stated you have to admit
that the ebvious is not as obvious as it seemed. In order to legitimuize you
have to give reasons. Reasons are, again at least in the democratic systems
of our time, open to discourse, Administrative secrecy, al least till recently,
has been relatively robust, in imost countries, to such debates.

It is, however, apparent that the functionality of administrative secrecy
as described above has inherent contradictions resulting from the social dy-
namics of secrecy. Every {unctionality carries with it the source of its dys-
functionality:

In decision making processes, protected by secrecy, group eoherence may
break up, if dissent is continuously covered under the veil of secrecy. Deci-
sion making under secrecy may become deformalized to an extend where it
is totally deformed. The symbolic value of consent may turn into a ‘myth’ {o
be ridiculed. The competitive advantage provided by secrecy may be used
beyond the limits of powers granted. The amount of information, available
for decision making, may decrease and ifs quality deteriorate, if, because of
secrecy, decisions become unprediciable. Outside control may become m-
possible. The latter effect which, at a first glance, may give the admmnisira-
tion mmore maneuvering space, may also reduce its own opportunities because
its own dependence on the quality and accuracy of information provided by
“interested parties’ increases (an effect to be observed e.g. in environmental
protection). Finally, its time dependence makes secrecy a tool of relative
value: “La trahison t'est une question du temps”™ {Talleyrand).

These inherent possibilities of dysfunction again increase the need for
legal regulations which seek to formalize the unstable balance between the
functionality and dysfunctionality of secrecy.

It is against the background of the empirical evidence of the dysfunction
of administrative secrecy 47 that concepts are encouraged which entitle in
particular the individual to openness of the adminjstration, at least as far as
the individual is directly concerned, since secrecy in this contexti is mainly
perceived as a delense mechanism which legitimately should only be nsed by
the less powerful. Because of the inherent and fundamental value perceived

“'Cf. TEFFT 1950a, 67
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to rest in the possibility of choice between openness and secrecy, the individ-
ual 15 entitled to personal secrecy, to administrative secrecy whenever this
personal secrecy might be compromized by the adininistration and te pub-
lic openness whenever (or even before ever) administrative secrecy becomes
dysfunctional to the individual {as citizen). :

Consequently all administrative systems, again in democratic environ-
ments, under the {fundamental challengeé of accountability and under the
basic assumptions of ‘borrowed’ public power, are bound by regulative sys-
tems, of various appearances, which seek to balance secrecy and openness.
In most systerns, in particular the symbolic value of consensus, still has a
{fortning irnpact. This impact, however, is deteriorating. none the least under
the influence of inforration and commununication technology which makes the
general public more conscious of the various ways of information handling
and the inherent difficulties of decision making. The effects of this process
will be subject to a more specific analysis below {(4.3).

3.4 Summary

The inherent dynarnies and the power implications of secrecy and openness
put special burdens on }aw seeking to formalize and stabilize social choices
in general. A wide variety of technigues is used to capture the dialectical
tension between secrecy and openness. Looking closer at the techniques in
specific contexts three types of legal concepts may be perceived ¥ :

# In professional secrecy it is the relationship concept which pravails, pro-
tecting & communication relationship the existence of which is deemned
to be beneficiary for society as a whole.

& With regard to commercial secrets it is the property approach which
still prevails; an infermation object is protected against further ex-
changes.

» Finally in administrative secrecy , we find both approaches and yet &
third as far as the sphere of the administzative secret expands into the
sphere of the personal secret: the entitlement approach which is also
predominant in the human rights discussion of secrecy and openness.

Because of this tontext dependency, and the power relatioms af stake,
law has to become highly differentiated to master the different contexts, the

*Cf. INSTITUTE OF LAW RESEARCH 1986, 1371l
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multi-relations involved (e.g. client:profession:state; exclusive economic in-
centives:competitive market economy; functions and dysfunction of public
administrative concealment). This complexity may in turn lead to a general
dysfunction of law in this field: if legal regulations on openness and secrecy
become too differentiated and too casuistic, the predictability function of
law suffers. 1t can no longer bring order, it only describes disorder. This
approaching dysfunction of law caused by its refinement is a generally ob-
served process not only in the area of information handling. It is the result
of a general paradoxon of the structuring function of law: while structures
seek to reduce complexity they become an additional part of the existing
complexity. This process has also to be seen in the context of the changes
of the economic and social environment. Its effects on the regulations on se-
crecy and openness in the era of information and cominunication technology
will now be examined.

4 FRegulating in the Age of Information and Com-
murication Technology

The interest of law in secrecy presupposes a certain degree of problemati-
zation. If social forces to keep secrets were strong enough and generally
accepted the influence of law would be unnecessary. Legal regulations on se-
crecy are therefore an indicator , because of the connection between secrecy
and power, of the problematization of power, of social power conflicts in 2
society.

Altough the quesijons of secrecy and cpenness have always been of in-
terest to the law, there has now obvicusly been a revitalisation of this issue.
In the period between 1977 to 1987 almost all OECD countries have ejther
passed or at jeast drafted legislation relating to the extent in which individ-
val secrets have to be dealt with by public administraiion and (at least in
some countries) by private parties as well. In the same pesiod some coun-
tries have either drafted or passed or changed current legislation relating to
the accessibility of public secrets. Al these regulatory activities have one
thing in common: to react to the impact of information and communication
technology.

The technological impact on the holding and distributing of information
affects all three areas of seerecy and openness which are under our exami-
nation.




4.1 Professional Secrecy

We have already pointed to the fact that with regard to professional secrecy
the picture of the individual professional is ne longer valid but that the
individual client is inore and more faced with organizations which provide
these professional services. ¥ It is with the organization rather than with
an individual professional that the client has to establish a relationship of
trust. Medical services e.g. are provided by ‘stafl” working in the context of
the division of medical labour. This division demands the sharing of infor-
matjon. Sharing needs organization for the distribution of information. The
demands of organizing information, of course, invite the use of information
and comununication technology, in particular because medical treatment has
not ondy to be medically but also economically efficient. So while law, as
we have shown above {3.1), is taking care of the organizational enlargement
of the profession, though aot without problems, by gradually extending the.
rules of professional secrecy, it also has te take care of the qualitative tech-
nological enhancement of information handling within the profession and
between the profession and its environment {which of course also applies
to those unfortunate members of the profession who still praciice individ-
ually). These problems are aggravated by the fact that a large number of
these services regarded to be provided by individual independent profession-
als are now provided not only by organizations but by organizations which
belong totally or at least partly to state bodies so that the members of such
organizations are not only faced with obligations te their {ever zalarging)
profession but to public authorities as well. In addition such organizaticns
face other responsibilities than those providing merely individual oriented
professional services. As state (or semi-state) organizations they are lnked
to considerations of public policy , they are faced with putlic scrutiny, they
have to Bve with the constraints and responsibilities of public spending. As
the provision of such services in such environments becomes a task of ad-
nunistrative services, the areas of professional secrecy and administrative
secrecy (and openmess) begin to overlap, if not to merge. As public health
policies and professional heaith services begin to merge, information flows
between these areas begin (e inerease, with the help of information technol-
ogy, at greater ease, speed, quantity and complexity.

Law has, of ceurse, tried to face these changes and reacted to public
alertness. Data protection discussion in Francs, e.g., was largely caused
by plans for a project comnecting public health policies with professional

Cr SIMITIS 1985




medical services. Special data protection legislation in the field of public
health and social security data {as e.g. in Germany)is a reaction to maintain
the functional effects of traditional professional secrecy in an enviromment
of automated state provided professional services. 50

Such legislation, however, ¢annot solve & more fundamental problem, the
problem of the increasing demand for personal data for such services. This
demand is a result of political demands on the public sector to adminis-
ter resources economically and at the same time to divide these resources
aceording to the principle of distributive justice.

It should be noted here, even if only in parenthesis, that the strongest
tension for professional {in particular for medical} secrecy is created by the
amalgamation of political demands and professional traditions. It is not so
much this amoalgamation as such, however, which has always been present
(the co-operation in a profession itself is in part a reaction to such demands
from the political system}, but it is the mode in which this amalgamation
is exercised: the law makers faced with budget considerations and the dis-
tribution of professional services react with a more astute application of the
principle of distributive justice which in consegquence leads to an increase in
control on whether this principle bas correctly been observed. That such an
approach is possible at all, in spite of the demands it puts on administrative
resources, is also a result of the opportunities informnation and communica-
tion technology provides 311 The better one intends to distribute these pro-
fessiopal services within the given constraints the more one has to tc know
sbout those who are going to receive them in order to find out whether they
really deserve them. So these political demends {which will not be criticised
here since they are of a more general nature} are the source for the ‘hunger’
for personal data and lead to a potential threat to personal secrecy in the
context of professional services and therefore to a threat to professional se-
crecy in general. The individual seems to have no other choice: personal
secrecy has to be relinquished in order to obtain these services.

So inforrnation technology, and this is our assumption based on these
shservations, reverses a trend: While in the liberal state individual secrecy in
conmection with professional services received legal protection in the course

Y0f e.g. COUNCIL OF EUROPE, Regulations for autowated medical data banks,
recommendation No. R {81) 1 adopted by the Committee of Ministers of the Council of
Europe on 23 January 1381; Protection of personal data used for social security purpases,
recommendation R (§6)1, adopted by the Comumnittes of Minisiers of the Council of Europe
on 23 Janvarv 198§, '

S RULE et al. 1980, 1336




of the great codifeation processes as professional secrecy {promoted by the
professions hecause they, too, profited from this elevation of staius by the
vesting of the right to secrecy) this trend, at least factually, seems to be
reversed in the post-industrial societv: With the opportunities provided by
information and conununication technology, the individual now exchanges
individual secrecy for professional services provided by or at least financed
~with the help of public or seni-publicinstitutions: To the degree in which the
professions no longer mainly rely in their own support on privately provided
fees but on {usually collectively agreed} ‘rates’ the traditioral professional
secrecy is being gradually substituted by administrative secrecy. *? So the
development pattern of professional secrecy merges with the developments
of adininistrative secrecy. It is under that section {4.3) that we will pick up
this development again.

4.2 Commercial Secrets

The effect of information and communication technology works on the con-
cept of comunercial secrets in a different and at the sarne time almost subver-
sive way: while cormnmercial secrets still receive attention by the legislators
in an atmosphere of international competitiveness and are transported, in
this era of new mercantilism, almost into the sphere of state secrets again
(the secrets of the laser replacing the secrets of the porcelaine) its very core
is deferiorating under the conceptual changes induced by information and
cornrmunication technology. Two of the influences at work here shall briefly
be mentioned: intangibility and universality.

s Information technology reduces ali material forms of information rep-
resentation to electromagnetic signals. Whatever the differences in
representation they are now reduced to series of bipolar signals. What-
ever has been corporal, at least as a sheet of paper, becomes intangible
and differences between the copy and the original, already heavily un-
der attack by the copying technigues for paper and analog audio-video
signals, disappear.

So any traditional property oriented approach, changing already with
notions like copyright and patent, becomes even more difficuit to main-
tain. Or rather, other sources used to legitimize the proteciion of in-
tangibles become more important. The protection of such intangibles

“2(f.  alse COUNCIL OF EUROPE, Parliamentary Assembly, Recommendation
1012{1985}, in particular No. 4,
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can no longer derive their legitimacy from the aura of property, as a
natural right, but is to be regarded as the cutcome of a conscious polit-
ical choice nunder econoimic considerations. At the same time, however,
it becomes more difficult to control this political choice effeciively be-
cause of the evasiveness of the medium **

o In addition against the background of the international market for
goods and services the essentially universal character of the technol-
ogy becomes evident: Information technology somewhere in ihe world,
one is attemnpted to say, because of communication technology, is infor-
mation technology everywhere in the world. The effective protection
of commercial secrets is no longer, as it has been observed clearly by
the Council of Europe *%, a matter merely of national legislation. Un-
fortunately, at the current state of affajrs, this is putting the secrecy
protection schemes of the new mercantilism into a dilemma: for in-
ternational and thus effective legislation international consensus has
to be sought and this would mean the sacrifice of at least some of
the mercantilistic elements. Where this is perceived as being too ie-
dious and too lengthy or simply unwanted, one is easily atternpted
to apply less consensus oriented mechanisms like extraterritoriality or
reciprocity ‘offered’ to more vulnerable partners on the markets. Bat
these taclics are closely linked to one’s own economic dominance and
such domisiance has been realized as being transient, never total and
always limited in duraticn.

Yurthermore, the concept of the commercial secret is under attack from
developnents not exclusively linked to information technelogy but to tech-
nology in general: As the risks of technological applications are more sharply
observed and debated gemerally, the pressure to control technology in its
commercial uses increases. The sphere of the property oriented concepts of
secrecy come under pressure to be opened in the name of the public inter-
est. The pressure for openness is not {yet) directly targeted at the ‘owners’
of these secrets but rather at the middieman: public administration. In
adminisirative law, as we shall see, the presssure increases to share such
secrets, first, of course, within the administration, second there is pressure
on the adminisiration to share them with the peblic. - This mechanism has
its side effects as we shall see below 4.3 - The closeness of the commercial

830t in deiall MOEHRENSCHLAGER 1986

B4 Consultative Assembly of the Council of Europe, Resolution 571 (1874} on the pro-
tection of manufacturing and commercial secreis.
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secret to the state seeret, at first glance an increase in protection, may at
a $econd glance thus turn into a threat of revelation, at least as far as the
administrative secret 35 weakening.

4.3 Administrative Secrecy

Experiences with the vulnerability of demecratic systems in the face of to-
talitarianism ed to an emphasis on openness in government as an important
element for stability, After 1945, in varying degrees and by using different
approaches, more countries followed the classical Swedish example and took
steps to achieve more opemness in their administrative and political sys-
terns. Administrative secrecy as a ‘self-evident’ necessity had te compete
with openness for legitimacy. The latest of these legislative attempts to
change the rule/exemiption relationship between openness and secrecy has
besn the French access law {(which asimed at a general improvement of the
relationship between the geverning and the governed). It is called the lat-
est law here, although there has been more recent access legislation, e.g.
in Canada, New Zealand and Australia, because it seems to be the last in
which the administration has still been seen as operating in a traditional pa-
per environment. Incidently enacted at almost the same time as the French
data protection law if was passed , revealingly, withou! awareness of the
mutnal implications of both legislations.

Data protectien legislation as such was a signal that in public opinion
the trend towards more public openness as expressed in the early access leg-
islation had by then been reversed by the technological developments of in-
formatijon handling. Even if some observers had seen in this trend rather an
‘intimization of the public sphere’ , i.e. 3 trend in which persons and events
in the public sector are reduced {6 the categories and values of private life ,
where gossip takes the place of public debate , personal interest siories reign
over political issues , in short , where intimacy exerts its tyranny®S, it had
at least become increasingly established that the secrecy of the public secior
and the publicity of private life needed legitimization and not the secrecy of
private life and the publicity of the public sector. Buf the amount cf per-
sonal data increased and the sphere of private secrecy seemed lo decrease.
Information processing became less transparent: the transparent {‘glass’)
citizen was confronted with the intransparent administraticn:

These developments thus criticized had, of course, not solely been causad
by information and communication technology. Rather, as we have shown

S SENNETT 1986
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it for commercial and professional secrecy there was a mutual relationship
between the changes in the sconomic and social environment and in the
role of public functions. 7The exact nature of these relationships is still
subject to sociological and economic debate. With information technology
as with all other systemic technologies it is said that we are not dealing with
a technology and its impact on an environment but with an environment
almost ‘breeding’ a technology; the technology then has to be regarded as
a cultural artefact and as such as the expression of cultural (and political)
values.5®

Without going further into this question it is necessary, however, to recall
that during the functional changes of the public sector the sphere between
the individual {citizen) and the state has gradually been thinned out with
regard to sanctuaries of secrets shared among individuals. This happened
not because there was no (legal} protection of Lthese spheres but because the
state took over functions performed in these spheres. If is the state now,
as we have said, with whom e.g. professional secrets are increasingly being
shared because it is the state which provides the professional services or
distributes financial resources. .

In public debate it seemed as if finally the story of Gyges’ ring®? had
become reality: the stale can see us, we can no Jonger see ihe state. This
judgement on the inherent dangers of the new technologies against the hack-
ground of the enlarged spectrum of public functions contributed to the rise
of the data proteciion issue. This is not the place to spread out the develop-
ment of data protection in detail; this has already been the subject of other
Counci} of Europe occasions.®®

This ebservation, together with experienced difficulties in applying tradi-
tional access legislations in the new less paper oriented environment lead to
arevival of access legislation. During this revival it also became obvious that

*$We should remiember Lhat , while the negative utopia proved itself a powerfnl driving
force behind data protection, we should not underestimate the political vigour behind
this technelogy. We have to see it embedded in an environment In which already belore
the advent of information techneology social phenomena have been scen to be empirically
accessible and manageable, where mental processes have become open to rationalization
just as physical processes , where the concept of distributive social justice has been used
and where an inereasing nced for security has demanded carly detection of deviances.,
These attitudes have helped to adapt the technology., What the technology finally achieved
was io turn possibilities into opporiunities: what had been perceived as possible could
now be realized. :

*’Cf. Platon ,Politeia 359d-360b; of. SEIF 1986.

*Cf. COUNCIL OF EUROPE 1945
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data protection and access to government legislation had to be coordinated.
Integraied approaches appeared. So today it almost seems. as i the trend
has changed again and administrative openness is regaining momentum.

One could leave the debate at that, observing once again that balances
are sought between secrecy and openness, but it seemns necessary to point
to a number of current or possible future trends in admunistrative secrecy
which may become preblematic for the functioning of legal regulations on
openness and secrecy.

There'is at fiest the technological development itself. There is uneasi-
ness with traditional proteclive approaches in daia protection legislation,
oriented to the large stand alone systern, in the face of smaller more power-
ful processors, new storing and communication devices, concepts of artificial
intelligence, distributed systems and relational data bases. How can the
sphere of private secrecy survive in such an environment? On the other
hand, the technology and even more important the increasing familiarity
with the technology open up new dimensions of public transparence. As an
example Swedish legislation may be cited which demands that in the design
of future administrative information systems direct access by the citizen via
terminal should be considered.

Tt can also be observed that the legitimacy of public secrecy in the core
areas is basically untarnished. These legititnations of secrecy seem so closely
knitted to the functionality of adminisirative systems (see above 3.3) that
this is unlikely io change. Although some observers maintain that the ev-
idence of the counterproductive effects of administrative secrecy seem to
dominate. ¥ What seems to change gradually, however, is the ‘burden of
proof’: In a cornmunication conscious society it is the refusal of communica-
tion which needs additional legitimation efforts. In the legitimation debate
it is expressed more and more clearly that information distribution relates
to power 0 and that the opportunities to choose batween openness and se-
crecy are a power resource. The cheices taken reflect the power siructure
of a society. I we adopt the concept of the law state as a morphological
program for the democratic state, law , in regulating secrecy and openness
has to achieve a careful balance in the distribution of this resource : Law
has to give secrecy to the less powerful as a defense mechanism ; and where
it is given to the powerful it is only ‘leased’ to use it against the supposedly
even mote powerful or in defense of the less powerful. Where it is ‘leased’ it
is inherent that the lease must be controlied and may be revoked. Techmni-

3TEFFT 1980a, 67
$°Cf. e.g. BULL 1979, 1181 f.




¢ally this means that each opportunity for secrecy must be controlled and
counterbalanced.

This debate on the power implications of information and conumunication
is slowly extending to public administration. There, it seems, it is ‘rational-
ized® during two long term processes which may have their repercussions on
secrecy and openness:

Arguments for the choices between secrecy and openness may less be
formulated with mere reference to gencral *self-evident’ principles but may
rather contain reasoning in ihe framework of information resource man-
agement. In the course of this process it will be =asier to lead a rational
discourse cn the arguments to be provided. This increase of discourse may
lcad to ap imcreasing pressure on what may be called material definitions
of secrecy™® in favour of more procedural oriented definitions of secrets, as
they are already to be found e.g. in the North American context. ° It is
in such procedures then that the cholces between secrecy and openness may
reasonably be deliberated with less danger that secrecy becomes a fetich.
This emphasis on procedure, more generally to be observed in Jegal and
comstitutional theory 8, will also lzad to a greater importance of mediating
institutions and couri procedure with regard to secrecy and openness.

Information conseiousness in public administration, however, also seerns
to lead to an increasing consciousness of the economic value of information,
This consciousness is, of course, also due to the developments of the infor-
mation econcmy as such in which the administrative system has tc operate.
The actual reactions may differ from country to country mainly depending
on the belief which is held with regard to the sole of the state in such an
environment, -

There are, however, already indications that future changes to public
transparency may come fTom econoric considerations. There is an inereas-
ing pressure on public administrative bodies to provide information services
in a broader sense regardless of the existence of access legislation. There is
equal pressure that administrations should use their financial resources as -
sparingly as possible. Caught between thesc pressures some agencies have
developed new sirategies. Some seek to reduce legal access to information
which is formatted in the traditional way (paper files), trying to market the

%'E.g. A secret is information which because of its esscnce, its possible harm ele. has
necessapily to be kept secret. Cf, AHRENS 1965, 1.

EzE,g, A seerer is information which in the course of a clearly defined procedure has
been classified as such.Cf. AHRENS 1966, 10,23,

S3CE. e.g. ELY 1980, 141
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more upgraded {ormats (tapes, on-line access) by themselves.

Qihers make a barter with professional information providers, taking
their resources to upgrade their internal information handling procedwres,
offering in exchange monepoly like economic exploitation rights. Three ex-
ampies shall be given here te clarify this assumption:

It seems obvious that the Jegislator, when creating the access opportu-
nities of the openness laws, was looking at public secior informatjon mainly
from the angle of the citizen/administration relationship and was not tak-
ing into account the ‘double value’ of information, both as a texture of the
democratic socjety and as a marketable good.

In a case, where using the US Freedom of Information Act, a company
had requested the computer tapes of a medical literature data base provided
by the National Library of Medicine (NLM) which usually sells such tapes
on the market, the 9th Circuit Court went to ronsiderable efferts 1o affirm
the access refusal of the administration. The Circuit Court rued that the
tapes were not records within the meaning of the Freedom of Information
Act, because:

“to read these terms in the broad rmanuer suggested by ap-
pellant would result in the oblteration of that portion of the
Naticnal Library of Mecdicine Act (...} which gives the Secre-
tary and the Board of regents wide disczetion in setting charges
for use of library material. The Supreme Court, however, has
held that the FOLA must be read in a manner consistent with
previously existing statutes, insofar as such reading is compatible
with the Act’s pusposes {...).”

This decision has been strongly criticized. The COMMITTEE ON GOV-
ERNMENT = OPERATIONS surmined up the criticism®

* None of the nine FOIA exemptions covers the Medlars data
base, and the court relied on the unusuval determination that the
Medlars tapes were not agency records within the meaning of
the FOIA and that the tapes were therefore unavailable through
an FOIA request. This helding (...} is clearly incorrect. The
Medlars tapes contain information compiled by a government
agency under specific statutory authority and with the use of

$#SDC Development Corpotation v. Mathews, 542 F.2d 1118 (1976)
*COMMITTEE ON GOVERNMENT OPERATIONS 1986, 33
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appropriated funds. When the tapes are sold to users, the rev-
enuas are turned over to the Treasury as miscellancous receipts.
Under these circumsiances, it js impossible to support the con-
clusion that the records are not agency records. It is apparent
that the court found the tapes not to be agency records in os-
der to support the result-that it felt was justified on grounds
that are not specifically recognized by the FOILA. The court was
concerned that the release of the tapes under the FOIA would
substantially hamper the operations of the NLA. "

The implications of such an =conomically oriented appreach are even
more drastically illustrated by another case on the US stale level:

The New York State legislature has enacted a law % which prohibits the
sale of the information collected by the Legal Retrieval Service, a computer-
ized data base established by the Bill Drafting Commission of the New York
State Legislature containing legislative information, i such information is
to be sold to competing entities,®” :

In the third example the Patent and Trademark Office {PTQ) wanted
to develop a trademerk database. It made an agreement with three private
companies to convert these documents into machine-readable format and
to share the data base with the PT0.% The PTO agreed -as a barter- to
limit public access to the computerized tapes as far as possible. Access to
the database was only permitied in the reading room and the depository
libraries. Qtber access requests were only answered by giving out files in
paper format. The PTO felt that it thus struck an adequate balance between
the right of access and its need to ensure exclusivity for its private sector
partners.’® The PTO even restricied the search techniques to be used in
the reading rooms to those comparable when going through a paper file.

It is not our intention to evaluate these not yet clearly distinct devel-
opments. But it seems apparent that in the age of information and com-
munication technology even more attention will have to be paid not only to
formal openness rights but also to the opportunities of effective uses of this
openness.

¢ New York Laws chapter 257 (1984)

TCOMMITTEE ON GOVERNMENT OPERATIONS 1986,7f; this law is curzently
challenged whether it is constitutional,

*In detail: General Accounting Office, Patent and Trademark Office Needs to Better
Manage Automation of its Trademark Operations, IMTEC-55-8, 1985,

C{. COMMITTEE ON GOVERNMERNT OPERATIONS 1986, 43, The PTO is
currently reviewing its policies.




Even if we do not go as far as the school of the economics of law, where a
right goes 1o the highest bidder and where you compensate where you cannot
regulate, we must be aware that there are also tlie economics of secrecy and
openuness. This is not totally a new insight. Patent law, as we have explained
above in 4.2, is in fact nothing else but the shrewd protection of a secret
taking into account its economic impact : to exploit it economically in the
most fruitful way {or the economy, it is made public; to use it you have to pay
for the licence; ta secure these payments you have to pay patent registration
fees. In our more general concept of secrecy and openness regulations as
a means to steer information flows the recent economization in particular
of public sector information deserves stronger attention today: even while
access laws are on the progress, this economization rnay create new ohstacies.
While cost aspects of access to government information have often heen used
as an argument agamst such legislation , such legislation , if passed , usually
secures access at the nominal eosts of reproduction and search efforts with
various possibilities to obtain a fee waiver. However, with the development
of information markets the economic value of public sector information is
gradually realized by the public and the private sector.

One contributing cause to this development is certainly the extensive use
of access legislation for economic competitive purposes: 2s we have shown
what once was regarded as a commercial secret has in tendency become an
administrative secret in 2 move to increase public accountability of private
enterprises. Being now administrative secrets they cannot avoid becoming
the target of access demands directed to the public secter. There usually is
an exemption clause of some kind in these access laws relating to commercial
secrets the criteria used by the public administration are not necessarily the
same which would have been used by the private enterprise. There are, in
some laws, procedural means which involve these enterprises in the decision
on refease. But this involvement is no guarantee that the administration wiil
follow the reasoning of the enterprise. Altough there vsually is an additional
safeguard providing the enterprise with the oppertunity to bring the case to
court, the court as well has to weigh pubiic interests against the interests of
the enterprise. Since a competing company may directly or indirectly inveke
this public interest access laws may be and in some couninies are used as
tools for investigative information strategies in a competitive market.

In the course of these trends more effective barriers to openness may be
created than the legal barriers of secrecy because they will have immediate
effects. If you cannot pay for the information, you cannot obtain it. Or,
even if you get the information, it may be in a format or of a quantity which
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will make it difficult to process it effectively. Again this is not a histori-
cally singular development. Openness and secrecy could always be bought
without such a buy being necessarily always illegal. But in the history of
democratic societies at least the buying of public sector information was
increasingly scrutinized morally and legally because of the value of such in-
formation for the basic foundations of the democratic concept. Access laws
seen from this perspective . also had the function to demoeratize partici-
pation in the political and cultural decision making processes, to centribute
10 equal opportunities for access by those who are not part of specific social
networks already created by privileges of birth , rank , status or wealth.
Yet the application of free contract docirines may very well give new legiti-
macy to old privileges. If we accept the extension of economic principles to
public sector information, and there are legitimate arguments which favour
this development, we 1nust be aware that we shall, at least, have to look
for compensating eccnomic and/or legal mechanism te avoid that the ‘in-
formation society’ turns into a counterproductive set of ‘closed user groups’
of democracy.

Finally in the context of comparative jaw, ihe inherent trend of "umi-
versalisin’ observed already in the regulation of commercial secrets must be
restated. With the closer and more and more instifutionalized co-operation
among public administrations the need for harmonization is obvious. In-
formation and communication technology reach their full potentials only if
geographical limilations can be overcome. The international economy and
the international information economy in particular both need and are en-
hanced by this technology. But at the same time ihey tend to maks pure
national regulations obsolete or at least demand that national regulations
take into account international effects : the ‘global stock market’, the ‘global
information markel’, the international divisinn of labour and the intaerna-
tional distribution of goods and services demand from national legislators
an awareness of the international implications of their laws. With regard
to openness and secrecy this implies that administirative openness in one
country tends to become adiministrative openness almeost everywhere.

4.4 Surnmary

The sxtensive use of information and commuidcation technology coincides,
not tolally by chance, with functional changes in the administrative system.
The public sector extending its services into areas formerly under the sole
care of professions absorbs part of these functions or at least influences

W
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them by the allocation of financial resources. In the course of this process
the sphere of the professional secret forraerly created and established under
the influence of the professional groups during the evolution of the Liberaj
State moves into the sphere of public secrecy slowly eroding the ‘sanctuary’
which had existed between the individual citizen and the state.

Commercial secrecy is also on its way to becoming administrative se-
crecy. This is partly due to the {re-)increasing competitiveness between
states which leads to new forms of mercantilism. Partly this move js a result
of a pressure mediated through the political system from a public consisting
of consumers and employees. This pressure is put on private companies in
order to hold them accountable for hazards their production processes or
products may create. Since in a competitive market economy it is diffieult
to execrcise this pressure separately on the various enterprises a general reg-
ulative environment is created in which these companies have to transfer
information to the public sector where it is under control by public interest
considerations. The main effect of information and comununication technol-
ogy In this field, however, is on the source of legitimnacy of the commercial
secret: The technology renders concepts derived from tangible and exclu-
sive property generally questionable and makes them the object of more
economically oriented distribution policies.

The sphere of administrative secrecy had come under pressure by the
political assessment of experiences with totalitarianism. Adaption processes
towards more openness, however, were slowed down by the use of information
and communication technology and the move of professional and commer-
cial secrecy into the sphere of public adiministration as described above. As
a counter mmove against this development first data protection laws, then
modernized access laws and finally inlegrative legislative approaches tried
1o reinforce 8 proper balance between openness and secrecy and an efficient
control of this balance. In the meanwhile, however, administrasive infor-
mation has become an economic factor subject to market and marketing
considerations. How the information interests of the general public are best
being served against ihe background of such developments remains te be
seen, In particular as the basic possibility to steer contexi dependent in-
formation distribution processes by law in its traditional form has to be
questionad in view of the complexity and diversity of this task.
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5 Beyond Secrecy and Openness: the Importance
of Trust in the Information Age

The proper balance between cpenness and secrecy seems thus threatencd
from various interrelated factors. This is not the place to examine the gen-
eral impact of information and commungication technelogy on the future of
democracies. “° From our obscrvations on the functions of secrecy and
openness for individuals, organizations and the political system, one aspect
evolved to be of crucial inportance, even if this aspect has not vet found
the atiention it seems to deserve: the choice between openness and secrecy
seems o be determined by that yvet little explored phenomenon ‘trust’. 7

Openness seems to prevail wherever there is trust and as far as there
is trusi. The borderline between secrecy and openness is also the border-
line beiween distrust and trust. 1t is not our intention to examine the
phenomenen of trust to the same degree as we did with secrecy and open-
ness. Yet, a few rernarks seem necessary because, in our view, if the socjal
conditions for secrecy and openness are changing under the impact of in-
formation and communication technology then we must also pay atiention
to the effects on the roots of the choice between transparency and secrecy.
It will be one of the ynain functional obligations of law to re-establish trust
in an environment where direct communication is increasingly substituted
and mediated by information and comununication technology. This is not
ap. easy lask. Some tentative rernarks have to suffice.

The relationship between cpenness, secrecy and trust is complicated by
the fact that they are mutnally dependent. In order te be able to trust
there must be 2 minimum of openness. Only where I can trust can there be
openness. In order that this mutual relationship can develop there must be
an advance in either openness or trust. Trust thus involves risk taking. Cur
individual and soclal experiences in direct communication usnally enable
us, based on a multitude of conscious and subconscious signals, to judge
the risks of trust with a reasonable probability of success as Jong as we can
communicate directly, Information and communication techinology, at least
at its current state, have a tendency to reduce the ‘band width® of signals
available to us for such signals.

In such a technologically advanced environment there are a number of
conditions which, if provided, make trust still possible: First of all, the

"'CL. already: COUNCIL OF EUROPE 1985; cf. also BURKERT 1935
"'Some general chservations on trust in: SCHOTTLAENDER 1957, DEUTSCH 1938,
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medium musi be reliable. This implies thal the medium must be under-
stood with regard to its limitations and extensions. "2 Also, with regard
to the contents communicated and the communication partners involved,
the risks of sanctions for openly communicated messages may be reduced.
If there is negative response there may be safeguards that this response is
not directly attributed to the sender {anopymity}. Even if there is negaiive
response directiy attributed, the sanctions may still be limited. All these are
future tasks of law making in the information and cormmunication society
which would approach the problem of secrecy and openness not only at the
level of Information distribution bui at the cause of the various patterns of
distribution. ©3

In the crucial relationship between the citizen and the adininistrative
system this may imply yet & further need for openness: The administira-
tive system may nmiore strongly be under pressure to provide an advance
in openness even in times of inereasing vulnerability in order to contribute
to trust in the present technelogical environment to overcome emotional
reservations. 't

It should be noted here, however, that there are also new opportunities:
there are applications possible which, and here we meet a final paradoxon,
may contribute to create trust: .

There are e.g. technical developments which increase public secrecy and
et allow trust; Asymmetric public key encrypiion techniques transferred
on chips are capable of providing users of public networks with a powerful
tool to keep their communications authentic, secure and identical, with the
opportunity to communicate under pseudonyms, which may be revealed
only under specific conditions, thus strengthening individual secrecy and
still enabling sceure social communication.”

Finally, the use of information and communication technology in organi-
zations, prescribed under the demands of efficiency may exercise a generally

" (One maight wondet, however, whether e.g. the implications of the use of the telephone
are already gencrally understood.

"*The broadness of this Lask, il the relation beiween democracy and the encouraged use
of information and cemmunication technolegy is to be taken seriously has already been
expressed by RODOTA 1985,20 1 “The real problem is therefore to establish 2z framewerk
of fundamental principles which can be refetred o in a changing situation; not the survival,
more or less precarious, of the old nstitutional framework. In the Information Age, it is
neeessary Lo re-write the table of values 5o as to guarantiee the real expansion of what one
means by the words Liberty and democracy.”

i STASSEN 1974,618

"*For more detatls of. BURKERT 19862
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wholesorne effect on the information handling practice of public administra-
tions in particular: the effective nuse of this technelogy under the restrictive
conditions of cost effectiveness presuppoeses a careful analysis of informa-
tion flows, information demands, decision making processes, distribution
and marketing strategies. '°

In the long run all organizations, in¢luding public organizations whether
they already operate il an access oriented enviropment or not, will have
te undergo this exercise. It is to he hoped that in the course of this exer-
cise attitudes towards openness and secrecy will be demystified and sublirne
principles will be broken down to every day rules. It is on this level now
that sociojogists, information scientists and legal researchers will have to
co-operate, a co-operation for which, however, also resouvrces from funding
institutions will be needed. 7

Perhaps on this level the effective use of inforimation and communication
technolegy and the fundamental values of democracies, so often juxtaposed
in public debate, may finally, if not be reconciled, at least be shown as not
to be in opposition as often as one had supposed. With regard to law,
however, this may mean thal we shall have to live with a higher complexity
of procedures and rules. But if there is the advantage of information and
communiration technology to cope with higher complexity, why not use it
also for this purpose?
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A& FURCTIONAL. APPROACH TO THE LEGAL RIFLRS GOVEREING
CRCRECY AWD CPENRESS

Co-report presenied by

¥r. Gabriel GARCIA CANTFRG
Professor of Civil Law and
Director of the Department of Private Law,
Faculty of Law of the University of Zaragoza

I. INTRODUCTION

in his report on the YFunctional approach to the legal rules
governing secrecy and transparency®, the Rapporteur had the excellent
idea of putting forward a framework which could be used as a means of
opening the discussions. In this framework, the Rapporteur emphasised
the anthropological, sociclogical and psychologicel aspects of the
issues invoelved; and at thes same time took conn board the field of
psychoanalysig., HNor did he ignore making reference to the Spanish
literature of the Golden Age. He underlined both the static and
dynamic aspects of secrecy as well as the relationship between secrecy
and power. At that juncture; he reached the conclusion that the
possibility of choosimg between secrecy and communication constitutes
an anthropological need while, in regard to grouns, secrecy makes it
posgible to maintain their internal cohesion vis & vis axnternsl
hostile factors since it provideg them with a sort of seli-defence
mechanism. A4t a certain moment in history, the lawv intervenes to
stabilise the sccial relations which affeet secrecy and
commuaication. At the same time, the law imstitutionalises {(hese
relationships. I would emphasise some ideas which emerge from his
vezst treatment cf the subject: the affirmation that medern techmolegy
mtst be considersd as an artifice or & cultural product and,
zccordingly, as an expression of cultural as well ag political values;
the new dimensicns concernad by medical secrecy given the enormous
increasa in people involvaed in health care; the faet that
admipisirative information, by reasen of its quality as well as
quantity, has become a commercial commodity subject to market ruless
finally, the concern proveked by the need to know how the sphere of
intimate 1ife can survive in the context of modern communication
techinologies.

I envisage my task as Co-Rapporieur to this Colloguy as not
being simply confined to demonstrating the differences and
similarities which sxist betiween the Rapperteur’s views and my own,
but rather to complete the discussions by providing you with some
informaticn on aspects of Spanish lav.
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As z lawyer trained in the civilisn treditiom, I ask myself the
ssme guestion as Professor Kaiser (1): "Why must the secrecy of
rivate 1ife be protected?™. Allcw me to provide you with his veply,
inspite of the length of the quotation designed to refine his
thinking: "Everyona’s life contains tve different parts, One part is
rurned tovards the cutside world. That is the part involving socisl
relationships and public activities. This part may be the subject of
resazreh and disclosure by third parties since it is public. Th2
cther part 3s focussed on the individual himself, on the members of
his family, om his friends. This part must not be the subject of
investigation or disclosure, because investigatioans end disclosures
cffend the sensitivity and intimacy of private and family life.”
brofessor Kaiser continues by stating that there is a link bsiwesn the
seeracy of private life and freedom. A privaie life which is the
subject of investigation and disclosure is not; in reality, free.
Vhen public suthorities get to knov about certain aspects of privaiz
life such as pelitical or religious opinions; citizers may
lzgitimately fear unjust discrimination. The great developments inm
dzta crocessing give rise to very sericus apprehension in regard to
the secrecy of private life. Given that data processing is capsble of
making available to the State and to private enterprises a certain
amount cf appreciably important informetion on individuals, the
latter’s natural “opacity™ is veplaced by a “transparency® of the
secrecy which is essential for personal and family life.

vl
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ir. SECRECY AND TRANSPAREWCY IN TEE SPANISH CONSTITUTIOW
OF 1978

2. Tzking a broad view of Spanish law in relation to secrecy and
transparency, it is necessary for me to refer to our Constitution of
1978 which, on this issue, contains a very detailed regulation of thea
rights and dutiss of the individual in Chapter I. <Chapter I begins
with a general declaration in Articie 10.1 which reads as follows:
"The dignity of the individual, his inviolable and inherent righs,
the free deveiopment of his personality, respasct for the lav and the
rights of others are the basis of political order and social peace.’
The Constisution has been drawn up thanks to the consensus ameng all
the political parties which are represented in Parlisment and their
unanimous wish to situate the future political cohabitation of the
Spanish pecple in the respect for human rights is apparent.
Furthermere, since the Spanish Constitution was the last (o be
sromulgated in the Yestern world, we have been able to benefit from
the sxperience of other countries, as well as from the undoubted
streagthening factor provided by international Pacts and Declarations
on rights and freedoms and to which reference is made in Article 10.2:
"The norms relating te fundamental freedoms and rights which are
recognised by the Coamstitution shall be interpreted in accordamce with
the Universal Declaration of Human Rights and in accordance with the
internationsl treaties and agreements on similar issuves vhich have
been ratified by Spain.” It is for all these reasons that I think
that Spanish lav will be reasonably receptive to the suggestions and
recommaendations of the Council of Europe - moxe so since some of the
guestions which will be discussed in this forum are mentioned in the
Constitution itself, although they have not yet been completely
regulated.
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A. Intimacy and secrsecy of private life

Article 16, which regulates ideclogical and religious freedom,

states in sub-paragraph 2 that "no-one shall be obliged to disclose
his ideology, religion or beliefs”. There is no doubt that
ideological and religious freedom have been so reinforced, more so
since the right to intimate life includes both the convictions and
beliefs of the individual. However, the main veference to the right
to intimate life is found in Article 18, sub-paragraph 1 of which
places on the same level personal and family intimacy with Article
10 of the Universal Declaration of 1948, Article 8 of the Convention
of 1950 and Article 17 of the Intsrpational Pact on Civil and
Pelitical Rights: "The right to honour, to perscnal and family
intimacy and to cne’s own image is guaranteed.”

Legal writing {(doctrine) usually considers in & positive
way both the forimulation and implementation of this precept, aznd
emphasises that it is a general statement having very many different
applications throughout the text of the Constitution (2). Besides
what I have already mentioned in regard to the secrecy surrounding
ideological and religious comvictions, the following factors should
also be mentioned:

- invielabiliry of the home {Article 18.2)

-~ the secrecy of communications and, in particular, postal,
telegraphic and telephone communications (Article 18.3)

- the conscience clause and professional secrecy in the
exercise of freedom of information, in regard to which
a reservation is made {Articles 20.1d)

-~ the fresdom of self-incrimination {(Article 24.2, first
senience}

- the provisiecn of a reservation to regulate cases vhere,
for reasons of kinship or professicnal secracy, an
individual will nct be obliged to give infermation on
matters thought te constitute criminal offences
{Article 24.2, second szentence)

Quite a fev of these constitutional precepts are further
developed in the penal code and in the laws governing procedure. It
is interesting to note, at this juncture, Organic Law 1/1982 of 5 Hay
which regulates the civil protection of the right to honour,; parsonal
and family intimacy and one’s own image.

Article 2 of this law provides a protective framework and the
basic cencept of illegitimate intrusion:

1. The civil protection of intimate life shall be defined
by laws and social cusioms in relation to the sphesre which
zach person,; whether for himself or for his family, protects
by virtue of his own actions.

Z. Yhere the lav expressly authorises or where ths
holder of the right has expressly consented, any act thereby
taking place will nst be considared as an illegitimate
intrusion into the protected sphere,

i
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3. The consent referred to in the preceding paragraph
may ba revoked at any time, but compensation shall be paid,
as the case may be, for damsge and prejudice sustained,
including loss of justified expectation.V

Case lzv has been able to clarify somewhat the nature of the
aforegoing concept relating to the notion of personal intimacy (3.

Articles 7 and % present a positive and & negative aspect of
what constitutes illegitimate intrusion:

article 7

"The following shall be considered as illegitimate intrusicns
into the sphere of protection defined by articie Z of this law!

1. The installation in any place whatscever of listening
apparatus, cameras, vieving devices or any othar means which
make it possible to record or reproduce the intimate life of
individuals.

2. The use of listening apparatus, viewing devices or any
other means which make it possible to acquire knowledge of
the intimate 1ife of individuals cor of their statemenis or
private letters which are not intended for those mzking use

of the asbovementionsd means, as well as their recording or
reproduciion.

3. The disclosure of facts concerning the private life
of an individual as well as the disclosure ¢r publicaticn
of the content of letiers, diaries or other perscnal
written material of an intimate nature.

4. The disclosurg of psarsonal information on a person
or family which are within the knovledge of the person
disclosing by reason of hig professional or official duties.

5. The reccrding, reproduction or disclosure by means
of photograshs, films or any other such methe¢, of the
image of an individual in places or at times or other
occasions whare he expects privacy, with the

exception of the cases laild down in Article 8.2.

6. The use of the name, voice or image of an
individual for reasons of publicity, commercialisation
or similar activity.

7. The disclesure of statemants or facts concerning
an individual which defame or discredit him."

Article 8

"l In prineciple, the following shall not be
considered as giving rise to illegitimate intrusions:
acts authorised or decided by a competent authority
in accordance with the law; overriding interests of
historical, scientific or cultural nature.
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2. In particular, the right to one‘s own image shall
not prevent:
a) The recording, reproduction or publication by

whatevar means of the image when it involves persons
discharging a public activity or who are in public
life or vhen the image has been captured in the
course of a public demonstration or in places which
are accassgible to the public.

b The use of the caricature of these persons
in accordance with social custom.

c) Pictorial information relating to a particular
fact or public event when the image of the perscn in
guestion is an accessory part thersof.

The exceptions provided {or in sub-paragraphs {2) and (b;
shall not apply te authorities or persons fulfilling functions which,
because of their nature, require ancnvmity for their exercise.®

B. Information and disclosure

Besides the right to intimacy and secrecy, the other aspect
of the discussion cencentrates cn the right to informaticn angd
disclosure, a vight which is fundamental in any demccratic socisty.
The Spanish Congtitution gives explicit recogniticn to this right in
Articie 20 (4):

1. The Constitution recognises amd protects the right:

2} to express and make freely known thoughis, ideas
and opinions whather spoken, written or expressed
in any other manner;

(evnd}

d} to communicate or receive freely truthful information
regardless of the means by which the informetion is
nade kanown.

2. The exercise of these rights shell not he resiricted
by any sort of prior censure.

(!‘Hl)
4., These freedoms are limited by the respect for the

rights recognised inm Chapter 1, by the principles of law
which develop it and, in particular, by the right to
henour, intimate life, one’s own image amd the pretection
¢f childhood and youth.”

Iv iz interesting to recall in the context of Article 20 that
if the right to informaticn and communication is proclaimed, it
nonetheless remains subordinate to the right to intimate life {given
the lack of precision, both intimate personal 1ife as well as family
life should be read). This subordination also appears in cther
constitutional precepis.

As with Article 35 cf the Portuguese Constitution of 1876,
Article 18.4 provides: “The law shall limit the use of data processing
so as to guarantee honour and perscnal and family intimacy for the
citizen; and the full exercise of his righis™.
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If ve leave aside Chapter 1 and look at Chapter 4 which deals
with “the Government and the Administration®™ an interesting legal
reservation may be found which has & direct link with the subject of
ocur d¢iscussions: "The law shall regulate .... (b} zccess by the
citizen to archives and administrative files, except for cases
involving the security and the defence of the state, the investigation
of cffences znd the intimate life ¢f the individual”. The
positioning of this norm has 2 bsaring on constituticnal protection
since it does not dispense with the protection granted by Article 53.
It does not prevent the effeciive nature of the rights set out in
Secticn 1, Chapter 1 cf the Constitutien. It relates te the intimate
1ife of the individual in so far as it places a limitatiocn con the
pessibility of access to administrative files, and this may also be
seen as referring alsc to the intimacy of family life.

The legisletive body has nct developed the constitutional text
regarding data processing and access by the citizen to archives and
administrative files, but it seems clear that neither of these texts
may violate perseomal and femily intimacy {5).

IIT. SECRECY AND TRANSPARENCY IN THE CIVIL CODE

Provisions relating to secrecy and transparency may also be
found in the civil code. However, it is not possible to locate in ths
civil code general definitioms given that the civil code belongs to
the family of X¥Xth century codes which customarily do net ineclude
smong their articles the theory of personality rights. Rather, the
civil code coniains isclated precspis, incomplste norms and allusions
or references which find their real importance against the background
of the constitutional text in force. The majority of the norms refer
te the right of the individual and the family, but other provisions
are found in other sechtors of the civil code

Sescret marriages or marriages of convenlence have not only
constituted a major and dramatic factor in the literature of the
XVIIlth century but slso have given rise to z legal imstituticm wvhich
ig still in force and maintained even after the reforms of 1981 in
Article 64 of the civil code (6). They represent, beyond a shadow of
a doubt, an vnusual way of giving recognition to secrecy through the
law. The state in fact found it useiful that the celebration of
marcisges should be entered in a register so as io ensure publicity
for the union. There may nov bz a departure from this rule at the
request of the marriage partners so that the marriage can be entered
in a special register of a secret nature.

In spite of the reform of 1581 the filiation regime continues
to be influenced by secrecy as well as the private nature of
procreation. Feollowing sexual relations, whether within or outside the
institution of marriage, the Yntimsphere is created which, coupled
with the scientific difficulty in fixing the exact moment of
conception (one of naturefs repuied mysteries), led Roman lawyers to
=stablish the famous presumption of paternity {pater is ast guae
juxtae nupuiiae demonstrant). In addition, right up to the time
of the most recent rerorms, the system in force in the majority of
European countries prohibited for various reasons any invesiigation
into paternity or maternity for the centuries to come. The 1378
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Constitution alse recalls the nev approaches in providing in Article
32.2 that "the law shall allov investigation into paternity®. HNew
Article 127 of the civil code as developed provides that "in
judgements relating to affiliation, investigation into paternity or
maternity shall be permissible by any sort cof proof including
biclogical avidence®. MNevertheless, like an echo from the old system,
sub~paragraph 2 lays down a proviso: "The judge shall not declare
sdmissible the request if the beginning of the evidence relating to
the facts on which the request is bhased is not pressented conjointly®
{4s if there were habitual evidence of saxual relationsi) (7).

In accordance with article 122 of the civil code, when
voluniary recognition of non-matrimenial affiliation is made
separately by one of the parenis, he may not give the name of the
osther partner unless the other partner’s name is well known.

The determination of incestuocus affiliztion has, in Article
125, a rather hesltant regulatory approach since suech affiliation is
in principle determined in relation to one of the parentis it can only
be established with reference to the other {except for cases of
judicial autherisation whers the discovery of the true origin
presents advantzges for the minor).

Article 959 regulates the hypothetical situation where the
secracy surrounding pregnancy must be published, namely vwhen the
nasciturys concerns a posthumous child whose succession rights
prejudice thivd parties.

Although it is now being revised, Article 175, sub-pzragraph 2,
must also be mentioned at this juncture since it establishes the
secrecy of registration ¢f the origin of an adopied child: YThe
register om civil status shall not publish, as from the mement of
adoption, any information whatscever which revaals the srigin of the
adopted person, nor the latter’s status as such.®

Ag regards the family financial situstion, certain provisions
dispanse with the duty to render zcecounis to certain persons (paventis,
guardians, etc). This is most probably done for reasons of trust, but
it alsec has as a consequence the creation of Yopacity™ in the econcwic
management of these persons.

The 14981 reform has abolished the paternal usufruct sn ths
property of a non-emancipated child., The new Article 165 provides
that henceforth “the fruits of his property shall alvays belong to the
non-emancipated child as well as everything vhich he acquires by
reason of his work cor industry™., However, there is an exceptieon
allowing the parents to direct the fruits of the patrimony of the
minor living with them to pay off family expenses and dispensing them
from the c¢bligation to accouni for the sums so employed.

Altheugh the law of 1583 has substituted the system of
guardianship exercised by an avthority to that of family guardianship,
it has nevertheless kept in Article 275 the traditional role of the
guarcdian, namely the receipt of all benefits or advantages in exchange
for food. This supposes that by way of compensation for the
cbligaticn to satisfy all the needs of his ward; the guardian
appropriates all the fruits of the ward’s patrimony and without having
tc account annually for the management.
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The 1981 reform has introduced in the regime governing
acquisitions - 3 legal economic regime in the field of common lav -
2 provigsion which is inspired by the principles of transparency and
publicity in the management both of personal proparty as well as
common property. Article 1383 of the civil code provicdes that
"spouses must inform each other of the situation and profit on all
scenomic activity in vhich they emgage”. Following the disappearsnce
of the primary position of the husband in the managemenc of common
affairs, thz legislature, mindful of the need for transparancy, vas
dasircus to create this obligation of reciprocal informatism.
Hon-respect for the aforemsnticnad obligarion (which is in total
centradiction to secrecy), if done repeatedly and earnestly, allows
the spouse demied his or her rights to sesk the dissolutien of the
union {Articls 1393, 4°).

in regard to the law governing succession, the lagal regims
governing the holograph type of will (the classic example of s=creey)
must be mentigned. When drafting their last will and testament,
Spaniards may opt either for a will drawn up before & notary or, for
a private will invelving nc intervention on the part cf a publie
autherity or witnesses, glven that some people of a particularly
cautious naiure prefer to keep their will as secret as pessiple.
HBowever, such peocple must be concarned about the consarvation and
publication of the will after their death so that it can tazhe effect.
One of the procedures used involves handing over the will 1o a
particularly trustworthy person who is made the depssitory of the
secretly expressed wish of the testator. Article 690 of the law lays
dowr strict rules in this regard. Ten days after he knovs of the
death of the testator, the depository of the will is uvnder a lsgal
obligation to hand it over to the tribumal., He is lishle to pay
compangation for any damage suffered as a resuit of delay (after five
years the will becomes null and voidj}.

Evidapce furnished by vitnesses is regulated by Article 1247-5
vhich declares that “anvone who by reasck of his profession or status
is obliged to kesp secret facts relating to his profession ox status®
is declared legally incapable of testifying.

I do not claim to have made an exhaustive study of the subject.
The concents of secrecy and transparency may be found elsgewhere in
other legal norms (on the publication of laws: Article 81 C.E. and 2.1
C.C.; oun the hidden naturs or secret beld and capable of being
disclosed: Article 614 C.C.; on the probative valve of private papers
or secrets kept by a person: Article 1228 C.C.; on the hidden or
secret pature ¢f defects of the res vendita engaging the
vendor’s liabilitys Article 1484 C.C.3.

The ideas expressed are sufficient to allow one to state that
Spanish civil law is by no means unconcerned by the preoccupaticns
discussed in this Colloguy.
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ROTES

KATISER, La protection de la vie privée. Protection du
secret de la vie privée {(Paris, Aix-en-Provence, 1984},
p. Ll ss.

Vide FARINAS HATONI, El derecho a la intimidad
{Madrid 1983}, p. 257.

The Supreme Conrt declared; on 28 October 1986 in the case
involving the televising of the death of the torsgader Paquirri,
"the pretecticn of one’s personality must be understood with the
utmost relativity, that any manifestation of autcmatism must be
eliminated™ and that "the sphere of personal intimacy is to be
determined in a decigive manner through the ideas which are widely
accepted in socigty and by the concept that everyone, in accordance
with his own actiong, shall maintain and determine by his various
modes of behaviour”.

In a vork published several years ago, El derecho & la
intimidad {Oviedo 1970}, p. 7, IGLESIAS CUBRIA considered
the right to communication with our fellow men as an innate right.

See the ordonnance of the Hinister of Finance of 30 July 1382
concerning the limitation of access to information contained
in fiscal data bases.

In regard to maritegl secrecy, see GARCIA CANTERO
Comentarios Albaladejo, II, 2nd Bd. {HMadrid 1981},
p. 166 ss.

Note that legislative recognition of nevw techniques of in
vitro procreation shall as a consequence give vise to the
disappearance of the secret ¢f the procreaticnal act, since
by definition third parties intesrveme in the procedure.
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DE CASTRO, Los llamados derechos de la perscnalidad,
A.D.C. 1959, p. 1237 ss

Georgina BATTLE SALES, El derecho a la intimadad privada
y su regulacion {Alcoy 1972)

FARINAS HKATOWI, El1 derecho a la intimidad, (Madrid 1983}

PEREZ LUNQ, Derechos humanos, Estado de Derecho y
Constitucion, {Madrid 1984)
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SALAS-TORNOS, Comentarigo a la ley de proteccion
juridiccional de los derechos fundamentales de la
parsond. R.A.P., septimbre-diciembre 1581, p. 29 ss

Auraliz M. ROMERO COLOHA, Dereche a la informacion y
libertad de expresion {(Barcelona 1%84)

TRUYOL SEBRA, Los derschos humancs, 3rd Ed. {Hadrid 1582}

URABAYEN, Vida privada e jnformacion: un conflicte
permanente (Pamplona 18777
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persoena en <l ordenamiento pogitive espanol, R.D.P.,
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ADMINISTRATIVE SECRLCY UnDER THE EUROPEAN COWVEHTION
O HGUAN RIGLTS

Report presentad by

Professor Peter GERMER,
University of Aarhus (Denmark)

I. The principle of democratic openness

Iin his celebrared essay on secrecy the German sociologist Georg Sumel
recalled that openness in government affairs was a rather recent phendrenon.
As late as the seventeenth and eighteenth centuries governments Kept anx-
touely silent about the amounts of state depts and the tax situation, but
in the nipeteenth century publicity invaded the affairs of state, and by
now politics and administration have lost theilr secrecy and inaccessibili-
ty to an extent which the bweaucravs of the nineteenth century would have
found impossible, and goverrmenis officially oublish facts
without whose secrecy no regime seemoed possible in earlier times. Accord-
irng to simmel, the answer to the question of how far this develcpment may
be considered expedient depends on social value axicns, but in democratic
societies openness should prevail, because every democracy holds publici-
ty Lo be an intrinsically desirable situation, on the fundamental preomise
that everybody should know the events and circumstances that concern him,
since this is the condition without which he cannot contribute to decisions
afectine him.fSee Kurt H. Wolff, ed., The Socioloygy of Georg Simmel, 1950,
pp- 336-337.) '

'The high principles of democratic copenness have been recognized by
the Council of Burope on many occasions. On the 29th of April 1982 the
Compittee of Ministers adopted a declaration on the freedom of expression
and information, stating that this {reedom i1s a fundamental elewvent of
the principles of genuine democracy, the rule of law and respact for hu-
man rights. It should be noted that the declaration of the Comnittee of
Ministers reforred to article 19 of the Universal Declaration of Human
Rights and Article 1D of the Burcpean Convention on Human Rights without
any distinction, although the wording of the two provisions 1s not exact-
ly the same.

article 19 of the Universal Declaration of Human Rigits reads as fol-
lows:

“Fveryone has the right to freedom of cpinion and wwopression;  ihis
right inciudes freedom to hold oplnions without interference and to
seek, receive and inpart information and ideas through any media and
regardless of frontiers.”

Article 10 of the Furopean Convention on Human Rights provides as
follows:

1. Everyone has the right to freedom of expression. This raght
shall include freedcm to hold opinions and to recelve and impart in-
fonmation and ideas without interference by public aurhority and re-
gardless of frontiers. This Article shall not prevent States from
requiring the licensing of broadcasting, television or cinema enter-—
prises.

2. The exercise of these freedoms, since it carries with it duties
and responsibilities, may be subject to such formalities, conditions,
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restrictions or penalties as are prescribed by law and are necessarcy
in a democratic socicty, in the interests of national security, ter-
ritorial integrity or public safety, for the prevention of disorder
or crime, for the protection of health or morals, for the protection
of the reputation or rights of others. for preventing the disclosure
of information received in confidence, or for maintaining the autho~
rity and impartiality of the judiciary.”

The lanquage of article 19 of the Universal Declaration of Human Rights
is reflected in Article 19 of the Internaticnal Covenant on Civil an Po-
litical Rights which provides as follows:

*1. EBveryonce shall have the rigat to hold opinions without interfer-
enca.

2. Everyone shall have the right to freedom of expression; this
right shall include freedom to seek, reccive and impart information
and ideas of all kinds, regardless of frontiers, either orally, in
writing or in print, in the form of art, or through any other media
of his choice.

3. The exercise of the rights provided for in the foregoing paragraph
carries with it special duties and responsibilities. It may there-
fore be subject to certain restrictions, but these shall be such on-
ly as are provided by law and are necessary, (1) for respect of tho
rights or reputations of others, (2) for the protection of naticnal
security or of public order, or of public health or morals.™

For the purpose of this paper the most intriguing difference between
the three texts is that the right to sccek information is expressly recoy-
nized by the provisions of Article 19 of the Universal beclaration of Hu-
man Rights and Article 19 of the International Covenant on Civil an Poli-
tical Rights, while no such right is mentioned in the Burcpean Convention
on Human Rights. All three texts expressly quarantee the right to recerve
and inpart information, but the right to seek information seems precarious
under Article 10 of the European Convention on Human Rights.

It has been argued by Giorgio Malinverni and other legal experts that
although a textual interpretation based on preparatory work might lead to
the concluaion that the right to seek information is not covered by Arti-
cle 10 of the Furcpean Convention on Human Rights, the aim and effcctive-
ness of Article 10 may be invoked in support of the view that the right
to seek information is implied by that provision. (See Giorgio Malinver-
ni, Freedom of Information in the European Conveation on Human Rights and
in the International Covenant on Civil and Political Rights, Human Righis
Law Journal, vol. 4, 1983, pp. 443-460, at p. 449 with further references)

sion of Human Rights and the Furopean Court of Human Rights show an encour-
aging trend in this respect. The Camuission has stated that 1t cannot

i ruled out that the right to receive information may under certain cir-
cunstances include a right of access by the interested person to documents
which although not generally accessible are of particular importance for
his own positicn. In the Sunday Times case the Court emphasiced that ar-
ticle 10 guarantees not only the freedcm of the press to inform the public
it also the right of the public to be properly informed, and the Court
held that the families of the nurerous thalidanide victims bad a fundamen-
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tal interest 1n knowing all the facts of the case and could not be denied
such information. {See, ibid., at p. 450, with references to X v. Federal

Republic of Germany, Application No. 8383/78, 17 Decisions and Reports
227-229, and Eur. Court U.R., The Sunday Times judgwent of 26 April 1979,

at paragraph 66).

1I. The case law of the Puropean Cowmission of Human Rights

Recent case law of the Puropean Comuission of Human Rights shows that,
i principle, it cannot be excluded that the right to receive information,
under Article 10 of the Furcpesan Convention on Human Rights, in certain cir—
cumstances includes a right of access to information which. is not genarally
accessible, but up to now there has not been much direct action in this Licld.
that doss nol necessarily mean that the Commission shows espocial restraint
1 cases concerning secrecy, but as long as it has not put its foot down the
Commission may rightfully be suspected of not taking openness seriously.

applicant ‘s complaints as manifestly ill-founded. The applicant, wio was a
consultant biclogist residing in County Cork, Ireland, had stated that the
object of his application was to close an asbestos dump near his hoawe and to
uphold his claim that the planning conditions and provisions for monitoring
in relation to the dump were insufficient to protect the public., In March
1977 planning permission had been granted to a State authority for industri-
al development to use a site four miles frow the applicant s hane for the
airsposal of asbestos waste coming frem a factory which manufactured brake
disc pads. The applicant appealed against the grant of planning permission
to a planning board, with the cutcome that permission was granted for the

use of the site as an asbestos dungp, subject to eighteen conditions intendad
to reduce or eliminate the escape of asbestos dust or fibres and to keep con-—
stant checks on the poliution of the atmosphere and the surrounding area.

In November 1977 the applicant instituted proceedings at the liigh Court, and
in te cowrse of the hearing the applicant was provided with access to docu-
ments in the possession of the County Council concerning the results of moni-
toring tests which had been carried out by an independent ggency in compli-
ance with the planning conditions. The High Court noted that there existed
abundant: evidence on which the planning board could properly grant permission
subject Lo the conditions which had been imposed. An appeal to the Suprame
Court was rejected in 1879,

Before the Eurcpean Commission of Human Rights the applicant made com—
plaints under Article 10, claiming inter alia that his right to receive in-
formation was infringed in that his request for the publication of monitor-
1y results had been denied by the authorities. The Comission noted that
although the right (0 receive information, under Article 10, 1s prumarily in-
tended Lo guarantee access to general sowces of information it cannot be ex-
cluded that in certain circumstances it includes a right to access to docu-
ments which are not generally accessible. However, the Commnission was not of
the opinion that Article 10 imposes an obligation on State authorities to pub-
lish such 1nformation as opposed to facilitating access to them. The Com.s—
sion noted, morcover, that the applicant had been granted access to monitror-
ing data in the course of the hearing before the lilgh Court and that there
was no indication from the case file that further access to data in the posses-—
sion of the County Council had been denied him. Against rhis background the Com~
mission declared the application inadmissible.

Tn Betrendt v, Federal Republic of Gemany, (Application MHo. 9296/81),

the applicant, who as an assistant in the law faculty of the university
of Munich had been the first female candidate for habilitation, camplained
that events in the faculty in connection with her habilitation orecedire
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amounted to a violation of Article 3 and drticle 8 of the Buropean Conven-
tion on Human Rights, referring inter alia to insulting debates held by
the faculty without giving her a chance to ba heard, and the imposition

of professional secrecy in this respect. The Burcpean Commission of Human
Rights observed that the question of the faculty’s professional secrecy
did not raise any issues under Articles 3 or 8 of the Convention, but should
Le considered under Article 10 of the Convention. The Conission stated
that. if it be assumed that the right to receive information, under Article
10, extends to sources of information which are not generally accessible
put which are of particular importance to the person concerned, it must

be noted that article 10 (2} expressly authorises the non-disclosure of
information received in confidence, provided that this is lawful and nec-—
essary in a demooratic society. Purihemole, the Comnission noted that

the applicant's right to receive the information relevant for the proceed-
ings ingtituted by her before Gegman courts had in fack been recognised,
and in particular the statements relating to her character and reputation
had actually been disclosed. In these clrcumstances the Comission con-
sidered that the applicant's cuamplaint was manifestly ili~f{ounded.

Tn Wallen v. Sweden, (Application to. 10877/84), the applicant invoked
sreicle 3 OF the Burcpean Convent.ion on Human Rights. The applicant stated
that in 1982 a letter concerning her was sent to a mental hospital in Stock-
holm by a lawyer, who represented a Swedish artist. Subserquently a psy-—
chiatrist from the hospital telephoned the applicant and asked her to meet i
him for a conversation. The applicant appeared at the hospital and was :
informed that a letter including a report from the lawyer had been sub-
mitted to the hospital. The applicant requested permission to read the
report but that was refused. The doctor in question informed the appli-
cant that he intended to cammence forced medication on her and if she re-
fused such medication she would inmmediately be involuntarily cannitted
b the mental hospital. The applicant stated that she had no choice but
to surrender to the power of the doctor, and she then immediately got an
injection. She was ordered to return each fortnight for medication.

nefore the European Cammission of Human Rights the applicant canplained
that she had been subjected Lo torture by way of forced redication, and
she submitted that the freatment was inhuman and degrading, stating that
she considered it Lo be a punishment for having called upon the artist
in question who was her idol. This part of the applicant’s complaints
was rejected pursuant to Article 27 {3) of the Convention for failure to
exhavst dorestic remedies.

The applicant also alleged a violation of the Conventtion in that she
had not. been allowed to see the report on herself, which she had wanted
to read in order to £ind out what she had bzen blamed for. The Caunission
noted that the applicant had not invoked any specific art.icle in this re-
spmet apart from srticle 3 of the Convention, which the Commission consid-
ered not to be relevant. However, the Camission on 1ts Own examined Av-
ticle 8 and article 10 of the Conventlon.

A5 to Article B the Cannission observed that the refusal of the autho-
rities to disclose to the applicant a letter which conearned her could
in the circunstances be regarded as an interference with her right under
Aarticlé 8 (1) to respect for hur private 1ife, but it must be recalled that
the refusal was dve to the fact thal the authorities considered that the
discloswe of the letter could entail a danger tor the person who had written
the letter, or that sorcone close to that persan could be subjected to vio-
jence or other serious interference. Referring to Article 8 (2} the Comnlis-—
sion observed that the decision to refuse tO disclose the letter was “in
accordance with the law”, as it was taken pursuant to the Swedish Sccrecy
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Act, and the Ccommission stated that the decision was "necessary in a demo-—
cratic soclety ... tor the protection of the rights and freedcms of others®
namely those persons who could be in danger 1f the letter was disclosed.

As to Arlicle 10 the Camnission cbserved that it could be leit open
whather the provision concerning the freedom to receive and umpart infor-
mation can be interpreted as guaranteeing a right Lo receive information
which the authority holding the information does nol wish to impart. Even
assuining that the refusal to disclose the letter to the applicant could
be regarded as a resbriction on her freedows under Article 10 (1}, such
a restriction would be justified under the terms of aticle 10 {2) as be-
ing "prescribed by law", and "necessary in a democratic society for the
protection of the raghts of others".

On the basis of these observations the Commission reached the conclu—
sion that the refusal bto disclose the letter to the applicant did not con-
stitute a viclation of the Convention, and the application was rejected
as manifestly ill-founded in this respect.

In Gaskin v. United Kingdcm, (Application No. 10454/83), the applicant,
who was born in 1559, carplained about refusal of a local authority to give
him access to the file relating to bis period spent in care. In Decamier
1959 the applicant was taken into the care of Liverpeool City Council fol-
lowing the dealh of bhis mother, and he remained in the carc of the local
authority until he attained his majority in 1977. During the major pact
of this period the applicant was boarded oub with various foster parents,
and under the terms of the regulations concerning boarding-out of childron
the local avthority was under a duty (0 keep certain confidential records
concerning the applicant and his care. The applicant contended that during
his period spant in care he was lll-treated, and he argued that access to
the case-file was necessary to him in order to attempt to cope with the
psychological problems which he claimed to suffer as a result of the time
spant in care. Before the Buropean Commission of Buwan Righis the appli-
cant camplaired inter alia that the local authority’s continuing refusal

to qgrant him axess to the case-file constituted a vielation of article 8
and article 10 of the Puropean Convention on Human Righis.

The Comdssion noted that a f£ile relating to the applicant's treagrnent
1n care did indeed exist. The file contalned information compiled from
a variety of scurces and was intended to provide the local authority with
a camplete record of the applicant's development during his childhood such
as might normally be in the momory of a child's parents. As the applicant's
period of care had ended in 1977, the case-file was no longer of any use
to the local authorities, but its relevance to the applicant had not ceased,
since the i1le might provide the applicant’s principal source of informa-
tion about his past and fommative years. In these circumstances the appli-
cant's coumplaint of his continued lack of access Lo the case-file could
not be considered to be incowpatible ratione materiae with either Article
8 or article 10 of the Convention. The Cannission found that this camplaint
raised difficult questions of fact and Law as to the interpretation and
application of Articles 8 and 10 which could only ke resolved by an exam-
tnation of the merits. Consequently, the camplaints concerning violation
of Articles 8apg L0 could not be considered manifestly ill-founded. o
other grounds for inadmissibility having been established, the Commission
in its decision of 23 Janvary 1986 on admissibility declared the applicant's
canplaint of his continued lack of access to the case-file admissible. &s
of August 1987 the case is still pending.
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In X v. United Kingdon, (Application No. 11516/85), the applicant
complained inter alia that the refusal of the Scottish authorities to pro-
vide him with & copy of the patihologist’'s post-mortem report of his murdered
wile was a breach of Article 10 of the Convention. The circumstances sur-
rounding the marder were unclear. On 31 March 1984 at around midnight the
applicant's wife was murdered in a block of flats and was dragged out of
the building and into the road, Earlier in the evening the applicant’s
wife had been met by her subsequent assallant, D, and his uncle and aunt
in & bar. ‘They all went together to the flat and D's uncle and aunt: left
about an hour beforn midnight, the arrangement being that the agplicant’s
wife and D would follow them later to another bar. When charged with the
murder, D decided to plead quilty, thereby avoiding a full publ ie trmal,
and consequently many of the details of what happened to the applicant’'s
wife were not revealed as they would normally have been under Cross—gues-
tioning in court. -

The European Counission of Human Rights observed that the post—omortem
report is & technical wedical docurent which is the property of the Crcawn
and is not normally released to the public, but nevertheless the applicant
wished to receive a copy of the report, contending that Acrticle 10 of the
Convention conferred upon him a right to reguire the production to him -~
of such s document.  In this regard the Cawmission racalled the previ-

OUs CUCasions on  which it had considered what sorts of information

are covered by the freedon to receive information referred to in Article
10. Howoever, the Camnission did not find it necessary to decide the ox-
tent of the right conferred upon the applicant by article 10 (1) as regards
the post-mortem report, since it was clear that he had in [act substantial-
ly received the information which he claimad was denied to him. Certain
details of the circumstances of his wife's death were provided to his solic-
itors by the Procurator Fiscal at a meeting on 9 August 1984 following a
recuest by them for a copy of the full report. 1In response to a further
request to the Lord Advocate at the Crown Office on behall of the appli-
cant for a copy of the report, the Lord Advocate confirnmd that it was

not the practice in any case to provide the victin's family waith a copy

of the post—mortem report, but the ford Advccate confirmed that the Proc-
urator Fiscal would be happy to discuss any other cutstanding mabters

on which information was sought with the applicant's solicitors.  Purther
information was provided at a meeting between the applicant's representa-
tive and the Procurator Fiscal on 4 March 1985 when the apphicant's solic-
itors put certain further specific questions Lo the Proocurator Filscal con-
cerning the injuries suffered by the applicant's wife, detalls of the clc-
stances of her death and the behaviour of the other individuals 1nvalved
prior to the murder. The Procurator Fiscal provided full written answers
to all these questions, although he maiontained his refusal of access to

the post-morten report itself. Moreover, the Procurator iscal confirmed
rhat the apolicant might seek answers to any further guestions concerning
rhe clrowetances of his wife's death in the same way 1if any guestion re-
mained outstanding.

The Puropean Comanission of Human Rights stated that the Convention
could not in these circumstances be interpreted 10 guarantee a right to
receive information in a particular fomm, and the applicant had no right
to receive a copy of the posi—wortem report itsclf since he had in any
eveni recejved, or could receive if he formulated a suitable request, the
substantive information sought by means of the written answers to his ques-—
tions. The applicant had not indicated what further information he required
and had not received. On the basis of these cbservations the Comission
found that there had been no interference with thoe applicant's access to
information and that his complaints in this respect were manifestly 1li-
founded within the meaning of Article 27 (3) of the Convenlion. i




In Leigh, Guardian Newspapoers & Observer Newspapers v. United Kingdom,
(Application No. 1003%/82), the guestion of secrecy was intemminglod with
far-reaching questions concerning freedom of information and freedom of
speech and press. The application related to proceedings which were taken
by the Home Office against Harriet Harman for contempt of court. Harriet
Harman, acting in her capacity as sclicitor for the National Council for
Civil Libertaes, had represented a prisoner in a civil action against the
Heme Office for false imprisonment. The action concerned the prisoner®s
detention in a special wnit for disruptive prisoncrs which had been set
up at Wakefield Prison. In the course of these proceedings the prisoner
successfully sought court orders for discovery of certain documents by the
iowe Office. The decuments were disclosed on the basis of an implied un-
dertaking te the court and an express undertaking by larriet Harman to the
Home Office that the documents were confidential and were not to be used
for collateral or ulterior purposes apart from the trial of the action.

In the course of the action, counsel for each side read aloud material
parts of some 800 of the documents which had been arranged in two exhibit
bundles. After the bundlies had been read out in open court David Leigh,

a journalist by profession, asked for sight of them and was allowed to
inspect them in Harriet Harman's office, but he did not see the comlete
set of docunents consisting of 17 bundles which the Hare Office had pro-
duced and which had not been read out in court. In Awil 1980 David Leigh
wrote a feature article for The Guardian based on the information he had
gathered from the documents, critically examining the role of the Hons Of -
fice in the setting up of the special units at Wakefield Prison.

In June 1980 the Hare Office sought an order to punish Harriet Har-
man for contampt of court, and on 27 November 1980 the court of first in-
stance found in favour of the Hawe Office. An appeal to the Court of Ap-~
peal was dismissed on 6 February 1981, and a further appeal to the House
of Lords was dismissed on 11 February 1982. The majority of the House
of Lords found that the implied cbligation not to use the documents for
any ulterior purpose continued despite the fact that they had been read
cut L open court.

In the proceedings before the Buropean Cammission of Human Rights
David Leigh stated that he considered Harriet Harman's actions in allcw-
ing him to inspect the exhibited bundles to be normal practice, and he
explained that in his thirtcen years as a journalist he had frequently
attended both criminal and civil trials and coumonly asked the parties
for documents which had been put in evidence in the course of a public
hearing. These requests had invariably been met whether the case was &
civil or a criminal one, and whether or not the documents in question orig-
inated frcm the party whom he approached. Guardian Newspapers and Observer
Newspapers stated that their principal interest was in the evidence pres-
ented in the course of the case concerning false umprisonment and the ray
of light which 1t shed on policy-making within a notoriocusly secretive
area of Governmeni. activity. It was Known that control units had been
in existence since 1974 and had been closed by the Home Secretary in Qo-
tober 1875, bul until the evidence in the case which served as basis for
David Leigh's feature article in Amril 1980 it was not known how the deci-
sion to set up the units had been made, how the original concept had changed,
or what sleps had been taken by the Hawe Office to forestall public criti-
Cism.
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The applicants complained inter alia that the decision of the House
of Tords in Harman v. Home Office had interferad with their right to re-
ceive and impart information as guaranteed by Article 10 (1) of the Eurc-
pean Convention on Human Rights. David Leigh stated that he had been un-
able to write further stories on the control units and that The Guardian
and The Observer had been unable to publish such articles. AllL three ap-
plicants claimed that their sources of irformation had bzen adversely ai-
fected because recipients of discovered documents would now be unwilling
to permit imspection of such decuments, even if the docunents had been
read out in court. The applicants added that the risk of proceedings be-
ing taken against them for contempt of court had & chilling effect upon
their right to freedom of expression.

The European Cammission of Human Rights cbserved that The Guardian
and The Observer had remained free to publish articles concerning the con-
trol vnits and that no effort had been made to restrain such publication.
The Comission arsicered that the complaint brought by these two applicants
was, in essence, an actio popularis and that, therefore, they could not
be regarded as victims within the meaning of Article 25 (1) of the Conven-
tion. As to David Leigh the Commission considered that he could not claim
to be a victim either, and it noted in this regard that he had been able
to publish his article concerning the control units with complete freedam.
Mo attempt had been made to bring proceedings against him for abetting
contempt of court, and he remained free to publish further articles with-
out interference. The fact that as a result of the House of Lords decision
in Harman v. Home Office he was unable te gain further access to the dis-
coverad documents on which he based his feature article in April 1980 did
not make him a victim within the meaning of aArticle 25 (1) of the Conven-
tion, since in the Commission’s view such a restriction must be seen as
an indirect consequence of the decision of the House of Lords and one which
affected every interested journalist in the United Kingdom. On the basis
of these considerations the Commission held that the application must be
rejected as incompatible ratione personae with the provigions of the Con-
vention within the meaning of Article 27 (2}.

In ¥ v. Pederal Republic of Germany, (Application No. 11556/85). the
applicant, a German lawyer horn in 1899, complalned inter alia that the
Cerman authorities had refused to grant him access to the criminal regis-
ter in respect of van der Lubbe who wes convicted and sentenced to death
in 1833 by a German court for having set firc to the Reichstag. The ap-
plicant bad attempted to rehabilitate van der Lubbe by reopening the Cri-
minal proceedings, but his requests had been rejected, and he had been
informed by the General Public Prosecutor that he could not be told the
reasons why the entry into the criminal register of van der Lubte had been
deloted. The Eurapean Caraission of Human Rights noted - without nega-
tions - that a claim to seek and receilve certain information from the author-
ities could, as such, fall within the scope of Article 10 of the Convention.
However, the Ceamission found that in the circumstances of the case in
point, the auvthorities' refusal to disclose to the applicant the reasons
why another person's entry into the criminal register had been deleted
did not disclose any appsarance of a violation of the rights set out in
Articie 10. This part of the application was rejected as manifestly 111-
founded, and the application was declared inaduissible.
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111. The case of the dangorousg tuseun ()fficiai

The recent judgment of the Buropean Court of Human Rights in the
Leander case shows that secrccy within public administration is a pre-
carious issue under the Buropean Convention on Human Rights. ({See
Fur. Court H.R., Leander case, judgrent of 20 March 1987, ‘-“,er_ies A
No. 116).  The facts of the case were to sane extent i1n dispute be-
tween the applicant, Torsten lLeander, and his adversary, the Swedish
Government, but the main issues were clear.

The applicant, a carpenter by profession, was born in 1951. On
20 August 1879 he began to work as a temporary replscement in a post
of museum Lechnician at the Naval Musaum at Karlskrona. The mussum is
adjacent to Karlskrona Maval Base which is a restricted military secu-
rity zone. Before the Burcpean Court of Human Rights the applicant
maintained that the intention was that he should work for ten months
in this post while its ordinary holder was on leave, and he alleged that
on 3 Seprember 1879 he was told to leave his work pending the oul-
cam of a personnel control on him which had to be carried out under
the Swedish Personnel Control Ordinance of 1969. According to the ap-
plicant this control had been requested on 9 August 1979. The Swedish
Government. submitted that the applicant had only been employed from
20 August to 31 August 1931, as evidenced by a notice to that effect
issued by the Director of the Museum on 27 August 1979. The Government
furthermore contended that in enploying Torsten Leander the Director
had camitted two mistakes. Firstly, 1t was against the regulations
to eaploy a person before a personnel control had been undertaken, and
secondly, the post had not been properly advertised. The necessary
steps for Tilling the vacancy were taken on 30 August 1979, and the post
was opened for application until 28 September 1979, but having been in-
formed by the Director that he would not be cligible because the outcare
of the personnel control had been unfavourable, Torsten leander did not

apply.

The further events offer points of resenblance with Catch 22, Fol-
lowing the advice of the Sccurity Chief of the Naval Rase, Ieander wrote
to the Cornander-in-Chief of the Havy requesting to be informed of the
reasons why he could not be employed at the Naval Museum. 1In his reply
of 3 October 1979 the Commander-in—Chief of the dNavy explained that the ku-
seum posscssed several storage rcoms and historical objects which were
located within the area for which the Chief of the Naval Base was respon-
sible, and the person holding the post at the museum mst be free to cir-
culate within restricted areas. The Chief of the Naval Base had requasted
a personnel control, because the rules concerning access to the restricted
areas must apply o the personnel al the Museum. The Conmander-in-Chief
of the Navy stated that the outcare of the personnel control had been un-
favourable, but he Indicated that Leander wwuld be eligible for the post
if hais duties at the Museum did not nessecitate his having access to the
naval installations at the Naval Base. On 22 Cctober 1979 Leandsr can-
plained to the Swedish Government asking to be declared eligible for the
temporary amploymant at the Museum, and requesting information on the rea-
sons for the unfavourable outccme of the personnel control. The Covern-
cnt reguested the opinion of the Supreme Cownander of the Amed Forces,
who in turn consulted the Casmander-in~Chief of the Navy. In his reply
Lo the Governmani. the Supreme Camander of the Armed Porcss stated that
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the employment of Leander in August 1979 did not involve any access to

the Naval Base, and the Coamnander-in-Chief of the Navy had stated that

he did not oppose such employment, but the Director of the Naval Museum
had affirmed the requirement that Leander should have access to the Naval
Base. The Supreme Camnander of the Armed Forces agreed with the Command-
cr-in-Chief ot the Wavy that Leander might be employed by the Naval Museum
provided that the holder of the appointment should not have access to the
Naval Base. The opinion of the Supreme Comnander of the Armed Forces was
accompanied by a secret annex, containing information on Leander which

had been released by the National Police Board. This annex was never com-
municated to Leander and was not included in the material submitted to

the Buropean Court of Human Rights.

In a letter of 5 February 1280 Leander raised new grievances before
Lhe Govermvent complaining that the Naticnal Police Board hed refusad to
cormmunicate to him the security information concerning him.  In support
of his complaint Leander referred to a proviasion of the Personnel Control
Ordinance according to which the person concerned should be given opportu-
nity to sulxnit observations on the security information 1f special reasons
gave cause for this. By decision of 14 May 1980 the Government rejected
the whole of Leander's camplaint, stating that the guestion whether a per—
son was eligible for a certain position could only be examined in the con~
text of a camplaint alout the appolntment to the post, and Leander had
lodged no appeal with the Government in respect of appointment. Furthermore,
the Government stated that in the case of Leander there were no such spe-
cial circunstances as mentioned in the Personnel Control Ordinance which
could give Ieander the right to be acquainted with the information about
him released by the National Police Board to the Supreme Commander of the

Arred Forcoes.

In the covrse of the proceedings before the Buropean Commission of
Human Rights and the Burcopean Court. ¢f Human Righis Leander gave detailed
information on his personal background. lie had not belonged to any polir-
ical party since 1976, but earlier he had been a momber of the Swedish
Coumnist Party, and he had also bkeen a mamber of an asscclation which
published a radical review. During his military scervice in 1971-72 he
had been active in the soldiers' wnion, and he had been a delegate at a
soldiers' union conference in 1972, which be maintained had been infil-
trated by the security police. He had been active in the Swadish Build-
ing Workers® Association and he had travelled a couple of tines in Fast-
ern Burepe.  However, he asserted that according to concordant stalemonts
by regponsible officials none of these circumstancss had been the cause
of the wnfavourable ocutcawe of the personnel control.

Before the Buropean Cammission of Human Rights Leander corplained
that the Swecish aulhorities kept information on him which was not dis-
closed to him, and he alleged that. his rights under articles 8§ and 10 of
the Conventlion had been violated. e also caplained thai he had had no
eifective remedy before a national authority in Sweden and that accordina-
ly Article 13 of the Convention had been violated. The Cawmission con-
cluded by a vnaminous vote that there had Iren no breach of Article 8 and
10 of the Convention. As to the alleged viclation of Article 13 of the
Conventilon the Covernmant arqued that Swedish law offercd sufficient roin~




edies for the pwposes of article 13, namely
-~ a formal application for the post, and an appeal to the Government ;
- a request to the National Police Board for access to the secret po-
lice-register on the basis of the Swedish Freedem of the Press et
and an appeal to the administrative courts;
- a cowplaint to the Chancellor of Justice;
- a camplaint to the Parliamentary Cubudsman.

Having examined whether any of these four remedies taken separately
could satisfy the requirement of being an effective remedy within the nean-
ing of article 13, the Furopean Commission of Human Rights found that none
of them was acceptable. However, by a vote of seven against five the Com-
mission reached the conclusion that the case disclosed no breach of arti-
cle 13. The majority of the Camission found that although there was no
single remedy which could have provided Leander with a proper Articie 13
remacly, the four remedies, taken in the aggregate, met the requirenent s
of Article 13. Thus, the majority of the Cammission constructed the ex-
traordinary cguation

0+0+0+0=1

The Court, like the Commission, reached the conclusion that there had
been no breach of article 8 of the Convention, since the safequards con-
tained in the Swedish persomncl control system met the rexquiraments of
Article 8 (2). 1In view of the wide margin of appreciation available to
it, the Govermment was entitled to consider that the interests of nationsl
security prevailed over the individual interests of Learder, and therefore
the interference to which Leander was subjected could rot be said to have
been disproportionate to the legitimate aim pursued.

As o the alleged violation of Article 10 of the Convention the Court
concluded that there had been no interference with Leander's freedom o
express opinions. Neither had there been any interference with his free—
com to receive nformation. The Court stated that article 10 does not,
in circumstances such as those of the Leander case, confer on the indivic
wal a right of access to a2 register containing information on his personsl
position, nor dees it embody an cbligation on the Government to impart
such information to the individual. However, the Court. obsorved that the
right. to receive information basically prohibits a Govermment freom restvrict—
ing a person from receiving information that others wish or may be willing
to impart to him. Taken literally, this observation could mean that the
Court would not have reached the same conclusion as the Comaission in Leigh,
Guardian Newspapers & Observer Newspapers v. Dnited Kingdom, uince Harviet _
Harmman was willing to allow David Leigh to inspect the exhibited bundles '
further. :

As to the alleged violation of Article 13 the Cowrr held, by four vores
to three. that there had been no breach of the Convention. The Majority
of the Court found that the aggregate of the remcdies satisfied the cor
ditions of Article 13 in the particular circumstances of the case, and the
guestion was thus decided on narrow grounds.

Iv. The chilling effect

1n cases concerning secrecy within public administration the Furope-
an Comdission of Human Rights has constantly paid lip-service to the prin-
ciple of demccratic openness, but it seems relevant to ask the question
which the Americans have been asking in various contexts since the 1984
TV cammercial for Wendy®s hamburgers: "where‘s the beef?”  In respect of

h-—_————__-—-_—-————
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most of the cases it is difficelt for outsiders to make a critical assess-—

ment of the decisions of the Eurcpean Cammission of Human Rights, beocause,

for good reasons, not all the facts are known. liowever, a little wondering
may be appropriate.

Considering the case of Wallen v. Sweden, {Application No. 10877/84),
one may wonder if it is normal procedure that a lawyer representing an
artist who has been bothered by oneof his fans writes directly to a men-
tal hospital, whereupon a psychlatrist franm the hospital sumrons the fan
for a conversation at the hospital and threatens to have her involuntar-
ily ccomitted. 1n the course of the proceedings before the Furopean Com-
mission of Human Rights Mona Wallen had submitted a medical certitilcate
of 11 June 1984 according to which she was mentally nommal, and alihough
pecple who can prove that they are not insane are always met with suspicion,
one may wonder if there was any real dangexr involved in disclosing to her
the letter which had interfered with her right to respect for her private
life. '

one may also wondsr Wy in X v. United Kingdom, {(Application No. 11516/8%),
the applicant was not allowed to see the post-mortem report. He could ask
211 the questions he wanted, but he could not see the report itself. It is
1ike a used car dealer covering his list with his hand. If there 1s no
hocus-pocus why can’t the custorer sce the list? The prcblem is thal you
do not know what questions to ask if you don’t have access Lo the secret
information. In the Leander case it was impossible to find out why the
outceme of the personnel control was unfavourable. Leander could ask if
it was Gue to his earlier membership of the Swadish Communist Party, if
i1 was because he had boen active in organizing soldiers and workers, or
if it was because he had travelled in Eastern RPurope. The answer 1o all

rhese questions was no. What other questions could he ask? The person
searching for secret information is groping in the dark.

In same cases the reports of the buropean Camiss:on of Human Rights
provide sufficient grounds for & critical asscssment. In Leigh, Guardian
Newspapers & Observer NOWSDSI®Is V. United Kingdem, {Application No. 10039/82),
the Coamussion, an primiive language, gave the following erplanalion:

"phe Convention docs not institute for individuals a kind of actio
popularis werely because they consider that a particular legal pro-
vision 15 in conflict with a provision of the Convention.™

apart fram the semantic absurdity of the sentence, the obsapvation
was not relevant. 1o the case in point. The Commission stated that it did
"mot. consider that the concept of ‘victim' in Article 25 (1) may be inier-
preted so broadly, in the present context, as LO encGuRass every Newspapmar
or journalist in the United Kingdom who might conceivably be affected by
the decision of the House of Lords", but that was not the issue, as the
applicants claimed that they were all directly affected by the decision
of the House of Lords. The Guardian had already published an article on
Lhe role of the Home Office in the setting up of the special units at Wake-
ficld Prison, and both newspapers had shown a special interest in publish-
ing further articles on this subject. Tt is therefore difficult Lo under—
stand how the Comnission could state that the camplaint broughi by Lhe
cwo nowspapers was "in essence, an actio popularis”. In relation to the
the camplaint brought by David Leigh the Ccamission made the irrelevant
observation that the restriction resulting from the decision of the House




of Lords affected every interested journalist in the United Kingdam. Da-
vid Leigh had written an article based on the information which he had
gathered from the exhibited bundles of documents, and he had a special
incentive to write further articles on the basis of the information con-
tained in the documents. His situation was not the same as that of all A
ather interested Jowrnalists in the United Ringdam. If Woodward and Bermn- ;
stein had been stopped after thelr first article on Watcrgate, all other
interested journalists in the United States would probably also have been
affected, but that would not have justified the interference, and nobody
would have talked about actio popularis if the Washington Post had insti- |
tuted court proceedings.

David Leigh and the two newspapers arquaed that the decision of the
House of Lords had a chilling effect. This kind of argument plays an im-
portant role in American constitutional law. (See, e.g., Note:r The Cmall-
ing Effect in Constitutional Law, Columbia Law Review, vol. 68, 1569,
po. 808-842 .) The Furopean Conmuission of Human Rights disregarded the
chilling effect, emphasizing that David lLeigh was able to publish his ar-
ticle on the basis of the information he had recelved {ram Harriet Harman
and that no proceedings were actually taken against him. However, these §
ohservations did noi. dispose of the applicants®' claim that they were vic-
tims because the restrictions on their freedom to receive the information
in the exhibited bundles deprived them of the ability to write and publish
the type of detailed critical review of the pregrawmme which they desired to
rohwe. It cannot be denied that the decision of the House of Lords had
a chilling effect in this respect. It deoes not require much knowledge
of journalism to realize that the writing process 1s seriously hampered
1f a journalist who has published one article on a controversial subject
i1s cut off from verifying the information needed {or further articles on ;
the same subject.

The Leander case also has a chilling effect. Young people may b
scared of being asscciated with radical political movements. They may
think that if they join a radical political party, participate in labour
organizing activities, or travel in Fastern burope, they run the risk of
not being eligible for certain posts in the civil service. ‘there may be
other reasons for their ineligibility, but they will never be able toe find
out. what those other reasons are. They mey exhaust daeestic ramedies,
realizing that there is always a catch, and there is no help from
the Furopsan Commission of Human Rights and the Burcpean Court of Human i
Rights. An adequate description of the chilling effect in relation to
denial of henefits or positions was qiven in 1969 by Thomas T. Emerson
in his comprehensive treatise on freedom of expression: ]

“The effect on freedun of expression from withholding benefits or
positions is apparent. To same extent the impact ls dircect, as when
a person deliberately foregoss some form of expression in order to
be eligible for a benefit or position. More freguently the impact
is indirect. HNumerous other persons seek to avoild future trouable

by steering clear of controversial opinions or asscciations. These
repercussions extend particularly to young persons, studying for or
just entering a career. The more extensive the restractions and the
longer they remain in operation the more pervasive becones the damp-
ening effect. Qver a pericd of time the whole ethos of political
life may be drastically altered.

There are, moreover, certain features of this kind of restric-
tion which accentuate the impact upon the system of free expression.
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In the first place the regulations are, even more clearly than in most
controls of expression, a form of preventive law. #No harm has yet
been done. The scheme is to avoid injury by weeding out in advance
those persons who might possibly cause the injury some time 1n the
fuoture. Such restrictions almost inevitably suffer from overbreadth,
in design and in application. In order to avoid the bad risks they
tend to eliminate many of the good risks.

Secondly, the restrictions are usually framed as administrative
requlations rather than criminal offences. Hence the safcguards of
a criminal proceeding are lacking. Rules relating to the burden of
proof, the admission of evidence, the necessity of a judicial tribu-
nal, are all relaxed or abandoned. It is possible, woreover, to ini-
tiate a proceeding or discualify an applicant on 2 showing substan~
tially less than is required to commence a criminal prosecution. The
administrative system may, therefore, be a much tighter, more pervad-
ing form of restriction.

Finally, the system of restriction is normally one of low visi-
bility. Decisions are frequently informal, made without public heax-
ing, and indeed without poblicity. Official findings of faclt and rea-
sons are usually not given. Such procedures are particularly likely
wWhen the person affected is an applicant rather than an incumbent.

Thus an air of mystery and uncertainty permeates the process. The
wmagined impact of the restriction may be the most repressive feature
cf all.” {Thomas I. Emerson, The Svstem of Freedon of wpression, 1970,
pp. 162-163.)

There is no reason to believe that professor Bmerson had prophetic
gifts and could foresee what would happen in Sweden same ten vears later.
Rather, the reason why his observations seem particularly relevant could
be that they are universally wvalid.

V. 1In search of principled decisions

A comparative study of statutory provisions concerning adeinistrative
secrecy shows that there are many ways of preventing public disclosure,
(See, e.g., Clvil Service Department, Disclosure of Official Information:
A Report on Overseas Practice, H.M.5.0, 1979 .J AU one extrome there is
the Swedish Secrecy Act, containing many detailed provisions, which means
that it is always possible to find a clause that may vouch for secrecy.

At the other extrems are short secrecy clauses establishing broad cate-
gories which jnvariably suffer from vagueness and overbreadth. In some
couniries it is the extent of secrccy which is the greatest secret of all,
48 several cchanators on aéminis?rafivc secrecy have observed. [Sea,

pressures bdvc exlstcd in many democrdtlt countr;eq fov 1ncreaqu kncwledge
of the processes of government, but statutory messures intreducing freedom
of information often contain provisions consistent with the continued prac-
tice of official secrecy. (See, e.g., David Clark, Open Covernment: The

French Experience, Political (Quarterly, vol. 57, 1986, pp. 278-294, at p. 285 .

In view of the many ways in which the wember States may prevent public
disclosure there 1s a need for protection under the Burcpean Convention on
tuman Rights. However, if the member States are given a wide mergin of ap-
preciation the protection becaues illusory. The Buropean Coummrission of Iu~




man Rights and the Buropean Court of Human Rights have resorted to a bal-
ancing test, but in these matters a balancing test is no test at all.

The need for a standard in matters of openness versus secrecy was
stressed by Melville Bl Nimmer in an article comrenting on the Pentaqgon
Papers trial, which agitated the public mind 1n Arerica ar the beginning
of the scventies. Professor Mimmer rejected the absolulist position of
froe speech which would protect. any disclosure of any secret, and he also
rejected tl® other polar position which would contend that any time a gov-
eroment official causcs the stamp of “secret" to be placed on a document,
a2ll enquiry is ended. On the analogy of other free speech problems he
stated that there must 2 narrow, objective and definite standsrds Lo
guide the determination of government secrecy. Regarding commmnicative
activities with the intent to achieve a public disclosure to the people,
as distinguished from a private disclosure to an agent of a foreign na-
tion, 1t seemad proper to conclude that such activities might beo the
subject of criminal punishment only if & serious injuary to the state
could be proven to 2 both likely and uminent as a result of such pub-
lic disclosure; publication must inevitably. directly, and immediately
cause the occurrence of an event kindred to imperiling state security.
Prevention of public disclosure would zlso be acceptable in cases where
such dizclosure would place a person in umediate jeopardvy. Professor
Ninmer admitted that sre injury would resulr fram the stendards which he
had suggested, but he thought that the harm would be morve than countorbal-
anced by the speech values enhanced. Along with same minimal injury to
national interests, speech immunity would carry with it a healthy criti-
cism of government officials whose activiities could not otherwise bo held
up to public light. (See, Melville B. Nimmer, National Security v. Free
Speech: The lssues Left Undecided in the Ellsberg Case, Stanford Law Re-
view, vol. 28, 1974, pp. 311-333.) -

It may take a generation or two, but eventually the FPuropean Commis-
sion of Hunan Rights and the Buropean Court of Human Righits will have to
perform the task of making prancipled decisions in cases concerning ad-
ministrative secrecy. In the meantime lawyers who care about demccratic
openness could make valuable contributions trying to establish the right
criteria for delimiting aduinistrative secrecy. This is a difficult mat-
ter, and it seems that so far nobody has thought it tluwough.
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SECRECT YITHIN PUBLIC ADMINISTBATIONS -
PER BASIC PRINCIPLES OF SPAWISE 1SCAL REGULATICH

Co-report presented by
or, J. BEBHESO VERA
Professor of Administirative Law
Faculty of Law University cf Zaragoza

The principle of transparency in official matfers and
igsues is, as has been stated over and over again, synonymous with
contemporary democratic regimes. From the socig-political point of
view, almost no-one weuld deny tha very strong tinks which exist
hetween the principle of publicity for decisions taken by governments
{the publicity principle being undarstood in the most widely accepted
sense) and the very foundations of democracy. Democracy is a form of
government which excludes, as a matier of principle, the conczalment
and secracy of measures and decisions taken to promote the genmeral
interest to which democratic govermment accords a priority.

This is "an understood value" which can only exceptionally be
abandoned and thea only for particularly well-founded raasouns. It
is customary to regard the secret nature of decision-making and, a
fortiori, the decisions taken as something which heleongs t¢ byegone
ages vhere the motions of Fraison d'2tat® and "Arcana regni®
preveiled. Tha latter two notions are totally incompatible with the
democratic principle which inspires and informs the activities of
public powers.

Accordingly, in this perspective modern societies and theiy
public cpinicn frequently react favourably to any open breach in the
ineconvenient substitution of the predeminsnce of the democratic
transparency principle to the princinle of administrative secrecy.
Once it is admitted that administraiive secrecy clauses - this being
understood as a reasonable exception to the publicity principle -
are employed in specified ang justified situaticns, public opinion
customarily perceives, and with a certain relief, the various
circumstances in which the application of a secrecy claim will not
suceeed entirely in diminishing the transparency obligation.

Limiting myself to only one axample which is perhaps very
important and which received a great deal of covarage &t the time,
allow me to recall a judgment of the British ccurts. At the
beginning of 1985 a civil servant working in the Ministry of
Defence Wr. Clive Ponting, was accused of having commuinicated
information which was protected by a "secrecy clause® fteo the Labour P
Hr. Tam Dalyell. The civil servant admitted full responsibility for
the "leak® of documents (containing secrets it would seem) to a member
of the UK Parliament and which concerned the strange case of the
Belgrano, the Argeniinian ship, at the time of the celebrated
Falklands War. You may perhaps recall that the Belgrano vas sunk
during a British expedition to the Falklands. According te the
information released by the media at the time, the sinking of the
Belgrano took place while certain countries were frying to activate
and force peace megotiations. The result was, if we take the visw of
the media, that the ship sank at the same time as the possibilities
(or maybe it is better to say definite possibilities) of reaching a
peacaful solution. Loss of 1ife on both sides was thereby produced.
However, this could have been avoided.
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At an abstract level, building on the basis of this affair,
and ignoring personal opinions or ill-founded prejudices; it should
be remembered that the polemic so opened up juxtaposed the absoclving
of the civil servant who had revealed the official secret and the
precise scope and limits of official secrets. In other words, and as
shovn moreover in the course of the Paliamentary debates in which
Hr. Heseltine, the British Defence Hinister, insisted on the official
secrecy dimensions of the affair, the ¢ivil servant was found not
guilty since the so-called disclosure had not been made to an
funauthorised” person but 10 a Hember of Parliament. The latter
facter is particularly important in the regulation of official secrecy
in Spain. Accordingly it can be seen that in the case in question
abusive interpretation of official secrecy has been annulled as a
principle.

However, it should be immediately stated that this realistic
and exemplary hypothesis concerning the competence of a modern society
to confront a non-democratic form of power does not constiture, from
a strictly legal point of view, the habitual practice. In the first
place; and as the Rapporteur, Professor Germer, has clearly put it
and with reference to James Michael: "In some couniries, it is the
extent of secrecy which is the secret ¢f all®. And in the second
place; since the lav in force recognises, and in conjunction with
unlimited claims to transparency in Goverament business, justified
restrictions which are intended precisely to protect the general
interest. These limits wmust be the subject of detailed anzlysis
and must be very carefully considered each time an unconditional
formulation of the publicity principle - and the comsequences thereof,
namely the elimination of administrative secrecy - possibly threatens
the axtremely important foundations of the democratic regime {the
funcamnental rights of citizens, even those of the State).

Thers is an extremely delicate balance in issue which nsither
romentic attitudes arguing in favour of the defence of publicity or
unconditional transparency nor, at the other end of the scale, tha
entrenchsd positions in favour of the secrecy of officizl information
or its prior screening before circulation toc the public at large, are
sufficient to bring about. Allow me to give you an anecdote in ths
form of a guote which, generally speaking, hits the mark znd reads as
follows: "If you want somsthing to have the greatest possible
publicity, c¢all it a secret or say that its circulation is
restricted.” By that we mean that the impenetrebility of oifficial
secreis may, on numerous occasions,; yield ic the imagination wnich
contributes teo distorting the matters and issues which are claimed fto
be safeguarded vy this system. Perhaps that is why the challenge of
our times and of our lawyers is not simply “to make significant
contributicns which attempt to establish strict criteria in faveur of
the delimitation of administrative secracy” as Professor Germer has
ingdicated {¢ us, but also, and on a wider scale, to ask ourselves
vhether or not it is appreopriate to maintain secrecy for the
activities ¢f public powers. It must be said at any rate that the
latter affirmation cannot simply be understood in the context of the
legal regulations and behaviour of an isolated countiry. 4s long as
there is prolonged international imbalance - and it seems that this
state of affairs will continue for a long time - each State will
vegerd with suspicion the judgments of those which defend the
elimireticn of "secret activity® - of administrative secrecy -
wvithout considering that such secrecy very frequenitly exists for
non-specifiied reasons, including of courss the "security and defence®
of the State, but for 2 sort of undetermined vagueness corresponding
to the plurality of States opposing each other or which are in a
permanent state of opposition.
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Accordingly, and perhaps to insist on the legal perspaciive
which I have previously put forwvard, it may be worthvhile to examine
the normative texts in Spain which refer fc administrative secrecy. Al
the same time it is also worthwhile underlinming the pracepts around
which revolve the justifications for secrecy in vhe affairs of public
administration rather than stressing the theoretical bases and
formulae for such justifications. The following discussion will
argue in favour of democratic transparenmcy as the rule.

Right up to the promulgation of the 1878 Spanish Constitution
which hailed a new orientatien in our democratic regime, it was
possible tc state that the littera legis advocated the principle
of transparency in administrative affairs. It must be recalled in
this regard, znd bearing in mind the work of Enrigue Gomes-Relnmo {El
principic de publicidad da la accion del Estade y laz tecnics de los
szcretos oficiales, Revista Espancla de Darechs Adminstrative, n® 8,
16763 as wall as Article 7 of the Press Law of 18 March 1865, that
article 1 of the law of 5 April 1968 entitled “The lav on official
secrets® - which was modified by the law of 7 October 1878 -
introducad the right te obtain infoermation on the acts of the
Government, the administration and public beodies, a right which was
limited by Article 7 of the Press Law to "pericdic publicaticns and
press agsncies®. On the other hand, Article 1 of the law cn official
secrets did not proceed on the basis of establishing a right im favour
of the citizen, but rather on the basis of subjecting "the organs of
the State when conducting their affairs to the principle of publicity

in accordance with the norms regulating the action of ...".

In addition to these principles whick, and as Gomes-Reino
has shova, do not easily withstand rigorous criiicism since their
practical application cannot easily be compared and contrasted, a
reference should be made to an earlier law. The lav on administrative
procadure of 17 July 1958 claimed to rationalise the system for
elaborating administrative decisions. It had introduced general
clagses for "the written nature’ of the acts (Article 41}, for the
"nublication" of acts directed at plural interessts (Article 46), for
"phligatory reasoning” in certain cases {Article 43) and especially
for ¥a right to information®™ in regard to all administrative files
(Articles 62 et. seq.) and for a "right to a prior hearing” {Article
gly.

In brief, there was an impertant array of precepts intended to
break the traditicnal rule of administrative sscrecy although they
vere mediated by methods of interpretation which vere rooted in a
byegone era. Suffice it to point out for the time being (since such
norms are still in force) that the right to information is
circumscribed in regard to third parties and very rigorously restiicted
in accordance with Article 23 of the law of 17 July 1958 and its
accompanying judicial interpretation, and omly concerns the “state of
development™ of files or "particular features® thereof.

Reference should alse be made to the preceats establishing the
duty of civil servants working in public adminigtrations to "maintain
absolute secrecy in regard to anything concerning matters which come
to their knowledge in the framework of their functions™ (Article 80 of
the lav on eivil servants of 7 February 1964} 25 well as to
*statistical secrecy” (Articles 11 of the law on statistics of 31
December 1956 and 82 et. seg. of tha regulation of 2 Februvary 1948).
Both principles co-existed, obviously for completely diiferent
purposes in the Spanish legal provigions. 1In one or the other
hypotheses it was in no way claimed to protect possible restriciions
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on the sdministrative transparency rule, but the absence of 2
harmonised regulation of the provisions could very well {(and it did)
provide false justificationms for the inoperability of the basic law in
practice. A vague barrier exists beiveen the information obiigation
znd a civil servant’s duty of secrecy, the viclation of which gives
rise to serious disciplinary measures or even criminal sanctions
{Article 387 of the Penal Code regards rathar ambigucusly the
viclation c¢f secrecy as an offence) - something vwhich one might extend
to the very ambiguous regulation of statistical secrecy. As I was
saying, this vague frontier could very well contribute to clearly
restrictive interpretations of the principle of publicity for
adminisirative acts.

Generally, the meaning of the 1978 3panish Constitution is very
positive as regards the problem bheilng analysad, and in many respeasts.
In the first place, since the Constitution’s dogmatic points of
vigw constitute 2 series of revisions of the principles which
hald dominance previcusly. The ®"principles and values" which
the constivutisnal text gathevrs together and protects are totally
incompatibple with resivictive interpretations on transparvency and
publicity for governmental action. In addition, the concretie
provisions of the Constitution articulate these principles and valuss
ir zn cperationzl manner or, (o put it another way, with direct
effectivensss. It hag introduced substantive rules znd specific
bodies which are iniended to make the abovementioned principies
effective and the values and precepts conerete. {For example the
Defender ¢of the People, who was set up by virtue of Artiels 54 of the
Constitution and regulated by the organic law of & April 21981 and who
may not be refused documents, including documents classified as secral
unless the Council of Hinisters has expressly agreed in accordance
with the provisions of Article 22 of the law of 6 April 1681.)
Finally, the normative provisiens which sxtend iths adopted texis have
contributed or are about to coniribute, to the reintegration of the
pravious system znd have sstablished new technigues vhich offer better
perspeciives for the preizction of the principle ¢f transparency in
administrative acts and the downgrading of secrecy. HNevertheless,
ant¢ a8 we have glready had cccasion to remark, there still exist
provisicns of a byegone era which may partially cast a shadov on
the optimistic vision which I have just sketched.

As ap exhsustive treatment of this subject is not possible in
these few pages, it must be pointed out that the consiitutional text
of 1978 contains precepts which, although occupying the sams normative
level, are uneven in their functioning. The catalogue of fundamenial
rights and freedomg ig particularly worthy of meniicn. The
recognition and protection of free expression and the right to
information figures among these rights (Article 20}. The laiter
Article even if it does not directly guarantee the individual right of
the citizen vis & vis administrative secrecy has nevertheless pecoms
an indispensavle functioning of the transparency principls by means of
techniques of social communication. In fact it Is these techniques of
social communication - in contrast to the system already mentioned in
the Press Law of 1966 - which assume importance at the time of
requiring, inciuding by protactive methods of a jurisdictional matuxs,
effectiveness for the transparency of administrative acts. It sesms
clear that the fundamental right to communicate and freely receive
information vould be seriously threatened were the media ito he denied
the real possibility of exercising it.
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Above all, our congtitutional text accepts unconditionally
Eurcpean and international interpretation of these rights and freedoms
in zccordance with the formula set out in Article 10.2 (2 guite
significant Article) and which reads as follows:

“The norms relating to the fundamental rights and freedems
recognised in the Constitution shall be interpreted in
accerdance with their Universal Declaration on Human
Rights and with international treaties and agreemsnis on
similar issues which Spain has ratified.”

411 this means that any step taken before a European or
international jurisdiction involving pronouncement oOR the tension
Letween transparency and administrative secrecy can only contribute
positively to the effectiveness of these important rights to the
datriment of silence and concealment. (Seme of the recent decisions
of the Furopean Court and Commission of Humap Rights referred to by
Trofessor Peter Germer, the Rapporteur; may constitute an example of

this.}

In ragarvd to the administration of justice, the provisions
containzd in Article 24.2 may be mentioned (the right to a public
hearing within a reasonable timej. These provisicns are compleiad by
Avticie 120 ¢"litigation must b2 public unless exceptions are provided
by law or procedure®). The tvo texts guaraniee with the excapiion of
statements on the rules of secrecy surrounding judicial inquiries
(Ariicles 301 etc of the Criminal Procedure law of 14 September 15823,
that jurisdiciional actions carried out in secret are proscribad and
contribute to maling more transparent the very important task
entrusted to the judicial power. (& very important ruling of the
Spanish Constitutional Court of 31 January 1985 0J of 5 Karch
aevertheless decided that the sscrecy of judicial inguiry may noi
eliminste the fundamental freedom and the right to receive
information.)

The provision coatained in Article 105 of the Comstitution is
much more important both at the individual level as w21l a2z in the
context of the guaranieec for persens directly affected {however its
gignificance is certainly less great in a social and pelitical
parspective}. Article 105 reads:

"The Law shall regulate:

the right of the citizen fto be heard directly or
through crganisations and asscciations recognisad
by Lav when administrative provisions are being
alaborated which concern him;

L

&

b) accegs by the citizen to archives and
sdministrative files except in cases concerning
the security and defence of the State,
investigation into criminal offences and the
intimate life of otherss

c) the procedure vhich administrative acts mus
£ollow and which will emsure the party concernad
the right te be heard.”
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It is true that this provision has three aspsacts: a) as a
guarantee of fact that citizens will be heard and, accordingly, may
publicly know the files during the elaboration of administrative
provisicns affecting them; b} as a guarantee in regard to the system
for making administrative decisions and accordingly vis & vis the
sgcrat nature of the procedure as a result of allowing the interested
party to be heard; ¢} az a configuration of s subjective right of
accegs fc archives and administrative decisions granted to "eitizens!.

Some important conclusions can be drawn from this
constitutional principle which has been eritically analysed by, ameng
others, Alvarez Rico in “Deocumentacion Administrativa®™, n¢ 183, 1976,
psges 103-133. Although it is true that the precautions
contained in the Article reduce its dirsct effsct vhen faced with
secrecy tactics, there is undcubtedly therein an excellent laverage,
in accordance with the fundamental right of informaticn snd ths
freedom of expression, to oblige a change of attitede in the vision of
cft-opposed administrative secreaey.

The first jurisprudentizl interpretation of this principle has
not really bsen felicitous. The Spanish Supreme Court, in & decisicn
of 16 Qctober 1979, relying on the literal wording of the opening part
of Article 103 of the Constitution (“the Law shall regulate: ...")
reached the negative conclusion to the effect that:

“... without ignoving the superior ramk vhich the
constitutional principles occupy within the normative
hierarchy, nevertheless when they are declaratory

of fundamental principles and the coastitutional

norm itself expressly states that "a Lav shall
regulate® access of the citizen to archives znd
administrative £iles, i1t is without doubt the
intention of the legislator that compiementary
principles which develop and limit the principle

of access are necessary for its application...”

To iliustrate its thesis the court had recourse tc an even less
felicitous legal comparison:

... as with, for example, the freedom to circulate in the
whole of the national territory, the highway ccde imposes
limits on this freedom but is not in contradiction with it.
On the contrary, it avoids absurd consequences ang makes

it possible for freedom ¢f movemant to become a reality ...".

The court concluded, in accordance with its thesis, by stating:

... It is for this reason that as long as the law has not
been promulgated {that is to say the law vwhich will
develop the publicity principle contained in Article 105),
it is clear that the structure or scope which must be
given to the publicity principlie must be as laid down

in the Administrative Procedure Law of 1958...7.

Professor Sainz Hereno, commenting on this decision {Spenish
Journal ©of Administrative Law, n°® 24 1980, pages 119 et. seq.) put
forward several weighty arguments against this reasoning. He stated:
a) that Article 105 is not limited to formulating a fundamental
principle, since it has a well-defined normative content as much
pasitive {"access of the citizen to archives and administirative
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files") as negative {“except in cases concerning the securiiy and
defence of the State, investigations into criminal offences and the
intimate life of others"): b) that regulation by the legislator is not
an essential condition for the exercise of a right since such
regulation "dees not make it possible” but develops it and regulates
it so that its exercise may be ordained. As long as there is no
regulation, administirations must operate case by case taking the lav
as a model for their conduct:; c) that the content of the principle is
guite compatible with the Law on Procedure of 1938 referred to
previously since the rights of ¥interested parties" - & more
restrictive and demanding concept - are different from the documentary
information in the dossiers which affact them, and the rights of
Wicitizens" - an undoubtedly larger concept - in general to have access
to archives and adwinistrative files.

This is a progressive interpretation of the principle under
serutiny. In my opinion; it is juridically more correct without
howaver ovarlocking the dangers of subjective interpretatien which
such a method could have for administrations long used to other
tactics. (For the rest, it seams that our constituticnal court has
taken a neutral stance in the only case vhere it was obliged 1o
resolve a problem concerning a hearing for citizens - sub-paragraph
{a) ¢f Article 105 of the Constitution - by refusing to identify
between the nature of the "interssted party® or "the party in the
procedure™ and the functional participation envisaged in that
principle. Although the guestion was raised rather maladroitly and
the constitutional court argued along obiter dicta lines, it
is nonethaless certain that the decision is not in line with the
interpretation favoured by Professor Sainz Moreno in regard to
sub-paragraph {b) of Article 1053. The decision is dated 8 Hay 1985
and published in the 0J on 5 June.)

The time has now come to state that neither fundamental rights
as is the case for information and free expression already mentioned
and thosz ¢f a subjective nature of a less dogmatic nature, nor those
deriving from Article 105 are unlimited in scope for, logically
spzaking, they must cohabit with other rights no less fundamental and
in regard to which there is every possibllity of a collision. I offer
this view because the Constltution itself, and guite rightly so, has
established limits to the freedom of informaticn vhich forms public
opinicn and constitutes an institutional guaranteed principle of
demecracy. As the Spanish constitutional court recalled, the limits
are: "respect for the rights recognised in Chapter 1, in the precepts
coptained in the laws which develop it and in particular through the
right to honour, intimate life, one’s own image and the protection of
adolescence and childhood" (Article 20.43. Similarly there exists an
axception to the right of citizens tc¢ have access to archives and
administrative files, The content of the exception, it is true; is
vague but it does not appear to exclude totally this right. A4s
regards the exception in question, Article 105 (b) of the Constitution
states that "except in cases concerning the security and defence cf
the State, the investigation of criminal offences and the intimate
life of others", Tt is precisely for reasons vhich are scarcely
defined that it seems possible to interpret the exception jusit
mentioned in the sense of an absolute bar on the exercise of the right
of access to archives and administrative files. Bowever, this right
constitutes a very important guarantee for a true application of
fransparency within administrations.
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The adaptstion of these principles and precepts as well as
their exceptions ts the norms in force is usually dene iiterally. A
convincing and operational development envisaging a real and
¢efinitive prohibition on admimistrative secrecy still remains to be
formilated. These remarks ars without prejudice to what I will
highlight at a later stage in my conclusions.

The principles contained in the regulatory law on Spanish
histerical patrimeny are remarkable. Article 4% of the law defines
the scope of the term "decument™ as follows - "any form of expression
in natural oxr conventignal language, as well as any other graphic
expression or sound ovr image brought into being by whatever iyvpe of
medimi Including computerissed media" - as well as what is to be
understcod as forming part of documentary patrimony - "documents of
whatever sra, created, conserved or assembled in the exercise of its
functions by whatever type of body or organisation of a public nature;
in which the State or other sublic companies heve a2 majority share in
the capital, end by private or legal persons menaging and running
public services" - and attributes comsultation rights in a very
generous manner.

Article 57 states in fact that consultaition is free and
unresiricted, “unlsss it zffects maiters which have been classified ss
officizl secreis in accordancs with the lav and which sheuld not be
made publiely known by exprsss provision contained in the law, or the
diffusion ¢f the content of which could entail risks for the sscurity
and defence of the State or the investigation of criminal offences?®.
Even ip these casgs it is possible to seek express suthorisation for
congsuitztion {Artiele 57 {b)}. Such authorisation may be pgranted even
in the case ¢f secret or restricted documenis by the asutherity which
so declares them. Howsver, this right of access is not admissibls inp
regaré to "documents containing personal information of a polics,
procedural, clinical or other nature capable of affecting the security
of persons, their henour, the intimacy of their personsl or family
1ife, ecr theilr own image”. In these cases the express consent of
interested parties cor the efflux of 25 years from ths date of the issue
cf the document is raguired. I should also state that even if
sub-paragraph 2 of this very imporiant principle relates to the laying
down of the conditicns for consclidation or for cobtaining of copies tc
the regulations, this c¢sn in no way bs intevpreted as an indsfinits
delay for the application of this very important step towasrds full
domocratic transparency.

The provisions of the new legislation on local anthorities
which was approved in April 1985 must also be noted. The Article im
the law relating to the bases of the local regimes reguires tnst the
meetings of plenary bodies of local corporations ba held in public
except where an absolute majority decides in favour cf maintaining
secrecy of discussions and voies on certain issues capable of
affecting the fundamental rights of citizens as defined in Article
18.1 of the Constitution. It also provides that "all citizans have
the right to obtaim copies and substantiating certificates of local
agreements and their previous history, as well as to consult archives
and files in accerdance with the arrangements defined in the
implementing texts of Article 105 (b) of the Constitution®. This very
important principle adds: "refusal or limitation of this right in all
cases concerning the security and defence of the State, the
investigation of ecriminal offences or the intimate life of
individuals, must be verified by a reasonsd resolution”.
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However, the rights to information and access t¢ files and
archives which the regulation on organisation, functioning and the
lagal regime (Royal Decres of 28 November 1986) grants to citizens,; are
even more important. The texts vhich develop Article 18.1 (e} of the
aforementioned law contain a significant number of norms for the
application of these rights (Articles 180, 207 and more particularly
Articles 226 et. seq.). These texts constitute, and without prejudice
10 excessive criticism which may be made, the most important step
tovards absclute supremacy of the principle of publicity for
administrative actien.

Ag stated previously provisions capable of putting in guestion
these centrifugel movements towards the hard core of administrative
secrecy coexist with these more advanced provisions. If this type of
circles of freedom constantly plague this hard core, it is by no means
less certain that other waves - often justifiable {although mot so
cften justified) - act as factors which protect this secrecy zone
which, for & good number of citizens, continues to be a vital
constancy. The law om official secrets, by virtue of which certain
agreements concluded within the Assembly of the Faculty of Law were
declared secret {see, Gomez-Reino, page 131), starts from the
principle that “public matters which interest us all may and must be
koown by 21l% {(here I am citing the explanatory reasoning; but also
from the assertion that "the necessity for imposing limitations is
undeniable when prejudice affecting the public interest, the sscurity
of the State or the interests of the national collectivity may follow
from publicity® {(loc. cit.}. The lav assigns to the Governmenti and to
the senicr administrative staff; in a sort of dichotomy between civil
power and military powver which is no longer admissible -~ ths
compatence tc ceclare a maiter, an act, a documenti, =ic secret or
regtricted in accordance with the degree or level of protection
regquired. (In the recent conventions on the protection of claseified
information signed on 15 and 17 June 1986 by Spain, Italy z2nd Norway
the categorises "eonfidential™ and "limited diffusion®™ have beezn
added.) The legislature itself may also classty any issue as “sacret
{Article 1.2 of the law, but only of course in cases whers such
practice would not contradict the superior principles and valuss to
which we have alluded). Individuals having knowledge of these
particular issues must keep an absolute silemce and if thay come into
the hends of the media, they must be warned of the proceeding
qualificarion (article 8} since "they shall net be communicated, made
known or published ner their content usad outside the limits laid dewn
by the law® (Article 13). In conclusicn, it must be stated, and is a
very positive factor, that the law on official secrsrs requires - or
at least recommends - that qualifying 2 matter as secret or restricted
should not prejudice "the exact accomplishment of procedures for
hearings, allegations, notifications for interested parties™ - that is
to say minimum individual gurantees of a procedural nature - although
at the same time sanctions arve lzid dowvn for cases of “infringement of
secrecy by interested parties" (Article 14).

4]

To conclude this reference, I would add that although the law
has excluded the Spanish Parliament {the two chawbers} from these
restrictions, it is only through a receznt Resolution of 18 December
1586 that the procedure for access by the Chamber of Deputies to
clzsgsified issues has been regulated {published in the Qfficial
Journal of the “Cortes Generales" of 19 December 1986 n® 14, Series E,
pages 467-468},
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From ancther point of vievw, and of course for totslly different
purposas, there remains the clause concerning statistical secrecy
vhich consists of a prohibition on making kncwn or publishing official
information if they ars identified or could be asscciated vith sz
certain individual entity. From a reading of the Spanish Legal
Drdinance {in the cpinion of Adoracion De diguel, in his work "Darecho
a la informacion frente al derechc z la intimidad” (Ths right o
information vhen confronted with t&e right 1o intimate L1fe;?
pu lished by the Mat‘onal Institute for Statisties, Hadrid, 1983,
a5 193 et. sen ;, it could be said that statisticsl seserecy takes
prierity ovar the right o infcrmation, a siteaticn which is
manif Ca[ly in contrast to the situation existing in the Unitad Siates
where statisticians complain sbout the continusus excess of
confidentialiivy.

'Cl'

The lLaw on Statistics of Catalonia ¢f 9 July 1987 providss an
gven more recenl example of this situation. Articles 25, 26, 30 zand
31, 1n particulsr, make it possiblie to be certzim that zithough very
importani, the "strategies of secrecy” have not vet been zbandoned in
puplic sdministrations.

Although otaer data and judgmental elements could be brought
to bear here, such as thaz problematic survival of the undafined
obligation of civil servants’ secrecy vhich continues right up to the
memsers of the personnel assemblies and the delegates of the versomnel
"for everything concerning issuves which the adejlstratloﬁ exp;eosly
declares 25 being of a reserved nature even afier ths expiry of the
mandate 7 (Article 10 of the lay of 12 Kay 1987, O.J. of 17 June an
the working conditions and participation of c1V11 servants in (he
public adminisiretien). Vhat sort of restricted matters could be
ipvolved here,; beyond these which the official secrets law zllovs to
ce so qualified? IXs this a revival of secrecy or an open gate ¢ ihe
genesis of wev strategies for administrative secrecy? It is not easy
to reply to these questicns without bearing in mind the datz which has
bean previocusiy syrthesised.

Commenting on z famous decision of the French Comseil J'Bta: -
the Affaire sisurs Rousselot and cthersy reg. n® 77.710, of 1977 -
Fssrg. labetcoulle and Cabanes stated that “public collectivities erest
two sorts of barriers for the citizen: the silence of their officials
and the secrzey of their files...® and they plead for an unreserved
change. On the same date, certain media {fcr example the daily
nevspaper Ya of 21 Harch 1872} revesled that since 1945 in the United
States - the paradise it weuld scem for free access ito files, dossiers
znd documents - “about 1 billion documents have been declared szcret
oy the Norith American Government”. So, one finds as regards permissive
laws, and this is & strange contrast, perhaps (co many secret
documents while with restrictive laws the number is much less. Once
again, that makes cme think of the adeguacy of all pessible efferts
aimed st remdodelling strategies and conduct. It is wall understood
that it is enly by joint or collective acticn on the part of the
different States ~ and this forum might be a magnificent cccasion
which should not be lost - which can facilitate the desired change.

Of course, and given what has already been stated, ome can aonly
racognise that the Spanish legzl rules are going in this direction.
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COMBERCIAT SHCRECY AND INFORMATION TRANSPARTNCY
Report prasented by

Hr. Jérdme WUET
Professor at the University of Paris V

- INTRODUCTION

The traditional importance of commercial secrecy and iis
legislative implications, the recent appearance cf concern for
transparency and it§ current development

For a long time business secrecy has been seen to be a basic
token of the proper functioning of any society in which there is
industrisl and commercial activity. Everyone is entitled to protect
his manufzcturing processes and sazles techniques and third parties are
forbidden to procure them by fraudulent means. Wanufacturing secrats
ara protected in almost all couatries (in France, their disclosure by
the msnsger, a clerk or a worker of the enterprise is penalised ungder
Artisle 418 of the Penal (oda; & comparable provisicn, with an
apparently widsr scope, can be found in Article 204 of the German
rensl Code, applicable io any employee, worker or apprentice who hes
disclosed a commercial or industrial secret, and in Switzerland in
Article 162 of the Penal Code in comnection with the violation of
manufacturing of commercial secrets vhich are designated in English
and American lav vary broadly as trade secrets).

The State itself, whose prosperity is largely dependeni on the
development of these activities, is not indifferent to this reguirsment.
Thus in France, the Penal Code covers crimes and offences against
sublic welfsre and describes as guilty of an act of treascn anyons Who
“delivers to 2 forsign power or iis agents, in whatever form and by
wvhatever means, an item of information, cbject, document or precess
which should de kepi secret in the interests of national defence”
{Article 72), and as guilty of & crime or offence sgainst priveaie
persons “any manager, clerk, or factory worker vhe has commuinicated or
attempted tc communicate to foreigners or French nationals residing in
foreign countries sacrets of the factory in which he is employed”
tarticle 418, para. 1), to an even greater extent than "if these
secrets have been communicated to French naticnals residing in France®
(Article 418, para- 3). And because it is in the nature of the
information, which forms part of the secret, that it is transmitiad
through pecpls and not only through documents, the code also indicts
"anyone who, with a view to causing hsrm to French industry, has

czused manzgers, clerks or workers of an undertaking to depart to
foreign countries” (Article 417}.
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More recently, morecver, in the context of the international
application of the so-called anti-trust laws, several countiies have
adopted measures forbidding their enterprises to communicate
information of an economiec nature, in tha course of 5 procedure
instigated by a foreign public entity, under pain of penal sanctions.
Thus in France, a lav dated 16 July 1980 "forbids any individual of
french nationality or residing habitually on French territory and any
manager, representative, official or agent of a legal entity havipg
its registered office or establishment there from communicating ...
to foreign public authorities any documents or information of an
economic, commercial, industrial, financial or technical natuvre, the
communication of which is likaly to cause harm to the sovereignty,
security, and vital economic interests of France or to public order ...°
{on this text, wnich modifies a law of 26 July 1948 concerning maritime
trade, and on its “counter-legislation” nature designed to temper exira-
territorial implementation of the American law, s2e B Auditr, La loi
frangaise et les conflits de souveraineté, Revue de jurisprudence
commerciale, numéro spécial, 1984).

It 1s true that commercial secrecy, which is generaliy
spaaking understood as covering all the know-how accumulated by an
enterprise in the industrial field and in customar research and the
knowledge of the weans required to preserve it, is directly justified,
very naturally, on the basis of de facto imperatives and de jure
reasoning. It is in fact essential for everyome to be able to use his
own intellectual resources in order to maintain or improve his
pesition on the market: the components of competitiocn postulate the
use of secracy. &nd at the same time, in law, this accumulation of
own intellactual resources appears as an extensicn of the material
property of the entrepreneur to the operating methods initiated by
him. Both aconomically and legally, therefors, the validity of
business secrecy appears to be beyond dispute.

However, for a number of years now, in fact sinee the beginning
of the post-industrial era, a concern for transparency in the
activities of econcmic operators has become increasingly apparent. 1In
contrast te individuals, whose private lives are increasSingly
threatened by the potential for annovance and disclosure afforded by
the new techniques of recording, reproduction and communication, and
whose privacy the law has sought to protsct to a greater extent (sse
in France, Article % of the Civil Code on privacy, and Articles 368 et
seq of the Pesnal Code penalising certain forms of use of viswval or
sound recording apparatus), also enable them to retain a desirable
degree of anonymity (see in France, the Lavs of 1982 and 1983 on audio-
visval communicationg, guaranteeing freedom of access to programmes
and anonymity in the choice of users), commercial activities must ncw
be brought out intc the copen: wuch information; in particular of an
accounting nature, has to made available to the public by all enterprises.

Similar developments are taking place, in various coumiries, in
the administrations. And it is well known that administrative
secrecy. although a more recent phenomenon, is decreasing in line with
commercial secrecy. However; the reason for the change is not the
same in both cases. Ip administrative matters, the dominant comcept
is doubtless that every citizen forms part of the body of the States
he is to some extent entitled to have access to the information in
the latter’s possession becausse in a way it belongs to him. Such is
the true meaning of the laws governing access to administrative
documents, the right to which is not subiect to proof of any special
interest or any grievance on the part of the person availing himself
of such facility {see, in France, the law of 17 July 1978
establishing, in Article 1, "the right of any person to information ...
in regard to the freedom of access to administrative documents of
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a non-mominative nature’; in this connection, and on many other

pocints, see "La transparence administrative®, by B Lasserre, N Lenoir
and B Stirn, 1987, p 106). Certainly, this affords some protection

for citizens against arbitrary decisions by the authorities, but the
requirement, which incidentally has been satisfied by other means and
for a longer period of time, caunnot alone justify the mechanigms
introduced. In the main, what such legislation provides is greater
participation for citizens in public life, rather than better pretection.

in commercial matters, other considerations are ai the origin of
the weakening of the prerogatives traditiomally linked to secrecy.
These are of several kinds. The most important lies perhaps in the
very imperatives of competition, which at first seemed To justify
quite naturally the right 1o secrecy. The free play of
competition raquires that certain information, enabling sconomic
operators to make an objective comparison of the conditions under
which suppliers of goods or services operate, shall be made available
to everyone. Hence the obligation, laid down for instance in the
French ordinance of 1 December 1986 {which on this point largely
resumes previous law} for "any producer, vholesaler or importer" to
fcommunicate tc any retailer who so requests his price list and
conditions of sale”, which must include *the conditions for settlement
and, if applicable, any rebates or discounts” {ordinance on the
freedom of prices and competition, Article 33, which is also contained
in a secticn headed “transparency and restrictive practices®; on this
texi, see inter alia, Decccg and Pedamon, Jurisclasseur commercial,
numére spécial 1 bis; 1987). This is only one example, and wuch other
information must nowadays be made available to the public in aconomie
}ife. And this information militates in favour of various kinds of
entity, whether it be another enterprise operating in the same sesctor,
a fina) consumer wishing to obtain the best possible conditions for a
parchase or a saver vanting to invest capital ...

4 further reason for less commercial secrecy there again limits
the scope of an argument vhich apparently militates in its favour and
is derived from the right of cwnership: the operation of the enterprise
is a function not only of the acquisition of material goods, but also
sf the labour provided by the employees. Also, the ownership of the
enterprise itself, since the advent of joint stock companies, 1is
shared betveen many investors: the shareholders or other associates
are therefore participants in the undertaking. Thesa two categories
of people are therefore entitled, anc increasingly restrictive
provisions ensure that this is so, to obtain information in regard to
the activities of the undertaliing.

A third considerztion, Ffinally, is the interest of the local
authority: the latter should be able to cobtain various
information for purposes of taxation, trade and industry guidelines,
good relations with foreign countries ... Hence the fact that
commercial secrecy cannot be relied on in dealing with certain
administrations, and the need for enterprises to declare to the
authorities a number of the operations they are carrying out.

in this situation, midvay between the right to business secrecy
and the cobligation for the enterprises to demonstrate transparency,
one may well wonder vhat influence is likely to be exerted by the
development cf the new technigues of informatics and communications.
In ons sense, it would seem to he a good thing that the phenomenon
should help to strengthen the trend towards the circulation of
information that already exists: telematics, in particular, can only
improve access to the commercial informatiom which is already
available, but in ways which do not aglways facilitate the consultation
of that information. Although there is no legal change, the relevanmt
factors are on the increase. And the development of data banks, on
prices for instance, is likely to give full impetus 1o this trend.




L+l - o

- 89 -

This does not however mean that in law certain changes have not
occurred or are not about to occur. Access to nominal data stored in
a computer, vwhich several countries have authorised in order (o
protect private persons against the computier processing of informatien
concerning tham, snd which has been given international scope by a
Convention of the Council of Burope dated 28 January 1981, undoubtedly
gpens up & breach of commercial secrecy: it has not perbhaps been
sufficienty emphasised that privaie persons nov have the right to
contact the enterprise in order to ascertain whether the card indexes
contzin information concerning them {particularly the card inderes of
customers or prospectsy, and more particularly te have the data
concerning them medified if necessary. This is an intrusion into
processing demanding commercial secrecy, since the data relating to
the vericus interlocutcrs of the enterprise constitutie a2 source ox ,
value 10 1t, to the extent that their misappropriation for the benefit
cf third psrties is generally subject to penalties (in France, through i
the offence of breach of trust, if the act is atiributable for '
instance 1o an emplcyee}.

iorecver, in the case of the use of lists of customers which are
lisble to be used for meil-shots or mads available for that purpose;
the French union for direct advertising has laid dovn that the persons
involved may ask to have theit names deleted, so that they d¢ not
receive advertising through the mail (compare the Recommendation of
the Council of Europe of 25 October 1985 concerning the protection of
perscnal date used for the purposes of direct msrketing. Article 3.1
of vhich suggests that "the data subject has been informed directly or
by some cther appropriate means at the time cf the collzcition or at
some later stage of the possibility of transmitting the datas to third
parties and unless he has objected”). Certainly these are only ca&se
by case "spoi" derogations from commercial secrecy, but they arz
indicative of a certain concern for transparency.-

In another context, it is to be feared that the increasing use of
compuiers to process daia constituting commercizl sscrets, linked to
the transmission potential afforded by telecommunications, may
accentuate vulnerability of enterprises, which are increasingly
exposed to piracy. OUne of the major considerations invelved in the
development of these new techniques teday, which is of direct interest
to undertakings for the protection of their intellectual capiial; is
therafore the prevention of cemputer fraud.

Conversely; it is of note that the industries involved in the nevw
information technologies prosper under the secrecy vwhich surrcunds the
inncvations they develop and the systems they market. VWhereas
traditionally, ipventions covered by a patent must, in return for an
operating monopoly granted to the author, be communicated to ihe
public in order tc encourage progress, software, since it is protectad
in most countries by cepyright, is not subject to this constraint.
ioreover, most of the tzachnical know-how deployed by the manufacturers
of data processing systems is merely kepl secret so that compeiitors
cannot reassemble the elemenis and offer compatible equipment. This
situation also gave rise to a particularily significant case invelving
the Commission of the Buropean Communities and IBH in December 1980,
following complaints made from 1977 on by various undertakings in ibe
computer sector: the procedure for infringement of the rules of
compatition was set aside in view of several commitments made by
IBM in August 1984, including one io communicate well in advance
information relating to the interfaces of certain of its systems
{System 370 and interconneciion with the systems networks
architecture} so as to enable compeiing manufacturers of cowpatible
equipment to connect hardware and sofiware of their design to these i
systems {see for instance in this connection Les Echos, 3 August 1984, i
“La CEE oblige IBM & dévoiler ses petits secrels a ses concurgents?}.
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it is therefore difficult to determine at the present time the ;
respective proportions of secrecy and iransparency in commereial !
activity, particularly as there is at first sight no precise legal
definiticn of either,

FART ONE

Lezzl definition of the concepts of secrecy and transparency
tnrougn their varjied applications

Although secrecy and iransparency can be deseribed in vague and
general terms, it is less easy to give a precise legal definition of
them in view of their very varied and modulated applications.

Initially, one would be tempted o say that a secret is
information vhich a person is justified in keeping to himself, vhereas
{ransparency invelves an obligation to communicate information to
cthersy but it can be seen that these definiticns are already
inzdequate; since on the one hand, when a person is entitled te keep
information to himself, the guestion remains as to whether it can be
communicated to a third pariy vhilst at the same time retaining its
sscrzey, and on the other hand, since information tends to be
transparent if is still necessary to determine who may have access o
it, unless it is to be available tc everyone,

z. Legal approach to the concept of secrecy in
commercial maiters

It is apprenily easier in the first place to seek to define
secreey, since the concept already has legal applications. In fact,
however, tiis concept is often used in s sense different to that which
it hzs in cemmarcial matters. It is pgenerally the secret entrusted of
necessity to others which the law seeks o protect by requiring the
recipient not te disclose it: this is the cass in the matter of
professional sscrecy, particularly in medical matters {in France ine
rule is set by Article 378 of the Penal Code, which expressly
specifies not only doctors but alse any other recipient of secrets;
for instance notaries or bankers: in connecticn with this
professionsl secrecy, see Youlin et Rassat, Droit pémal spécial, 1983,
Ma. 247 2t seq). The legal rule is here expressed through an
obligation, which is generally subject to penalties, and it is aimed
at activitiss conducted by persons who are frequently the vecipients
of confidential information.

Quits different in principle is the apprcach required in the case
of business secrecy. Here secrecy is seen particularly as a right for
tha holder of the information: the rule is expressed in terms of
precogative and not obligation. The idea is that the enterprise,
notwithstanding the transparency vhich is increasingly required of i,
is justified ip refusing to communicate information which forms parvt
of its intellectual capital, its strategy or its metheds. It can even
be said that in this field the right to secrecy is the principie; the
need te inform others and thevefore to communicate or disclose
information vhich is relevant only when covered by a rule.
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It is only contingently that the secrat in itself takes the form
of an cbligation on those who take part in the activities of the
enterprise or with whom the enterprise is in comtact, for instance
employees attending meetings of the Board of Directors who are bound
by confidentiality (see Guyon, Droit des affaires,; 1986, Nos. 324 and
335); or auditors bound by professional secrecy. Generally speaking,
morecver, if this obligation exists it is because such persons have
access, by force of circumstances, to secret material, and not so much
because the secret matarial is entrusted to them.

Huch of the information that any enterprise is entitled to keep
to itself is morecver solely shared by the managers or the technical
tezms. And the rules designed to protect manufacturing secrets, by
forbicdding staff to disclose them, tend to stengthen this prime
prereogative. It only nas to be specified that in ozder to be
classified as secret, the information im question must bz lprown caly
to a iimitad number of persons, and that the enterpriss wishes ta
preserve it as such.

Hovever, it must be possible to communicate informatisce invelving
business secrecy, because it is of appreciables econcmic vslue. Such
communication will of course be selective, destined for certain
specific interlocutors and often subject to a charge. But the
important thing is that it should net thereby lose the de facto
protection imparted by secrecy. It can be achieved by contract
law. For instance, clauses can be inserted in ccnventions on the
communication ¢f know-how ¢r in licances for the operation of address
indexes, obliging the co-contracting parity te keep the information
supplied confidentizl and not to communicate it te¢ third pariies. Tha
result is some protection for the original heolder of the secret; but
with scme limitations in the case vhere a third party, who is
therefore not bound by any contractual obligation, finds himself in
possession of the information in questions no actien can be taken
against him.

Tnis is vhy in many cases there may be z preference for the gde
facto protection afforded by secrecy; a legal protection of
infermaticn of value te the enterprise through patent rights or
copyright when this is possible,

In the final analysis, business secrecy covers a number of items
of information which are accessible as such to a limited number of
persons and which the enterprise cn the one hand is entitled io keep
to iiself, whilst at the same time being protected partly against
certain unauthorised disclosures; and on the other hand may communicate
to _such co-contracting parties as it wishes to have the knowledge,
subject to the latter keeping it secref as well.

b. Legal approach to the concept of transparency
in commercial matters

Transparency, on the other hand, is not the subject of any legal
application as such, and it is therefore even more difficult t¢
define. It is only through various mechanisms that the need for it
emerges. There may be others, but two main legal techniques are used
for this purpose: the right of access and the obligaticn 1o give
publicity. But whatever process is used; the main aspsct is an
obligation on the holder of the information to make it available
to others.
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The right of access is a minor and “spot® method of
transparency: it enables a person, under defined conditions, to
consult information access to which he might othervise be refused.
This 1g illustrated inter alia in relations with the administration,
and that should have some effect on enterprises in the public sector,
and in regard to the nominative data mentioned above, Transparency
applies here from person to person, between the person who must
respect tha right of access and the person who avails himself of ir;
but the effects stop there, and for instance in the case of
administrative documents, the lav lays down that the applicant may not
divulge the information given to him in order to derive commercial
benefit from it (Article 10 of the above-mentioned Law of 17 July 1878:
“the exercise of the right of communication ... does not include, for
its beneficiaries or for third parties, the possibility of
reproducing, disseminating or using for commercizal purposes the
decuments communicated™).

Legal publicity is the preferential method of expression of
transparency, and in fact the most emphatic {on existing rules in
commercial matters and the difficuly of "reconciling the right to
information with the right to discretion®, see Guyon, Droit des
sffaires, 1986, No. 920 et seq}. Its object is to make information
available to evervene, under given conditions which give everybody
the opportunity of easy access. This is the mechanism which has been
used for & long time by the authorities before making their decisions
sr standards mandaiory, and it is important to mote that institutions
having the characteristics of independent administrative authorities,
vhich are currently being developed, are obliged to publish their
recommendations or opinions, together with an annual report in
genaral; zod this helps 1o encourage the transparsney of infermation
of public origin.

Publicity obligations are alsc applicable to private persons, at
least when they caryy oui economic activities: 1in France, this
applies to the accounts and balance sheets of commercial companies,
which must be ledged for this purpose with the registrar of the
commercial tribunal during the month in which they ave appreved; and
then arnexed to the register of {rade and companies {Article 293 of
the Decrze of 23 March 1967 on commercial cempanies has provided for
this in zeneral terms since 1968 for jeint stock companies; and a
Decres of 17 February 1986 requires the registrar to inform the publie
by means of a notice published in the Cfficial Bulletin of civil and
commercial announcements; this obligation was extended to limited
compznies by a Dacree of 30 July 1986; on these provisions; see
Guyon, op cit, Ro. 925, who neverthealess considers that "the financial
publicity field is still fairly small®). HMorcever, thzse reguirements
to publish are reinforced when the enterprise makes a public call for
funds {Articles 294 et seq of the Decree of 23 March 1967 quoted above,
vhich do not call for lcdgement but for actuzl publication of these
accounts}: also in this respect, the Commission for Stock Bxchangse
Operations may bring tc the notice of the public any comments or
information it considers appropriate concerning them,

Between these two procedures, there is a vhole range of other
possibilities with variations and modulations which reflect varying
degrees of concern for transparency. |
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The declaration requirement which applies in France for instance
to associalions, prass bodies or relematic services, is similar to the
publication requirement insofar as anyone may obtain the infocmation.
But a declaration may have to be addressed only o certain
persons, generally public authorities: this is the case for
relations with thz French Hinistry of Industry, and more particularly
to the Institet national de la propriét2 industrielle, in respact of
transfers of technology abroad, contracts for which must be lodged
{the requirement is in fact vindicated in the avea of axchange
contrel, since funds csn =oly be recovered from abrosd if this
requirement has been nmat}. Again in the field of intermaticnal trade,
pursuant to rules applicable in Fratce and in most of the
industrialisad countries, there are requirsments, as regards the high
technologies and particularly for computer products, for export
licences, the issue of which is subject to the producticn of
appropriate information regarding the goods concersed prisr to their
dispatck from France {and certzin exports requize special
authorisation frem COCCH, which consists of representativas from mora
than 15 Westera countries and Jepan). In these cases, however, the
data ars only made available to the recipient of the declaration.

Ancther procedure for transparency, wider in scope, may be found
in the requirement to hold certain information at the disposal of
others. This usually concerns co-contracting pariles of the
enterprise, as in the case of the "reizilers” specified in the French
Ordinsnce of 1986 on prices, whe are entitled to receive price lists
and cenditions of sale from the suppliers (ordinance quoted;. But
there may be a requirement vis-&-vis the public in genersl, and
the measure often tends to protect consumers: thus a Decree of
24 July 1984, implementing the last banking iew adoptad in France,
declares that "credit sstablishments shall be responsible for bringing
to the notice of their customers and the public the general banking
corditions governing the opsrations they carcy out" (this refers to
banks and fipancial establishments as a vhcle and the requirement
doubtless explains why the latter nov show on the statemenis they
issue to their customers the valuation days appiicable to the vavicus
operations recorded in the accounts).

Horeover, it is communication in various forms that is
required of enterprises in regard to the variocus types of informatisn
destined for those privileged interlocutors, ie the employees, who
contribute to their expansion by means of their work, and the
shareholders, who participate in the capital. It would be intsresiing
these days to make an accurate comparison of the types of informstion
to which either of these two categeries may have access. It would no
doubt transpire that the employees are more entitled than the
shareholders to be kept infeormed of the activities of the enterprise
(in this connection see G Virassamy, Secret des affaires et droit -
1*information, to be published}, but what is clear is that in this
case the beneficiaries of the transparency constitfute a category of
persons who are entitled to receive at the same time, and by the same
procedures, the information they require to enable them (o carry out

their work in the enterprise.

Finally the transparency requirzsd of the enterprise is often
achievad by the exercise of powers c¢f investigation cor enguiiy
which are the prevogative inter alia of the administrative or aconomic
authorities. This is the case in particular pursuvant to the
French Ordinance of 1 December 1986 on the freedom of prices and
competition, which recrganises the procedure applicable in the matterx
of trusts or amalgamations before the new Council for Competition and
alsc provides for interested parties the option of submitting to the
latter “any planned amalgamation or any amalgamation likely to
prejudice competition, imter alia by the creation or consolidation of
2 dominant position” (ordinance guoted, Article 38).

W‘
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These various applications which can be asgsociated with the notion
of transparency indicate that the latter is expressed legally by an
obligation to communicate information givan to itg holder, which
ca&n operate in varlous ways which reflect; on the one hand, the
diversity of its recipients, who may be named persons, the public
in general, categories ol persons to be protected or public
administrations; and on the other hand, the multiplicity of the
objects pursued by the legislator in imposing such communication.
tlere than business secrecy in itself therefore, the transparency
reguired of undertakings is difficult to describe as a whole, since
the coacerns which trigger the various mechanisms used invelve the
satisfaction of a very large nmumber of objectives which may have
little relation to sach othar.

It is nevertheless possible; on the basis of these legal
definitions, to determine the main functions which are assured in
commercizl matters by the emistence of a right to secrecy and the
regurrement to provide a certain itransparency, and also, no doubt, (o
conclude that these functions are still inadequately assured.

PART T¥O

Secrecy: imstrument for the protection of the intellectual patrimony
of the enterprise and its commercial strategy

What constitutes commercial secrecy has been recently defined by
the Institute of Law Resesarch and Reform of Edmonton, in a report by s
federal and previncial working party submitted 1o the Attorney General
of Alberta and addressed alsc toc the assistant Attorneys General of
the other Canadian territories {Les secrets commerciaux, Alberta,
1986, Csnada; French version, pages 2 et seq), as "identifiable
commercial and technical information held secret with a view to
econemic benefit”: in fact, the authors cbserve, the enterprise
deploys certain, often considerable, resources in order to obtain an
adventage over a competitor in the manufacture or marketing of
products or services. The report refers to four main categories of
secrets: those linked to the composition of a preduct, the
technological data of & process or a manufacturing technigue,
strategic commercial information on markets or lists of customers, and
specialist compilations of information which are not known as suech to
the public. It alsoc deplores the fact that notwithstanding their
increased importance in modern economics, these secrets are
ill-protected and are not covered by a separate get of specific
rules. TIn fact, and this is valid in many othar countries, they are
generally covered by the spplication of rules with a general scope
derived from contract law, the lav of civil liability or penalties
such as that for breach of trust. Also, as the authors emphasise,
these mechanisms are gifficult to implement in the absence of
pre-existing relations between the undertaking concerned and those who
gshould be required to observe the secrecy, so that they provide
no answer to the hypothesis in which a third party acquires in good
faith information which has been misappropriated, nor does it seem
possible to apply them to the case of industrial espionage (at least
in Canada, see the above report page 6).
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4 similar finding, to the effect that legislation on industrial
esplonage is in general insufficient and inadeguate in relation to
current needs, was reached by the Assembly of the Council of Burope,
in 1ts Resclution Wo. 571 of 3 July 1974 relating to the protection of
nmanufacturing and commercial seerets, in which a secrast is describea
as “any manufacturing or commercial information which is of value to a
firm or private person in their non-public possession, with the
gxception of infcormation already protected”. This resolution
emphzsises the generally inadeguate nature of legislation on
judusirial sspionage and proposes inter alia, in a model law, the
application of penaltias for any “act committed for the purpose of
unlavful investigation, appropriction, communication or utilisation of
& secvet, by a psrson not authorised 1o do so by ithe person entitled
to such secret™ {Article 33}.

Thus defined, the subiect of the sscrecy proves to be clese ta
vhat is usuwaelly dzscrived in Freach doctrine as "savoir faice", or "kuow-
kow"™. This covers "knowlzdge for which = person, wishing to save
money and time, 1s ready (o pay a cerizin price¥, ¢k, more precisely:
itechnical knowledge which czn be transmitied and is not immediately
accassible to the public” (Mousseron, Répertcire commercial Dallez,
Ve Savoir Ffaire, 1977, Nos. 4 and 5. Azd it is well known thst
nowzdzys, not only bacause of the cost of patents, but alsc probably
in ordar 0 zvoid making public information on their processes or
methods, enterprises often prefer ic protect the techniques they uss
by secrecy, undsr the heading of knov-how.

Censideration of know-hov is alse limked in a way to the guestion
of the protection of informstion as such. This is currently the
subject ¢f much discussion in France and alsc in other countries, and
its solutiecn involves twe kinds of reasomning: the first is thay,
since information 3is not material, it is difficult tc accept that
classic offences like theft can be applied to its misappropriztion
{see inter alis H-P Lucas de Leyssac, Une information seuls est-t-elle
susceptible de vel su d’ung avtre atteinte juridigus awx biens?
Recueil Dalloz 1985, Chronigue p. 43, in which the author appears (o
favour the espplication of the rules ¢f theft; conira; J Deveze, Le
vel de “biens informatiques®™, Semaine juridigue, 1985, I. 3710, “Les
secretis commerciaux®, report qucted p. 8: "io the guestion, can
informatrion be the sublect of theft?, traditlonzl English,; Americsn
end Canadiazn lavw replies in the negative"; see z2lso P Catals, The
“owvnership”® cf information, Hélanges Raynaud, 1985, p. 97 et seqj, the
second resulting from the fact that there sre special rules fer the
protection of certain types of informaticn which Ifulfil certain
specific conditions, particularly patents and copyright, seo that it is
hardiy logical to accept concurrently a general principle of
appropriation of information of any kind.

The difficulty of protecting know-how or information is even
more acute in France in that theres is no express legal racognition of
commercial secrecy (in the same connaction, see Crémieux, Le ssecret
des affaires, “L’information en droit privé", travaux de la conférence
dfagrégation, L.G.D.J., 1878, p. 457 =t seq, No. 1) and i¢s viclation
is subject to penalties only in respect of the manufacturing processses
referred to in Article 418 of the Penal Code.
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These definitions and comparisons tend to lead to the conclusion
that in any case there is little gimilarity between the need for
gnterprises to benefit from legal protection in respect of various
information from which they derive part of their economic strength and
the need to safeguard the privacy of individuals, as set out in the
Eurapean Convention on Human Rights, Article 8, which states that
“everyone has the right to respect for his private and famiiy life,
his home and his corraspondence® (see also, in the sense that there
can be no assimilation of business secrecy to the secrecy of private
lifs, Crémieux, Le secret des affaires, "L informatien en droit
crivé®,; travaux de la conférence d’agrégation, L.G.D.J., 1978, p. 457
et s=g, No. 3). Although comparable problems may arise for both
categeries of persong, for example in regard to the imntrusion of third
parties on privates premises (in France, for instance, case law
assimilates the act cf entering a factory without permisgion to
violation of domicile), the secrecy of correspondence by mail or
telecommunications, or the rectification of erroneous information
{French courts; on the basis of the common law of liazbility, give
legal entities the right te obtain such ractifications in the case of
an error in a data bank, even although the law on data processing and
freedoms makes provision for such a right only for individuals), it is
éifficelt to talk of the "privacy” of an enterprise.

Gne of the First concerns expressed in regard ic commercial orv
business secrecy is a certain literary property of the enternrise
which is representative of econcmic wealth through the progressive
accupulation of technical data, organisation methods or market
knowledge, MNore precisely, it would appear that there are two types
of such secrets: in addition to knowledge acquired through
research or experience, which camnot always be appropriated pursuant
to a system of ownership such as patent or copyright, there is what
might be called the commercial strategy of the enterprise. This
covers all the decisions takemn or projects in hand in regard to the
choice of products, contractusl relarions with sub-contractors,
canvassing of categories of custowmer, methods of publicity ... This
second type of infeormation, which definitely cannot be protected by
any system of literary property, is nc less important than ths first,
and the question is indeed whether the enterprise has sufficient means
t¢ keep to jtself this information which halps it to justify its
econcaic position, and the disclosure of which may cause it
considersble harm.

Moreover, the observance of business secrecy dees not raise the same
difficulties for both categories of information. In the case of
intellectual knowledge, the major imperative today is to further
congideratiion of the possible appropristion of information which does
net come under patent or copyright, and therefore to proceed to a
critical analysis of the conditions of application and the current
effectiveness of these two main modes of literary property. This
question has arisen in the case of software; or computer programmas:
the solution adopted in most countries, including France, has besn to
extend copyright to this new type of creation, and so to proceed by a
sort of extrapolation to one of the existing property systems. Buot
the questien remains in the case of many other groups of information
or elements of knowledge, the development and use of which are
favoured by infeormatics. A very ordinary example of this is the lists
of customers or other card indexes of addresses, vhich are very widely
used today and are themselves increasingly traded.
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Such knovledge is doubtless already the subject of some
protection, perticularly through the application of penalties.
Eravention of viclation of manufacturing secrets by an employee of the
enterprise and in certain countries apparently also violation of
commercial secrets in general (see the provisions mentioned in the
introduction), will help in this connection. In France, the offence
of breach of trust, which is applicable to the various categories of
persons bound to the enterprise by a contract, whether it be a work
contract, a contract of hire, a contract of agency or mandate
{article 408 of the Penal Code)}, has been applied to misappropriations
of customer card indexes, which were considered by the judges as being
assimilable to an item of merchandise becsuse of their econcmic
value., Aund & recent decision has even penalised as theft a2
reproduction made by an employee of plans of plant manufactured by an
undertsking, regardless of whether or net the models were covered by
patent (Chembre criminelle de la Cour de Cassation, 29 April 1989,
Bulletin criminel No. 148). 1t is also possible, in the case of
misappropriation, to seek compensation through civil reparation on the
basis of liability or uanjust enrichment, and decisions rendered
in France show that such penalties have a certain value, particularly
where wisappropriation itakes place during talks conducted with 2 view
to the conclusion of a contract between two enterprises.

However, the protection of the intellectual capitel of the
enterprise certainly remains fragile. Although it is probably tso
soon io heope that a legal theory of information, defining general
rules regarding its appropriation, may make it possible to devise
appropriate sclutions (im the sense that "the reluctance to make
information dirsctly subject o legal rules is probably perfectly
justified", seer Legal problems arising from the transfrontier flovs
of data, OBCD 22 June 1981, report preparsd by MM Bing, Forsberg and
Nygaard), indirect methods of safeguarding can nevertheless be envisaged.

In particular, the penalisation of computer fraud would be =
useful instrument in the campaign against industrial and commercial
espionage. A bill recently recaived a first reading in the Fatienal
aAssembly in France, the current wording of which provides in

particular for z penzlty cf imprisomment for two months (o oms ysar
for “anyone who has had fraudulent access, directly or indivecily, 1o
an automatic data processing system™. The charge is therefore likely

ts apply to anyooe who has misappropriated informaticn contained inm
the memory of a computer, and it is independent of sny ownership which
may have baen established in connection with such information {the
text is to be shortly submitted to the Senate, see J Huet, "En France,
le projet de loi sur la fraude informatique ..."; Revue de dioit de
lrinformatique, 1984, No. 3}.

At the same time, and more specifically, it would be ussful to
raturn to the proposals of the Council of Burcpe - and this would
be zn opporiunity for rrance to f£ill an unquestionable gap -
concerning the protection of manufacturing and trade sscreis: the
broad definition of what 1s covered by secrecy as “any mahufscturing
or commercial information of value to the undertaking” appears
suitzble (althcugh it is conjectural vhether it covers all aspects of
commercial sacrecy, see below), and there is also justification Ier
the penalising ¢f any person "not duly authorised® whe cbtains such
information for purposes of communication or use.
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Hereover, the recommendation mentioned has the value of
emphasising the importance of misappropriation of secrets by former
employees of the enterprise. This is in fact a more redoutable source
of miszppropriation than that which is consegquent upon the laving off
cf gtaff {(see in connection with informatics, the report by Y Serra,
"La protection du patrimoine intellectuel de l7entreprise: obligation
de non-concurrence et autres clauses contractuelles®™, in the fourth
meseting on informatics law in Nanterre, Informatique et relations de
trevail, Ecenomica, 1985, p. 165 et seq). The model law assimilates
the use ¢f the secret by an unauthorised person to its use by an
employee or former employee of the holder of the secret {aArticle 4).
This latter point should probably be examined in more detail, since
the recommendation does not appear to dsal with the case of
commitnication to a third party by a former employee of the enterprise.

In the same way, more consideration should be given to the use
wvhich might bz made of infcrmation covered by seerecy by a third
person having obtaipned knowledge of it by legitimate means (for example
having acquired it from an apparently genuine holder)}. The model law
assinilates this cese to that of use by a former employes. It is also
true that it is one ¢f the mosi glaring wesknessas of protection
through secrecy that it is powerless agsinst persons with vhom the
enterprise has had no pricr relations, who might be assumed to have an
otligation to respect this secrecy. However, it zppears d¢ifficult to
penalise in this way a genuine third party, and io do so outside
rules governing the appropriation of the information in question which
might make this iaw demurrzble for everyome. 1In the absence of such
litervary property, it has tc be accepted that, like tangible property
in respect of vhich possession is title, even if it has been acgquired
frem & persen holding it illegally, information can be validly
transmitted to whoever receives it under conditicng in which he is
justifiesd in believing that his interlocutor was entitled te dispose
of it.

This is cne reason which leads me to think, in the case 9f this
first categery of information, the secrecy of which can be assured by
protection and which constitutes the literary capital of the
enterprise; that there wvould be every interest, in order teo give it
better protecticn, in reconsidering the mechanisms of literary
property sc¢ as i¢ encourage their development on new bases. There is
ng reasop te doubt that it would be pessible today to accept the
appropriation of card indexes of addresses, statistical data banks or
basic know-how, and to penalise their misappropriation by third
parties or thelr unauthorised use by rules approximating to
countarfeiting, without requiring that the information in guestion
should have any originality cf expression or should satisfy any
condition of novelty. It would seem sufficient, in order to ensure
protection and contingent penalisation, to find that a persom had
appropriated an econcmic asset at the expense of others in order to
avoid making the raquisite invesiment.

In the same context, it may also be thought that it is probably
better from the economic point of view to ensure the pretection of
knowledge by rules of appropriation, which do not preclude its
dissemination, rather than through secrecy alone, which can only he
effective if the information is kept out of reach of third parties {(in
the sense that "if information is also rarely offered on a market
against payment, the reason is that it is generally developed in
select confidential circles where, in the absence of adequate
protection of literary property, its retention is considered as the
best guarantee against piracy®, see: YLes flux transfrontigéres de
donnéas: vers une économie internationale de )l'information?, by
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A Hzdec, Problémes nolitiques et sociaux, No. 406, janvier 1881,

Lz documentation francaise; p. 8, in vhich the avuthor slso emphasises
“the imgortance of detailed international study of the right to
information” and the fact that "the implementation of maticreal
informaticon policies will certainly move back the commercial frontier
of the market and the legal frontier of secrecy”: and see zlso: fles
£lux transfrontiéres de données: vwvers une économie imternaticnals de
Itinformation?®, by 4 Hadec, followed by "Essal sur le statut
juridigue des informations™ by P Leclercqg; Informatisation et société
No. 12, 1982, La documentation frangaise).

This question does not arise in connection with the second
category of informationm subject to business secrecy, which has to do
with the commercial strategy of the enterprise. Since this is a
matter of decisions relating to products, relations vith contracting
parties, canvasseing o¥ publicity, no literary property can be
considered, and the mechanisms of common law are also of little
practical yse in the case of acts counmter to the interests of the
enterprige: in Fremch law, fcr instancs, breach of trust cannet be
invoked in the sbsence of miseppropriation ¢f an item of property for
the bsneifit of others, and it will be difficult o use the rules of
unjust earichment. Only civil liability might offer some mesns of
defance.

Nevertheless, violations ¢f such commercial secrets are 1o be
feared, and industrigl sspicnage may have very perrnicious
conseguences in this connection., The idea of protaciing them by a
specific charge penalising the viglation of secrecy by those who
may have access to 1t therefore appzars to be the only effective
measura. It is not however certain that the model law contained in
the resoluiion of the Council of Burope of 3 July 1974 will be able to
guarantee such a resvlt sipce it specifies as being coversd by secrecy
"information ... ¢f value (o the undertaking” (above Resolution,
Article 1) and it is difficult te consider decisions or projecis of a
commarcial nature as having ap eccnomic value which can be zssessed,
a5 opposed to knowledge acguired or studies carrvied ocut by the
undertaking. It would therefore be useful to improve the wording on
this point S0 as to ensure a betier interpretation of this aspect of
business secrecy.

A& final difficuliy, which affects both the intellectual capital
of thz enterprise and its commercial strategy, is to draw the line
between the secret which merits proteciion and the transparency (o
vhich econcmic operators must be subject, The guestion may arise even
in regard to the techniques or know-how developed by the enterprise.
The case involving the Commission of the European Communities and IBH
{menticned in the introduction) illustrates this well: in order to
stop proceedings, this company agreed to supply to its cempetitors
information on the interfaces of the systems developed by it, thus
revealing technical data concerning its own products. The increasing
complexity of certain indusiries, the sub-division of sguipment
production in a single sector, or the overlapping of technigues usad ;
in complementary sectors of activity, as can be seen for instance in
informatics and telecommunications, may make this type of informaticn
communtication increasingly necessary in the future.

The lina bstwezen secrecy and transparency is certainly more
difficult to determine in the case of strategy of the enterprise since
this notion may cover all kinds of relations with third parties and
some of these links must, for the purpose of maintaining competition,
be subject to surveillance by the public authorities so as to ensure
that they do not constitute trusts forbidden by the law.
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PART THREE

Transparency: essential element in the regulation of competition
and the protection of general interests

Business secrecy and the need to reinforce its protection, to
satigfy the legitimate interests of enterprises, must be reconciled
with & certain degree ¢f transparency in commercial activity which
corresponds to pressing social and economic needs. It is pointless to
list in detail the information requirements which benefit the employees
or sharehclders of an enterprise, its co-coniracting parties or the
public in general, or indeed to list the hyvotheses in which the
administration must or may receive information concerning its
activity: they are innumerable. They demonstrate that econpmic life,
and particulariy its accounting and financial aspects, is or should be
conducted increasingly in the open (see in this connection
Saint-Alary, Le secrei des affaires en dreit francais, travaux da
1’asscciation Henri Capitant, lLe secret et le droit, 1974, p. 263 et
seq, Virassamy, Secret des affsives et droit & 17information, to be

published;.

In regazrd to the internal operation of the enterprise and
therefore relations with those who work in it or invesiy in it, the
naed for the circulation of information now appears to be manifest
{even though difficulties of detail may appsar: see for ezample
recently, in regard to the introducticn of nev technelogy in the
undertaking, the difficulty of determining what sheuld be communicated
to the vorks council, H-J Legrand, "Lzs enjeux de l’expertise
technolegiqua™, report to the fourth meetings on the law of
informatics in Manterre, Informatique st relations de travail,
Economica 1986, p. 51 et seq). In this context, moreover, transparency
only operates within the enterprise, since in principle the
information communicated does not usually leave it, as & reguirement
of secrecy is imposed on its recipients. WNevertheless it is true,
particularly as regards the shareholders, that there may be 2 danger
of commercial secrets becoming known to competitors of the enterprise.

Vhen information has to be communicaited to the public
authorities, on the other hand, it is clearly fransmitted outside and
the notion of transparency takes on ancther dimension. The actual
object is to satisfy interasts higher than those of the 2nterprise or
its members, and often to maintain the free play of competition, but
here again, the members of the administrations receiving the
information required are bound to secrecy pursuant to the rules
imposed on them by their statute or specizl provision. It may however
be that there is in certain situations a risk of the disclosure to
third pariies of information which should remain confidentizal.

This is the case in France regarding the facts which may be brought to
the notice of the Council for Competition when variocus enterprises

are likely to be "interests® {Article 21 of the Ovdinance of 1
December 1986 con the freedom of prices and competition, mentioned
above) and when, the procedure being subject to a full hearing
{Article 18} and having to respect the rights of the defence, these
varicus perseons may consult the file and be notified of the report,
accompanied, if necessary, by the documents on vwhich it is based
{Article 21). The difficulty under the pressure of previous law has
slready been emphasised {see notwithstanding the somewhat imprecise
nature of the paper: Forgoux,; Droits de la défense et droit au secret
des affaires dans les procédures en matiére de concurrence, Gazettsa du
Palais, 1979. 2 Doctrine, p. 482). Provision has now therzfocre been
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made for the Chairman of the Council to "refuse the communication of
documents Jjeopardising business secrecy® (article 23); bui the fex
adds: “Except when communication or consuliation of these documentis
is reguired for the procedure or the exercise of the ripght of the
parties®; which seems to restrict singularly the scope of the
axcapiiony see also, regarding the application of the trust lav in
relations with the European Communities and in the matter of the
publicaticn of the decisions taken in the matter, Saint-Alary, quoted
above, p. 275}, vhilst resuming the principle previously raised whereby
the parties are liable to the pemalties in Article 378 of the Pensi
Code covesring professional secrecy in the case of disclesure of the
information of which they obtained knowladge during this procedure
{Article 24}.

It is incidentally not rare in France for the legislator, when he
plzces upen snterprises in a profession a declaration requiremsnt
concerning cartzin aspects of their production, or givaes the
administration the right to inform the public of facts concerning
their activities, to adopt measures io preserve any 3eerets that may
be involved. Thus the Law of 12 July 1977 on the monitoring of
chemical products, which now calls for a declaration to be made o the
administration prior to manufacture for commercial purposes or te the
import of chemical substances,; and siates that producers or imporiers
must communicate to it sny informatiom indicative of new dangers
regarding these substances, lays down that "the administrative
authorities shall hold secret information relating te ithe exploitation
and manufaciure of the substances and preparations, and shall ensure
publicity in an appropriate form for any information of a
toxicological nature cbtained during examination c¢f the files"
(Article &, Recueil Dalloz, legislation p. 316; this text alsc
provides that persoms haviag access te these files or information
shall be bound by professicnal secrecy under the terms of Article 378
of the Fsnal Code}.

spart frem this type of difficulty, the main stzke in commercizl
transparency is probably now imformation for the public in
general, and it would ssem that this could be considerably
jmproved. The cemmeant is valid not only for relations between
professionals and for economic or financial information on
enierprises. It can also be mede in regard to relatices wiih
consumars. Recant progress has certainly been considerable, snd in
France various measuraes have been taken to provide better informaiion
on the products and services offered by the professionzls. Ip regard
ta eredit, for instance, provisions for the protection of consumers
oblige suppliers to give details of the actual total rate charged.
For several years now, the banks have also included in their
statements to their customers the valuation days relevant io the
various cperations carried out. But much other iaformation of a
technical or commercial nature on the charactaristics and quality of
products or services could ba mads available to distributcrs and
sspecially consumers. At the same time, with the aid of the
comparative and statistical processing potential afforded by
computers, this information could be set cut in a form which would
facilitate comparisons between suppliers, permitting the variety of
services offered to be assessed. It would thus be possible for
instance, in the case of the most commonly used consumer goods; (¢
initiate a concept of global cost indicating, on the basis of the
price initially invoiced to the purchaser, the total anticipated cost
to him of using the item for a certain number of years. In terms of
statistics established by the producsr, this would include not only
the initial investment but also the repair and maintsnance costs
required to keep the item in good condition during the period in question.
Thig indication could be mandatory for the vendor in certain sectors |
and for csrtain products. and optienal in others. :

e |
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It would thus appear that, although secrecy in economic relations
is & necessity and its protection should be strengthened, it must
leave room for wide transpareacy in commercial informaticn, the demand
for which may increase considerably.
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CORAERCYAL SECRECY ARD
TREISPARERCY OF IRPORHMATION

Co-repert presented by

Fr. Ignacio QUINTANA CARLD
Professeur at the University of Zaragoza

In accordance with the organisational arrangements envisaged
for this Collogquy, I see my role as Co-rapporteur as being limited to
making a fev observations on the teport presented by Professor HUET
sud; accordingly, to help stimulate the discussions. Hovever,; and
like the other Professors from the Zaragoza Law Faculty who have
intervened during the Colloguy, I believe that, parallel to my role
as Fipitiator™ or "provocateur® of the discussions which the report
of Profsssor Huet will certainly occasion, it would alsc be extremely
interesting io devote somz time to showing how the theme o¢f commercial
sacrecy and transparzncy in the area of information is regulated in
Spanish law.

I. Professor Huet's report, highly informative and full of
suggestions as it is, takes a broader perspective than is normally
adopted vhen this subject is being disecussed. I think that

Prafessor Huet has shown, indeed vith maximum clarity, how the
bincmial secrecy/transparancy is seen as a phencmenon comprising opposing
forces within the framework of the life of an enterprise (a term vhich
not only includes commercial activity but alse industrial activity;
even the activity engaged in by certain professionals}. The
sacracy/{ransparency dichcotomy is located in a situstion of permanent
dialzctical tension. This phenomenor is even more difficult to
analyse systematically since, on the one hand, the very concepts ¢f
secrecy and transparency have not yet been vorked out definitively
and, on the other hand, the aforementioned forces characterising

the relationship between the two concepts is infiuenced quits
significantly by legal policy reasons.

Yithin this rather vaguely defined framework, mention must be
made of how enterprises see the concept of secrecy. It is conceivad
not exclusively in terms of an obligation incumbent on persons
participating in the activity of an enterprise (cther manifestations
¢f this iype are found elsewhere, for example in Article 499 of the
Penal Code in regard to the disclosure of szcrets; in Article 65.2 of
the UYorkers’ Statute concerning professional secrecy of the members of
the board of an enterprise; znd in Article 12 of the Roval Decree of
25 January 1%84 (0Official Jourmal of 15 February 1984)) and imposing
on everyone who knovs of the preparation of a share offer for public
acquisition an obligation to maintain secrecy right up until the
moment when this is made public. It is also to be seen in terms of
a right attaching to the owner of the information - a right which
Professor Huet has clearly emphasised is based on the interest {(which
may be economically evaluated) which every enterprise has in rafusing
to communicata information which forms part of its intellectual
capital {for example "the know-how'), strategy or methods (cf.
Article 63 of the Spanish law on limited companies) and which
authorises the Chairman of the Board to rafuse the disclesure of
information requested by a shareholder when this might prejudice
social intarestis.
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Since Professor Huet has, for obvious reasons, placed great
esmphasis on French lav, I vould like tc make some additional brief
cbservations on the evolution of secrecy and transparency in the
business vorld of the Eurcpean Economic Community (it may be noted
that at the present time emphasis is placed more on transparency than
oit secrecy). My analysis is essentially concentrated on thres areas:
company law, the lav governing the securities market (a new systematic
category halfway between the law governing limited companies and the
law governing stocks and shares) and consumer law.

As regards company law,; it is today a permanent feature in all
countries with a market economy that information relating to companies
has ceased to be one of the rights of the shareholder (a right of an
ingtrumental nature which allows him to exercise all those rights
conferred on him by law: voting rights, the right to dividends, a
right to refuie comtracts and agreements concluded by the company,
gtc). It has transformed itself into a veritable obligation incumbent
on the company (known as “"disclosure philosophy® or “information
philosophy"). The measures adopted up to now by the Commission of
the European Economic Community in the area of stocks and shares
and vhich are designed to bring about the greatest possible dagree of
transparency in companies vhich have or intend to have their shares
guoted on the different stock exchanges provide ample testimony of
thais: Commission Recommendation {77/334/EEC) of 25 July 1977
concerning a European code of conduct relating to transactions in
trensferable securities (0fficial Journal no. L 212 of 28/8/77%;
Council Directive of 5 Harch 1979 coordinating the conditions for the
admission of securities to official stock exchange listing (Cfficial

¢urnal no. L 066 of 16/3/79); Council Directive of 17 March 1980
(80/390 EEC coordinating the requirements for the drawing up, scrutiny
and distribution of the listing particulars to be published for the
admission of securities to official stock exchange listing {0fficial
Journal no. L 100 of 27/4/80) and, in particular, Council Directive
ef 15 February 1982 (82/121/EEC) on information to be published on a
regular basis by companies the shares of which have been admitted to
efficial stock exchange listing (0fficial Journal no. L C48 of
20/2/82%. These measures should be completed by other jnstruments
such &s the prepesal for a directive submitted by the Commission to
the Council of Hinisters on 29 april 1976 for the coordimatien of
laws, regulations and administrative provisions regarding collective
investment underiakings for transferable securities (0fficial Journszl
ne. C 171 of 26/7/76) and the proposal for a Council Directive
coordinating the requirements for the draving up, scrutiny and
distribution of the prospectus to be published when securities are
¢ffered for subscription cor sale tc the public (document no. C 226 of
31 August 1982}, as modified by the proposal submitted to the Council
on 1% June 1982 (document nc. € 26 of 31 August 1982). As may be seemn,
there is a whole range of norms fundamentally governed by the idea
thet the public investor must have informatiom which is legal,
correct, clear, sufficient and published in gocd time so as to
enable bim to invest his savings in shares which can be regarded as
trustvorthy to the greatest possible extent regardless of vhethzr he
does so from the point of viev of profit, maintenance of the liquidity
or investmeni security.
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As regards the lav governing ithe stock market which is
intimately linked to what we have just discussed, the EEC Commission
has alsc paid particular attenticn (¢ the phenomenon charactexised by
deslings in transfzrable securities which are carried out by whati may
be called "ipsiders®. Siace such individuals occupy positions within
a company they are likely to have ‘privileged" information or, te put
it sncother way, information capable of affecting the share quotations
vhich a company owns in the market. Commission Recommendation (77/534
BECY of 25 July 1977 concerning a Buropesan code c¢f conduct relating to
transactions in itransferable securities laid dewn that individuals
normally cperating in the stock market are obliged to behave fairly in
accordance with the code's cobjective even if to do so would deprive
them in certain cases of short-term gaing. In additicn to the code,
the Commission is working on other instruments such a3 the preposed
directive vhich it submitted to the Council on 23 Decsmber 1985. This
instrument envisages the publicsiion of informaticn before the
segquisition or transfer of a significant part of the capital of a
company vhich is guoted on the stock exchange (document Com (85) 791
final). The publication must contalin z certain smount of informatien
on the individuals who are capable of influencing, sometimes
decisively and 1o a considerable extent, the dirsctiocn which a company
is taking. The investors may thus have a more precise idea i the
life of thz company in guestion. A preliminary draft direcilve vas
also prepared in 1874 on acquisition of shares offered to the public
(docuament XI/65/74). However, this preliminzry dreft instrument,
vhich deals specifically with dealings carvied out by insiders, has
bezn shelved. In conclusion, since 1983 the Commission has creatsd z
working pariy charged with studyving whether or ot it is useful fox
the EEC i{c¢ sdopt measures in this area and, if so, to determing the
gifferent measures 1o be adopted. {Reply of Hr. Tugenéhat for the
Commission 1o 2 question raised by #r. Vedekind, document no. C 257,
25/9/83, p. 23.) Given the silence of the ¥hite Paper {Com (83} 310
final - June 15%85) on the realisation of the internal market in regarcd
to insider trading (no Community action is envisaged thersin), thare
is nething today to allow ¢ne to presume that the Commission will
embark on shert-term action in this field.

Finazlly, as regards consumer lawv - beyond the importance waich
che right to information has as an essential consumer right - tkers
exists a draft article on elactronic funds transfer {(EFT) and the
protection of consumers who use means of payment geared to this
technology (document XI/213/8%, rev. 2), as well as & drafrt
recommendation of the Commission establishing & Burovezn cede of
conduct in the area of slectronic payments {document II11I/2357/89%,
rev. 2 of 25 November 1986). The twe drafts, which follovw the rules
adopted by the Council of Eurepe both in the Data Frotection Convention
and in Recommzndation 1037 {1986) on data proteciion and the fresdom ©f
information, contain norms defiring the sort of information which may
be stored, the length of timz for which it may be stored, and, in
particular, the purpeses for which it may be stored. The latter
point is cf major importance given that the information stored by
credit card issuing bodies may be usad not only for purposes of
electronic funds transfer but also for other purposes such ag the
selection ¢f clients and, indeed, even its sale to third pariies
{this issue assumes particular importance,; for example, in cases vhere
banking institutions act as holding companies for shops, insurance
companies, tour operaters, ete;, which use the information stored to
enable them to select new clients). The solution reached in the
draft Community provisions has been inspired by what is called the
“principle of purpoese specification” as highlighted in Article 5 of
the Council of Burcope Convention.
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ir. As regards Spanish law, it is clear in the light of the
characteristics of the phenomenon under discussion that it cannot be
said that there exists norms regulating secrecy and transparency for
the life of enterprises. As with other legal rules the only

thing which may be done in this field is to examine the commercial
juridical instruments in their entirety and observe the guiding
principles in regard to secrecy and transparency in the life of

enterprises.

When embarking upon examination of this vhole area, the first
problem which confronts the amalyser is the determination of the very
concept of commarcial secrecy vhich constitutes a genexic category
(Gberpegriff) encapsulating all those secrets vhich are characterised
by the faet that they revolve around the economic organisation which
we call enterprise or business (see J.A. GOWEZ SEGADE, E) secrato
industrial ("know-how"), Concepte y proteccion, bMadrid, 1974, pages
41 and ss.). It is possible to distinguish three types of commercial
secret, even within the fremework of this generic category: secrets
which refar tc the technico-indusirial sector of the enterpriss
(manufscturing processes; repairs or assembly, manual technigues
for the realisation of a product); secrets which are of concern to
the purely commercial sector of the enterprise (lists of clianis,
suppliers, price calculations, etcj; and secrets relating te other
aspects of the internal organisation of the enterprise as well as
ite relations, knowledge of which would be of value to competitors;
but vhich does not comsiitute property per se (relations with the
persomel of the enterprise; the financial situation of the
gnterprise, plsns for the conclusion of contracts, ete}. It is
undeubtedly the case that oaly the first twe types of seerst ars
of real interest for our work (industrial secrets and commercizl
secrets). Nevertheless, this does not mean that the third category
of sezcret referred to should not be protected, possibly by having
racourse to the lav on unfair competition. Commercial and industrial
secrats, and here it is interesting to stress that an important part
of Spanish doctrine treats industrial secrecy and "now-how® as
jdentical comcepts, are essentially protecied by two types of nerms:
on the one nand penal provisions regulating the breach of secrets,
asnd on the other hand, the lav on unfailr competition.

As regards norms of a penal nature, the relevant provisions
are essentially found in Articles 489, 192 bis and 497 bis of the Penal
Code (the latter two provisicns vere intreduced by the Organic Lav of
15 October 1284 which wedified this legal framework}. These norms lay
down penal sanctions for the disclosure of secrets in a vay which
causes prejudice to the owner by the foreman, an employee or workman
of a factory or other industrial establishment (Article 4%%) and,
moreover, in regard to the illegal installation of telephone taps or
the use of technical devices for listening, communicating, storing or
reproducing sound carried out by individuals (Article 437 bis) as
well as by public authorities, thelr servants or agents without the
necessary legal authorisation (Article 192 bis).

The norms ragulating unfair competiticn ars essentially
contained in Articles 131 et. seq. of the Lav on Indusirial Property
of 1902, Article 3 (@) of the Lav on the suppression of restrictive
trade practices of 20 July 1963 and Article 10 bis of the Conventicn
of the Union of Paris on the protection of industrial property of
20 Harch 1883, the text of which was revised in Stockholm on 14 July
1967 and the direct application of which for Spanish law divides our
best legal commentaters. The fact that these norms do not contain a
general prchibitive clause on anti-competitive behaviour presents
a very grave disadvantage in Spain.
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Special reference must be accorded to tha theams
secTecy vhich constitutes in all probability onz of the mcze
freguently cited circumstarces invelving secrecy in ths Lifsz of an
enterprise. However, it is very important (o point cut thatr banking
secracy involves a secret, the conservation ov disclosure of which
does not affect the bapking institution but rather the privacy of
the client who has deposited his funds in a particular bank.

This cbligation to spsure secrecy only figwres imdirectly in
Spanish legislation and, tc be more precise, in the provisicns of a
public mature which provide for the investigating powvers of public
authorities or their servants {Article 41 of the lawy of 14 Hovember
3977 as develeped by the Hinisterial ruling of 14 Janusry 1978,
Article 11l of the gemeral law on taxes as modified subseguently on
26 April 1985, ithe first additional clazuse to law 14/2%83 of 28 HMay
on the tax regime for certain financiers, and Article & of the Roysl
Legizlative Dacree of 28 June 1986 (1.298/1%86) adapting Spsenish norms
to the legal regulations of the EEC). The reference in Articie 23 of
the Statute of the Spanish Bank to banking secrecy does not make it
nossible {contrary to the opinion of certain commentators and to the
decision of the Supreme Court of 28 WNovember 1328} io apply the
cone=spl to other banks.

Horeover, this theme hasg been the subject of recent
judicizl rulings, both by the crdinary courts (ihe decision of ths
zdministrative contentiocus chamber of the Audienciz Hacional on
18 June 1983 znd the decision of the Third Chamber of the 3Supreme
Court of 2% July 1983) and by the constitutional couri in = decision
of 26 Wovember 1984 (110/1984) in a Constitutionsl appeal {TAmpzaro®}
575/1983 invcliving tax investigation. Tn this czse it was considered
improbable that banking institutions had zn cbligation to inform the
tzx autherities given the abstract nature of the annstations (deposits
and withdrawvals) carried cut on a current account.

Running parallel to these provisions protectiang commercisl
secrecy and taking up the issue of transparency, one beginsg to
osbserve that for some years now Spanish law has tended to reinforcs
transparency within enterprises. Vithouwt claiming to presesht an
exhaustive treatment of this issue, some sxamples of this tendency
can nevertheless be cited:

In the context of information relating to companies, one
can guite clearly see how in the course of the last few years the
legislator has moved from conceiving of infermation in terms of a
shareholder’s right to viewing it as a veritable obligation impocsed on
a company vis & vis the market. In the same order of ideas, since the
publication of the Commercial Stock Exchange Regulations, adopted by
the Decree of 30 June 1957, an chligation has been imposed by Article
47 on Ycompanies and legal persons which have admitted securitiss to
the official stock exchange listing to send each year (¢ the governing
body of the stock exchange reports, balances; profit and loss accounts
and the results of this exercige". & series of norms (Decree of
10 July 1978) has so far been published which exclusively concern
information which must provided by companies intending to place on the
market fixed rate shares {Roval Descree nc. 1847 of 5 September 1850
which extends the information obligation to the issue of variabls rate
shares and the Hinisterial rulings of 17 November 1$81, 26 Fsbruary
1982, 24 Hay 1983 and 17 July 1984, vhich develop and complate the
preceding provisions). These norms have graduslly harmonised our lav
in this area with that in other neighbouring countries, as well as
wvith the content of the relevant Community Directives which will be
referred to at a later stage.
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In the second place, and in regard to auditing, it is extremely
significant that the preamble to the preliminary draft law now being
e¢laborated intended to introduce into Spanish law the Community
Directives in this area and, primarily, the eighth Directive of
the Council of Ministers (84/253/EEC), begins by stating that
"transparency in economic/accounting information of an enternrise
is a factor which is ceterminus with the economic system of the
market enviseged in Article 38 of the Constitution”.

Similarly, in the context of the law governing the steck
exchange, the preliminary draft lav to reform this market iniroduces
into our stock sxchange system a national Stock Market Commission
which is very similar to the Italian and French institutions and,
like them, has besen inspired by the North American Securities Exchange
Commissicn. These bodies are entrusted with the development,
supervisicn znd inspection of the stock market; as well as of the
activities of anyope imvelved in the stock market. The lavw provides
that the primary function which the Commission must carry out relates
to "ensuring stock market transparency, the correct fermation of
prices on the stcck market and the preotection of investors, as well as
promoting, ensuring and, if necessary, publishing information which is
¢f interest to investors®. To do this, the Commission may order share
issuers, operators and other companies dealing in the stock market to
impediately make known to the public facts or information which are
cepable of affecting dealings or, if this is not done, to do it itself
{see article 5 of the preliminary dvaft lavw).

However, as regards industrial lav the tendencies which are
appearing - not only in Spanish law but also in European patent law —
shov clearly the emergence of a greater protection for industrial
secreis, which are taken to bz amy knowledge or techniczl rule which
is kept secret although not protected by an exclusivity right. This
protection is seen not only in the way in vhich the breaach of
Industrial szcrecy is defined in terms of a specific example of unfair
competition but alsec in the way in which it envisages the reality of
"know-how" as a patrimonial value of the enterprise which must be
protzcted even by negative means {essentially by avoiding industrizl
espionage). In this line of ideas, reference can be made not only to
the Hunich Convention on European Patents bui alse to the very recent
Spanist lav cn patents of 20 Harch 1986, in which the protection of
“menufacturing or business secrets" ¢f the Head of an entarprise
appears te accept the placing of a limitation on the investigatory
powers of the judicial authorities. This seems to emerge from both
Article 61 (the extension of the protective framevork of the patent
{rom the processing stage tc the product directly obtained) as well as
from Article 130.4 (which relates to the verification of facts as cne
of the limits to the powars of the judge).

Finally, as regards consumer law the general law for the
defence of consumers of 1% July 1984 follows very closely the
prelimivary programme of the EEC aimed at creating a policy for
protecting and informing consumers (Resolution of the Commissicn
of 14 April 1975, document no. C 92 of 25/4/75, pages 18 et. seqg.}.
The lav establishes as one of the “fundamental rights® of consumers
and users “correct information on the different products cr services
znd education and disclosure so as to facilitate awareness and knowledge
of their appropriate use, consumption or enjoyment.® Thus information
&ppears to be & duty imposed on the Heads of enterprises. Tc be
effective and sufficient, presentation/labelling of & product does
not suffice per sz. The consumer must also be informed about the
content. Accordingly, one of the criteria for evaluating 2 defzctive




product is ths way ia which it is presented (cf. Ariicle & of

EEC Directive on the approzimation of the laws, regulations end
administrative provisions of the member States concerning lisbility
for defective products {document no. L 2310 of 7/8/85; and Article 3 of
the aforementionaed general law for the defence of the consumer which
srovides that the consumer or user must be given prior knowledge by
sppropriste means of risks which may occur as & result of foreseeable
use of goods or services. As regards banking services, no-one

would cdoubt the importance for clients ¢f banking institutioms of
informaticn on “charge days™ cr on the total amount of fimancial
charges incurred im credit agreemsnts, the latier type of information
constituting one of the reasons which led the EEC to promuigate
Council Directive £7/102/EEC of 22 Decembex 1986 on the approximztion
of the laws, regulations zad adwinistrative provisions of ths menber
Ststes concerning comsumer credit (0fficiad Jourmsl no. L 042 of
12/2/87, pages 48 2t. seg.)}-

ITI. Even if the drawiag of conclusions in this asrea is an ext
hazsrdous exercise given the acknowledged lack of precision of ¢
very concepts of secrecy and transparency and ithe influsnce yhick
poiitical notiens specific to each of our countries and to our &
have on legal norms {the American and British phenosenon kmowa a
“deregulation® obviates the need for me to discuss this poiat
furthery, I dare to go beyond the conclusions reached by
Professor Huet. ¥n doing so, I risk being seen as zudacicus. 1
vould like to voint out that vis & vis whal is happeping within the
framevork of administration, privacy rights and commerce, the tsndsncy
seame to Le orientated clearly towards transparency. Hovever, there
exist ivwe significant exceptions subject to differant reasons:

- the protection of industrial secrets {kncw-how} which are
a3 if zuthentie inventions were involved (this said,
ented};

— the protection of the secrecy of data held by ¢ompaniss on
their clients. It is not protection of the company which is ssught
by databark protection but rather of the data subject. This sort of
protection is based on the legal provisions regulating the right to

privacy.

that

411 this appears logical if account is taken of the fact
511 the

transpareicy is imperatively required for the protecticn of
interests which are capable of being affected in the life of
enterprises:

al The matket which in its entirety must be itransparent;
or, to put it another way, to provide all information vwhich econcmic
operators require to enable them to develop in the market.

) The competiiors, in so far as secreacy is not intended tc
protect the intellectual patrimony of the Head of the snterprise {(Iov
example the know-how).

c) The consumers; who musi be given all kinds of
information which enables them to chese betwveen the difierent
praoducis and services vhich are made available in the market.

d} The public administration, in particular the iax
suthorities, so as to enable it to apply its tax policy im tha

most favourable conditicas.

e) The national economy itself.
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INTRODUCTION
1. Tiie reperi 13 one of severs! prepared for the Council of Evrope’s XYIlth
Collegquy on European Law in Zaragoza, Spain, the these of which is *Sprracy aad
peangss ~- individueals, enterprises and public administrations®. The thage

was £hossn in Lhe light of the decision by the Commitice of Hinisters to feliow
up the #Parliamentary fzsesdly’s Hecammendabtion 1012 (i1955) O0n harsonisstion of
the ruies oa professional secrecy, which resds as followms:

i Considering that the right of respect for private life, guaran-
teed in Article 8 of the CLosveatisn foer the Froteciicn of Human
Highis and Fandamental Freedoms, is of wuisost imporiance &5 &

=
demGoratic serietyy

t technical progress and screntifac wvclution not only

ars 3

contributz to the progress and weltare of manitind, but alss provide

thae mzans ¢ s the right to
]

z 0 threaten fundaments righte sych
L for privsie lide, of which the right to ve
c

recy forms R ogact;

S considering that the prolecticn of professional tecrecy is an
L12i part of the right to respect fer privats life:

4. Lonsidaring that certaln dovelogpmenls in sociekby  such a5 data
Sanke an¢ :increased bureawcracy may conflict with profecsicnrad
SELrECy;

5. Considering that domestic legisiation on the subject differs
wideiy in the Jouncil of Europe ecsaker states:

i

f. Lonvinced that s bharmonisation of the rueles existing te2cones
zure and gsore urgent in the light of techkrical srogress, islerna-
tionz] integration and growing mobility of people:

-

I. Welcoming the Hesolution un prafessional secrecy, adoptec by
the furopean Parliament on 13 April 1984,

§. Tfecommends that the Commitiee of Hinisters prepare & reCoBmER-
dalion tu govermments of Ceouscil of Eurspe member siates setiing
icrth miniaeum standards for the protection of profescional secrecy,
based 11 particular on the {oilowing principle:

“hny persos having knowiedge of 3 secret, by reason oi
bhis particular stalus or efivce or of his professien or
skills, that the affected party, ezpressly or by iapli-

cation, wishes to be kept cecret is covered hy the
obligation of professional secrecy,

:
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Exceptions to this obligation aust be provided for by
law or ordered by & regular court, and be in accordance
with Article B.2 of the Canvention for the Protection
of Huaman Rights and Ffundamental Freedoms.”

e It was thought appropriate to discuss this subject 10 the wider context
oi the law aoverning secrecy and openness generally, and of 1ts 1mpact on
individuals, enterprises and public administrations. Fer this vreazan the
Colloguy mill vreteive cther reports -- on a {unctional approach to the jegal
rules governing Secrecy and apenness, on secrecy withis public administration,

and on commercial secrecy and information transparency.

COMPEYING VALUES, ARD THEIR SOCIAL BBJIELTIVES

3. Before ane can begin to tormulate even ainisum standards for the orctec- ;
tion of professional secrecy, one must identify the competing valuves involved, E
and consider the rights, obligations, and freedoms which flow from them. The ]
two main values here are the right to privacy cited 1n the Parliamentary hecom-
mendation and auaranteed by Article 8 of the Turopean Lonvention, and the right

tg receive and impart information guaranteed by Article 10. Article 8 provides

ag followst

{15} Everyone has the right to respect for his private and family |
life, his home and his torrespondence. ;

{2) There shall be no interference by & public authority with the
evercise of this right except such as is ia accordance mith the iaw
and ig necessary in a democratic soviety in the interests of natio-
nal security, pudlic safety ar the econempic well-being of the
country, for the prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection of the righls and
freedoms of others.

4. fic against. this, Article [0 provides that:

f1) Everyone has the right to 4reedom of expression. This right
chall include freedom te held opinions and to receilve and iampart
information and ideas without interference by public acsthority ang
regardiess of frontiers, This Article shall not prevent States
from requiring the licensing of broadcasting, televigion bi cinema
enterprises.

{7} The exercise ot Lhese freedoms, since 1t carries with it doties
and responsibilities, may be subject to such formslitiess condi-
tions, restrictions or penalties as are prescribed by law and are .
necessary in a democratic sotiety, in the interestis of national '
security, territorial integrity or oublic safely, for the preven- i
tion of disorder or crime, for the pgrotection of health aor porals, !
faor the protection of the reputation or rights of others; tor
preventing the disclosure of information reczived in confidence, or
for maintaining the authority and impartiality of the judiciary.

|
I
5. Airticles 1 and 13 of the Lonventian impose obligations oo the member
States of the Council of Surope to ensure the protection of both these rights,
snd where they appear to conflict with eech other the task of the member States
12 then to try by some means to adjust that conflict. 4 is precisely for this
surgose that each of the Articles has its second paragraph, which allows the
care right that the Article guarantees to be rastricted by rational lauws, for

.:—————————————————————————————————————————————————_________----------------.li
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the benefit both of the specific pubiic interests which it enumsrates and of
the private rights of othars. '

5. Legal protection for professional secrecy is priea Tacie a rastriction on
treedom of expression, and in particular on the freedom "to receive snd impart
informaztion and ideas without interference by publie avtharity”.? Litewise, i+
there were no such protection, thers epuld in meny cases he insufficient safe-
guards for the right to respect for private and tamily life, as well as for the
exercise of sosme of the other Convention rights and freedoms. The arimary task
ot national rules on profeseional szerecy  must therefore be te reconcile the
underliving social phiectives served By the values reflected 10 these Griicles,
imposing only those rules which are necessary, in & democratit sopgiety, to
cecure the maximun protection for all the rights concerned. Opz must thersfore
nzitt exanine what these social sbiectives are.

z. the social objectives served by Article 10 have bheen well described by
the Eurcpean Court of Humazn Rights.=® Freedom of expression and inforacztion
constitutes one of the essential conditions for tha maintepance of the king af
free, open, and plural society which lies at the heart pf the democratic Eurs-
pean traditian, It ensures a free press, a2nd the fres flow of information both
between citizens, and betwewn thew and their publir authorities, which enables
the citizens to msks informed political choices,; and the zsuthorities to perforn
the taske assigned te thes in the interests pf the citizens. The free circru-
lation af informatian assists Lhe making of decisions about public policy, and
the continval scrutiny of powecful institutions, public and private, helps to
prevent corrupilion and to encovrage efficiency.

g, The underiving social objective of the right te respgect fur private 1life
guaranteed by Article 8 may be seid to be one aspect of the respect tor the
inherent dignity of human individuals which enables them to maintzin the inde-
pendent autenomy and antegrity, and the defence against powerful asnd poten-
t1ally oppressive institutions, which is essential +or the development and
exercisa pi their varied faculties,; unigue to each of them, and which in its
Eurn is anather necessary condition for the maintenance of a free, ocogen,
piural, and demucratic society. The most comprehensive national Jurisprudence
ch this aspeclk of the matter is Lo be found in the Federal itepublic of Germanv,
in the context of the "right teo personality” oprotected by the Federal Hasic

g. Frn this connection, some of the rights protected by cother Articles of the
Lenvention may also be invoived in the field of professional secrecy. The
right te 4 fair trial guaranteed by Article & may he strongly argued to regquire
a right teo confidentiz)l communication with a lawver of cone’'s thoice.® & right

* One pational court has said that an ebsolute duty of secrecy imposed on
the medical profession is an interference with freedom of expression that
musk be justified on one of the grounds in frticie 10.2: Decision of 1&
Uctobher 1972, VEGH fustria (3B 1572, 19&). '

See, for example, the Handyside cass (Bur, Court H.R., Series A, no. 24)
the Sunday Tires case (Bur. Court H.R., Stries A, no. 30),

5 :liustrated by Application MHo. 9300/8%, Can v. Ausfria. ahich invelved
he cugervision of 2il discyssions between an accused ang his defence
caunsel because of 2 possible danger of collysion. it was declaread
admissible by the Europesn Commission of Human Rights an 14 beceaber
1987, The Lommission found that the restriction on private conversations
was excessive, and 2 breach of Article 6.3(c), andg approved 2 frizndly
settlement inciuding ravision of the criminal code. For the Coamission 'z
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to confidential commenication with a3 spiritwal adviser may be argued to be a
necessary element of “"the right to freedosm of thought, conscience and veligron®
guaranteed by frtiele 9, particularly the "freedom, either alone or in commu-
nitv with others, to mapifest his religion or Dbheliwf, in worship, teaching,
prattice or observante”. The right to peaceiol erjoyment of one’s pussessions
under the First Frotocal may reguire some rights Yo confidentiality about one’s
financial affairs. Econpmic, sorial, and cultural rights such as bhe rights to
health asnd education will necessarily gntail soae other rights to contident-
iality. it can even be (and has often been) argued that the right to freedonm
of enpressich itself should include a raght faor Journalists not to be foarced to
reveal their sources of infermation.

1, In short, +the underlying socral objective of both {reedon of exprassion
and professionai segrecy is essenktially the same: that is, the mainkepance o7 a
democratic and plural society in which individuals are free ta deveisp theyr
potential, to make their cheices, and to maintaia their autonomy and integrity.
In sesking to achieve this; both openness and secrecy have their different
parts to play in gifferent contexts.

H Given Lhe ungualified support ot the Farliamentary Recommendation for th
protection of professional seerets, the case dfar secrecy in this partivula
coatext need not be further argued here. Suffice it to recail that individual
frequently require the help and co-cparation of professionals when they nesc &
make importent choices, and more especially when they are faced with thrests t
taeir awtpRomy or integrity, either froe natural causes zuch as sickness, or
irom poverful elements or institutions within Eneir sgciety which are postile
to their interests., In order to obtain this help, they must eiten iepact per-
sonel secrets fo thkose professionals in confidence, and they will  not be gile
to do this freely unless they can expect thelr confidences to be respected.
Areordingly, uniess national  laws adeguately protect such confidences, the
pnderlvying social objective will be imperilled.

TRy

O o ow

12 This is therefore the primary task to be achieved by the national lawz of
the member States in the field of professional  secrecy. At present, however,
these laws® siiil diverge widely in respect of:

€1} the proifessians cancerned;

{2° what secrets are protectsd;

{7 fpr whose benefit they are protected:

{4} by what means they are protected;

{S; what exceptions there are to the protection.

1{ therez are Yo be even minimum standards for cugh laws, there needs to be s0m
commaon policy about at least some of these aspects of protessienal sscrecy,
For that purpose, it may be helpful now to gxamine those plements of the prac
tice ot professions which particulaerly affect the imparting of secrets.

reastning, see paras. 5 and & of the Annex to this report.

4 % brief summary of them is attached as an Annex to this report.




- 115 -~ j

ELEHENTE OF PROTESHIONAL JECREDY

3. fhere ere two necessary parties to every professipnal secret: the profes-
sjonal who receives it, and the person to whor it relates fwho is usually, hut
not alsays, the person who imparts iti. 1o ihe terninology of data protection
these coriespond te the "data user” and the "data subject”; in this report thay
will hencefortn be referred to as thez "professional” and the “subject' respec-
tively. {When we ceme, finally, io consider the elesent of “exceptions", we
shali need to introduce additional parties in the shape of .the institutions
uhich assart claims to breaches of the obligatiaon of secrecy.)

14, As well as two necessary parties, professianal secrecy alsp invelves at
Yeast one other essential element: an item of information which is o be regar-
ded 85 secret. In am earlier rveport to the Louncil of Europe on this subject,™
the present author suggested separate definitions for such a secret, and for :
the relationships in connection with which it is communicated. Such a2 reia- ]
tipnship, tt was propos=zd, could be desgribed as: ;

a relatiopship requiring trust and contidence by reeson oé¢ ifhe
spetial qualifications and skills of one of the parties ("the
practitioner™}) and the spegral sneads of the other ("the subject™),

intormation i1mpavted by the subject to the practitioner, or other-
wise received by the prectitioner in relation to the subject, in
the course of the practitioner’s practice; and which the subject,
expressly or by implication; wishes to be keplt secret.

|

1

i

f

]

and 3 professionzl secret could be defined as: i
. 1

|

The final {and much more copcisetl formulation of botn these elewenis 10 the %
Dratt Recommendation® adopted by the Legal Affairs Lommittee in Hay 1983 was: i

fAny person having knowledge of e secret, by rezson of his particu-
lar statuz or office or 0f his profession or skalls, that the
affected party, euxpressly or by 1implication, wishes %o be kept
secret is covered by the obligation ef profession2] sacrecy

and this was the woarding z2dopted by the Parliazmentary Assenbly in its Recommen-
dation 1012 (1983). ' :

1%, e therefrore now have four elements to discuss in more detail: "sacrets®,
“professionals”, "affected parties® (which, {or brevity, we shal)) continue to
call "subjects“), and the "ohligation of secrecy”. Finally, thevre is the fifth
elesent of “excentions™ to that obligation, Lo =nhich-the Recommepdaticn alceo
refers.

*Seerate” ;

Ia. The Farliaasntary Recommendation doss net attempt any limitation on the i
content of a "secret®, and thig is surely wise. As has been oreviously pointed

s The ¥Yegsshility of harmonisiag the rules on professioenal secrecy in I
Courncil of furope meaber States, (1981: AS/Jur (33} .

& Poc. 5419,

]
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out,.” secrets depend as much on their coniext as on their content, ang there
are wide variations bhoth within and between different amember States of the
Louncid of Lurope as  to the wmatters which different individuals are known to
wish tn keep secret. The CLonvention for the Frotection cof lndividuoal: with
regargd to #Hulomalie Processing of Fersonal Bata stngies oul ntormation aboot
racial origin, political opinions, religious or other beiiefs, hgalth, sexual
1i1fe, and criminal comvicitions as being especially sens:bive,® hut there are 2

number of other aspects -- and, in particular, legal and financial pnes -- of
people’s affatrs which many individuals in many counkries regard as "praivate”.
Since it is now well established that the categortes of T“secrets” defy abjec-

tive definition, the subjective solution of "what the subject wishes to be kept
secret” ceems unavoidabie.

7. Mosl of the working papers preceding the Fariilamenlary KRecommepdaticn
include in their discussion of ‘"secrets® both inforeation provided by -the i
subject, and inforaation azbew! the subjleck. This s of course essential in the ;
field or hneaith care, where auch of the confidential intarmation about & sub- |
ject wili come Firom examinations or tests carried out on him or her, the re-
selte of which will initially only be known to the protessional, and not Lo the
subiect. It is slco congruent with the Council of Europe’'s Lonvention for. the
Frotection of Individualis with regard to futomatic Frocesszing of Fersonal Batla,
and tonsistent with one wmorking definition of "data prrvacy™ as  "the individu-
al’s «claim ta contreol the circulation of inforeatior aboul himself. "7 Une
should, however, note that the focus of modern data protection is on  Lthe cpn-
tent and circulaticn of the personsl data: the approach, very rodghly. is fs
res. By conbtrast, the focus of the traditional doctrine of professionel serc-
recy is  more In  persenam, on the persomal obligation of a professional io
maintain the confidentiality of informatien which he pr she acquires aboul the
subject by virtue of their relationshaip.

i

19, This distinction has impertant implications for the aeasures Ly wshith
rrofeszional setrets are protected. If the protection is to extend to informa-
tlon of @ particuiar type, then 1t may well he aimed alsc at pepple who have no
relatianship with the subject at all: for example, the obligation of secrecy
would entend to someong who had ng professional relationsnip with the subject
hut had ottzined the informatien as the result wof an  initial bresch of 2
obligation of secrery owegd by someone whe had. This certainly seems desiveable
in principle.

9
S

u—

43
»

However, 1% the protection 15 to be determined by reference to ihe re
ianshio of the information -- rather than the recipient of the secret --
he supiecht, then 1t ceould in ap exireme case pxftend even to inforeation <o
grted by, say, a journalist or a public official lassuming, for this purpas
that he or she 1s a ‘“professional®) from old,y but still publacly availamle,
coridz, Such information might quallty as "secret" by reason of fwa factors: ;
unavailability without a substantial research effort, and the wish of the ]
da =ubjeet that 1t should be kept secret. In some respecis, this effect may

be thought desirable: if. for example, scme incident of somecne’'s troubled ado-

! ence had a2t the %ime been reported in a small local newsgaper, it ig not

R T A i
3

-
13

o

itmmediately obvious why it should be resuscitated many vyears later ziter the
subject had wmoved far away, and wze now a long-standing and rightly respected .
membgr of & guite different community. On the other hand, 1t wmight be thowvgat !

dgesirable to devise some boundaries for this part of the field: it i3 noi ve

2 35 dur 337 1, paras. 50-52.
€ article &.
L)

Repuri ui the Comunitiee on Pats Protection. i

;
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nhviausly connected with “professional’ secrecy as  this concspt  is commoniy
understeod.

"Professionals®

20, Any precise definition of Yprofessionsls” is difficult enough in a singie
country. and virtually ispossible if pne has to contemplate no fewer that 2!
different countries. One aethod might be to list every grouvp which is designa-
ied by 15w in 2ny of these countries as having special ebligaticns or privi-
teges in respect pf information obtained in the course af their dueties. Byt
this haz at least two major dissdvantiges to which the Legai Bffairs Cospittes
has drawn attention.*® [pe is that many of thece groups have no epxact. or even
approvimate, equivealents in other countries. The other is the likelihood that
any suff ti1st would soun be gvertaken by eveants in the fore o0f new "orpfes-
sipgns” wiith plausible claims tor protection of their subiects  sgrrecy.

21, At the same time, it must be said that L{he formulation adopted by ths
Faritamentary Recomsendaltien 315 remarkably wide. To detine a professional as
=omeore wlfl gcguires @ sgcret "by reason of his particular status or sffice or
et his grofessienal skiils" would 1nclude not oniy the commonly recopniced
professinns butb alsg 2 wide variety of other +trades or oeccupations which,
though they may regquire the enercise af some skills, involve no special rela-
tionship, whether of trust or otherwige, with their subjects, as uwell as the
hoiders ci offices which may net require the exerrise of any skills at all, er
of any praofessiansl gqualifications, or of dny relaticnship, special or sther.

fi

¥

22, This formeiation mey Lherefore need some furiher refinaaeent before it ca
or used for Lhe purpose of an internatiomal stapdard. It has been argued slse-
aheratt that the eoncept 6f & profession entails at least the noution of a spe-
€13l unhiigation not to puit the interests of the practitroner before those of
the subject, and that this 15 the principal factor which distinguishes a pre-
tassion irom any other lrade or occupation, regardless of ithe level of skills
or gualifications which are reguired for its performance. Diher factors might
bg found ir the degree of vulnerability exhibited by the subject and the corre-
lative dogree of powar exercised by the practitioner: or in fhe degree of
*rast, ang  the conrsequent fiduciary nature of the practrtioner’s obiipations,
whict the relationship entalis.

i3 Fresumably, 1t 158 intendeg that baankers, accountents, and oither financ:ieal
advisecrz should be included 1n the definifion. However, it 13 nat inmediatelvy
tiear whether it 1s also intended Yo cover Jjournalists who claim, with zcae
Instification, that thev would not be able ta perform their functien of keeping
Ehe publ:c informed about matbters of general coacern if they cowld be compeliec
to giscloze  the sources ef their intormation. On the one hand, it iz wsualiy
the case that zecrets are confided to journalists because af  their status gr
aorfice, and perhaps also their skills, as journalists: on the pther hand, Jour-
naligks themselves generaliy prefer not to claim =pecial  iegal privileges :n
virtue oi their occugation. In any cass, secrets are usually confided to jour-
tnaliskts precisely 1n order that they sheeld be given wide publicity, and any
gratecties b+ a  journalist’s sources might therefore he said to serve the @

¢ BDoc. 3418, para. 23.

*t ¢ Zieghart, "Frofesssianal ethics - for whose benpefrt 7V, Jewrnai ot the
Zecrety of  Pocupatienal Wedicime, 19B21 32, &7 Jourmal of fedica: h
Ethics, {1982) B, We. 1y T"Froiessions ss the CLonscience of Seciety”, |
Jovrnal of Hedical Ethics, V1985 §i, Hp. 3.

N



primary end of freedor of expression under Ariicie 19, rather than of respect
fuor private life under Article B.

"Atfected parties’

24. The preparatory reporis for the Farliamentary Recesmendation seem to have
aszumed that both the professional “person” having knowledge of 2 secret and
the *aifected party" are natural persons only; at least the ‘qguestion of whether
they should include iegal perscns dees not seem to have beeo discussed. In the
field of data protection, the protracted arguments about whethar protection
zshould be given to information about legal persens are familiar, and oniy &
minority of caunktries now provide such protection. The principal argumeat 1in
favour of limiting data protection te natoral persons is that the right to
privicy 1% a human right, and that the righis protected by commercial confi-
gentiality are fourded on values of an essenkially diftterent kind.

23, But the interests served by professional secrecy may, itn at least one
respact, lepad to @ different approach. Taking the easier question first, an
ghligation of professional secrecy should okviously hing a legal eatity such as
a corporate enterprise carrying on the profession of lawvers or medical oracti~
tianers.  This could conceivably present scme problems in its applicaticn to
diféerant natianal rules on the forms of eaterprise allowed te carry gut pro-
fezsional activities. it might also present an initial problem 1n determining
which officers and employees of the enterprice would he bound. If# it were
iimited to those who ectuwally received the secrets, the protection aight well
te iradenuate. But if the eobligation was primarily derived trom the nature of
the information, it couid presumably be imposed without too much difficuity not
oniy on the enterprise i1iself, but also on any ot its pfiicers or employegs -~
and indesd on obher persens -~ who had obtained acress to it, with or without
suthority, but with inowledge of its mature as a profassionsl secret. 7

2b. The more difficult guestion is whether & legal person should have rights
as an “affected party®. 1 oprofessional secrecy is seen purely as 2 human
right, then it would sees that it should be enforceable paly by natural per-
sons, 2% data proiectipn rights are in most countrizes. But 1§ 1t is also
regarded as having some separate functional role, such as ensuring tairness in
titigation involving campanies, it could be argued thabt iegal persons also have
some cilaim to it, at ali events so far as legal advice is concerned. Un ba-
jancz, 1t may be preferablz to exciude legal persons from the getinition ot an
*affected party® for the purposes of the Parliasentary Fecommendation. hut
separate hareonisatien of national rules on the confidentiality of legal advice
to legal persons may then still be needed. Perhaps this should be done in the
roniest of “rommercial secrecy and information traonsparency” rather than of
profess:anal secrecy. '

The "ahligstion of gecrscy®

27, One matter shoult be made clear from the putset: the purpose of profes-
siopnal secrecy is solely to protect the interests of the subject, and the claim
ta professinnal secrecy can therefores only be asserted or waived by that per~
50N, t14 the subject is not competent or available to assert or waive the
right. then this can only be done by some “proxy’ who represents his or her
interests.? Frofessienals may of tourse have their own rights to confidentia-

12 This would also seeam to be a way of overceming the thirg difficulty about
the definition of “professionals” raised by the Legal Affairs Committee:
teg J0C. 5419 'para. 2.
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i1ty or privacy, but these carpnot be asserted 'g protect a subject’'s secrets: a
ctaim pot  to reveal suwch secrets can anly rest on an obligation owed to the
subject, and not on any right vested 1n  the professional.t?® {In particuiar,
the protessional’s obligation of confidentiality to the subject cannot legiti-
marely be wsed teo jusbify the withholding fres the swubhiect of tnformatinm
obtaingd about the subjiect. There may =ell be pther reasons for withhglding
such nformation, but they canrnot be based eon the professional 'z obligation of
confrdentiality.)

28. since the interest in maintaihing professional setrecy 15 that of the
supject., it foliows that the subject can s3llew, and even reguire, the profes-
stunal to disclose such information. However, such deciszsions must he made
freeiv, and there ara several well-known Circumstances where they may be influ-
enced by ecpnomic pressures -~ e.d. the disclosure of information., uvsualiy
medital, in order to obtain empleyment or insurance.

25, 4l rules of professinnal secrecy assume thet someone who 15 a grafossio-
nal pbtains information aboult a subjiect which is not generally known, and that
the pruofessional is under a general obligation (usually imposed by law: npt fo
disciose it, The rules then go on to define the circumstances in which the
arotessisnal may be freep to disclose the informatien, and the vircumstances icn
which he or she aay lLbe cvepelled to disciosz it. These tirgcumstances generaliy
relate tp the nature of the information,; the persons to whom 1t is te be d1s-
¢lpsed, the purpose ot the disclosure, the conseguences of disclozure o non-
disclozure —-- snd who ®ay enforce such ronseguencec, both in terms of itnitias-
ting procsedings tio enforce professional secrecy or Lo vequire itls breaech? and
eclding them. The cbligation of secrecy should therefore take iwp forms: a
rei prohibitzeon of " velupntary disclosure, and protection from compulsaory
isctosure. The first requires a rule to be enforced by sanctipns, &he second

n immunity from the sanctioens that would normally bhe imnposed,

0, These rules can encoempess both rformal  legal rulee angd the ethical ior
degntologicall standards of particular professians. But they ghould have two
eharascteristics: sufficiently severe saactions to deter their breach, and the
standing o4 the subliect to institute proceedings +for the imposition ef these
sanctigns. In many, 11 not most, BEuropean countries the obligaticns of profes-
signal secrecy are enforced by the criminal law. Eriminal penalties may well
be more effective than givil ones in enforcing grofassional secrecy, particu-
lariv 14 civii remedies are limited to compensztion {for financial harm. EBEul
the craiminal  }aw may not always be adequatz i+ the derision to institute pgro-
repdings restz exclusively with a public offacial, and the right of the subjsct
iz limited to one of coamplaining to that official. 3§ 1t were feasible, it
would be preferabie te have a combination of remedies, with the cubject able to
irniti1ate proceedings to enforce professional seciecy, but with public officials
having the power te 1mitiate proceedings on behalfi of subjects who are uwpable

tc #40 sO.

It. it seems that in wpst Cowncil of Lurope countries tne ciars te immunitby
trom CoRpuLERry disclasure is  asserted in the first ipstance by the profes-
crgral, This may be satisfactory 17 all professiovnals take their obligatiuns
ceriousi,;, hut it seems to overlook the dundamental fact that professional
seereey @xlsts only for the benefit of the subject. As has been previously

suggested'® consideration should perhaps te grven to some sort of netification

' In any case, there are strong argumenis for saving that professicnals
should nct generally claim rights on their own behalf, but oniy on behslid
of thuse whem they serve: see AS/Jur I3 1, pera. 55,

4 pScdune 23) 1, paras. FO-VI.
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to the subject hefore s decision is made to breach protessional secrecy under
compulsron. This is obviously not feasihle where the nesd {o breach professio-
nal seerecy is founded on the requiresent for the prevention of crime or the
proteclion of national securiiy. But when prefessional seecrecy i to be
breached for the benefii of some of the cther public interssts listed in Aria-
cle §(2), as the FParliamentary Retommendation propeses, 2 systes of prior

notificatior way not only be possible, but alsa desirable. There may, for
erample, well be cases wherp the subject iz willing to waive the claia to
professional secr=cy.’  Although prior notificatiaon systems could risk becoming

burgaucratic and time-consuming, there could well be a compensating benafit in
those cases where the consent of the subiect woulg raiieve the professional of
the opbiigation (and possible penalty) of asserting professional sscrecy, and so
remove the need for a protracted and expeasive adjudication of the issue.  The
srablem of reconciling competing privacy interests by such notification iz well
kncun in data protectien: the most elaborate procedure is to be found 1n the
Canadian Access to Infermation and Privacy Acts.

"Excentions”

32. in the great majority of gases; the interests of the protessicnal and The
subject in the preservation 0f secrecy will ceincide. Difficulties oniy begin
when other interests are asserted to pverride the gobligation of secrecy. Two
questians then arise; the first is whether the agrofessicnal 's own interest in
disclosure {assuming there is one) justifies his of her in breaching the obli-
gation; the second iz whether someone else’s interest justifies compelling the
professional ta breach it. [n the first case & professional a3y breach the
obligation and escape =hatever penalty would normally apply te enforce 1ty in
the sscond the professionail eust breach the sbligation or he puoished, Some-
times, the two cases may overlap; for example, a physician may both wish to
report a contagigus disesse, and be compellied by law to do s0.

33, Therz are several categories of public authority which clarm to have
interesis that would justify breaches of the obligation cof professional secre-
Cyt

] Courts of law, in arder to ascertain the truth aoout issues bdetore
thems*=
{23 Law enforcament agencies, to prevent or detect crime, or to safeguard

natiaral securityy
£3) Fiscal asuthorities, to reduce tax evasiong

Sorial security authorities, to detect fraudulent rlaims;

1Y

{31 Public safety authorities, such as thuse that ligense motar vemicies,
aircraft, factories, etc., and thelr operators;

(h) Fublic health authorities, o order to reduge the incidence of gooppaitie-
nal diseases, and to prevent the spread of communicable ones.

34. in addition. there are institvtions more geansreglly found 1in the private
secfor which ¢laim such anm interest:

13 prgording to the Legal Affzairs fommalies, this seems to o2 the arez where
the laws of the member States of the Council of Zurope differ wmost wide-
ly: see Uoc. 5419, paras. 13-18.
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t1) Insurance companies, in order to assess the risks they underwrite:.
2: Employers, to impraove personnel selectiong
£ Research institutions, lo advance the pursuit of knowledge;
{4} ihe press, toD rgveél rrong-deing.
35. The Farliamentary FRecommendation rzcognises that the jnterests protected

LY rofeszicnal secrecy are not suproas, znd advises Lhatb:
¥ B 1

sxceptions £ this oblipatron must be provided for by taw ar or-
dered by a2 regular court,®® 2nd be 1n accordance wikth Articie B.2
cf the kturopean Lonvention on Wuman Rights and Fundaments)l Frege-
doms.

Jb. Under that Article,; such exceptions would of Courses have itz be:

in accordance #with the law and ... netessarv in a democratic soci-
ety 0  the jnterests of national security, public safely or the
grongmic weil-being ot the country, for the vrevention of dizorder
or crime, fer the protection of health or wmorals, or for the pro-
tection of the rights and freedors of others.

foreover, they wouwld have to conform with the criteria now clearly laid doen
tor 23]l =such exceptions by the European Court of Human Rights:*? the Btaie
impasing the vrestrictiens would have to show that they were required to mest a
"preszing sacial need", pursued & legitimate aim; were proportionste o i{hat
aim, antd were made for relevant and sufticient reasans,

7. But zimpiv wusing the Leroirnclogy of Arficle B.2 would not only recult in
nu advance on what 1s already reguired, e5 a ainigum, hy the Cohventior and the
Court, Gut might be sesen in some countries as an invitation for greater intru-
cipns intoc professional secrecy than there preseatily are. Here. therz is roon
for considecabls elaboration. C[Clearly, some professione]l secrets are likely to
descrve more protection than others: for example, & Bresach of secrecy zbout
some routine  {finamrclal advice awight be justified in (he limited circumstances
of dizclosure undor court order for the detection of someone’s serinus evime,
but ppi  for genesrail gircalation in the absence of such an order. Besides, it
1s not sbvious that 311 the public interests listed in frticle §.2 shouid have
the same weight in allowing, let alone reguiring, hreaches of professional
SELY 2Ly, in particelar, the interest of "economic well-being” seemz dange-
rously elastic, particuvlarly as it could be appiied tw encpuiraging {or perkaps
gven requiringl breaches of legal and financial professional secrecy in  a very
wide variely of circumstances.

8. Rz presiouslv suggested,t® it would be preferable, even 14 perhaps mure
time~consuning, to =eek general agreement on the “best current gractice" justy-
tying excerbions  to the obligation of professional secrecy. The consultations

with international proiessional associations already begun by the Legal Afialrs

£ it iz not immkdiately obviocus how a regular court ceuld make such an
L

orger unless it had & power to do so which had previously been "provided
fpr by lar".

t7  In the Hardysige rase (Euv. Court h.K., Series &, no. 24) and the Surday
Tize: rase (Eur. Court li.R., Series A, no. 30).

IS
[

s30dur (320 1, pares. &7-4B.
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Committee'™ might usefuily be continued, as these associations have conside-—
rable interest in the harmonisaticn o0f standards on professional secrecy.

I9. A particular example of "best current practice” may serve as an illustra-
tron of current trends in the protectien of protessional segcrecy in Europe, and
as & suitable conclusion to this report. &8s has previously been explernedg,?°
the laws of the United Kingdom on medical confidentiality have for several de-
cades been somewbhat anomalous. Theses znomalies were brought into sharp focus
during the parliementary proceadings leading te the enactment of the Eritish
Data Protection Act of 1984, Following several years of coaplex negotiations
between government depariments and representatives of wmost ef the health pro-~
tessions (medical and dental Fractitioners, nurses, midwives, hesalth visitors,
clinical psychologists,; secial workers, and more than & dozer "professions
suppiementary to medicine” swch as physintherapists, occupational therapists,
diesticiang, radiographers, laboratary techniciams, orthoptists, chirospodists,
ete.), the rules pf ronfidentiality relating tou nersanal health infarmation are
row about to be codified in legally binpding fora. ‘

40. in brpoad ouvtline, thesc Codes will provide that personal health informa-
tion i{that 15 intormation about the physical or mental health of identifiable
indivicuals: which has beer acquired by or on baehalf of healih professionais
may anly be lawfully disclosed, without the ronsent of the subject, for the
toeilowing purposss:

(1) the provision of health tare te that subject;
{2y certsin essential purposes associated with health care, namelv:

(al informing a close relative of the subject’'s state of heaith, where
this is in the subject’'s interests and the subject is not known to
obiect:

ik} to =nable someone {e.g. & social worker) to perform their responsi-

bilities for the well-being of the subject;
i3} to prevent secious 1niury or damage to the health of another person;
(4} to preveni a serious risk Lo public healtbhg
£34 for tealth care training,
f&) for health research, provided that the subjecct does not ohjiject, that the
research has been approved by & oproperily constituted eibiral research
commitize, that no damage or distress will be caused to thes subject, and

that the results of the ressarch will not be made available in a fara
which identifies the subjeci:

173 for the proper performance of certain management functions in the health
tield le.g. the investigation of complaints, disciplinary procesdings,
medical audit, etg.i;

3; whegre the disclosure is required {and not mergly permitted} by law;

(9} where the disclosure hes been ardered by a tourt, or by same other autho-
rity with legal powsrs to require it:

*%  See Doc. 3419, o, 2, fpotnote 1.
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{1y} where the disclposure is necessary for the prevention, detection or prose-
cution of a grime <cp seripus that the public interest must prevail over
the right to confident:ality:

{11} W®here the disclosure is necessary Lo safeguard pational securiiy.

di. For almost all these cases, the Codes will require that the irdividuosl
decician about disclosure must be taken gnly by the qualified health professio-
nal responsible, at the time gf the proposed discloesure, for the particuiar
aspeect 0i the subject’'s care; that in all cases there should be well-establi-
shed sajeguards to ensure that the information will not be wused for any other
purpose than that for which it is disclosed; and that proper records will be
kept, and suitable statistics published, of all disclosures made upder cospul-
sion of law, or to law enfpreement agencies. The Codes will further regquire
all public authorities forming part of the National Heelth Service to instal
proper proceduras f0s their implementation in consuliation with representatives
af 21l the relevant hezlth professions; to adopt these procedures at meetings
open tc the public, to keep them under vegular review, to bring them to the
attention of all their employees and outside contractors, and te enforce chen
if necessary Ly disciplinary measures.




ANHEX

Existing laws protecting professionsl secrecy?

Internztional law

. Although there are many specific nalional provisions protecting profes-
signal secrecy. there are few axplicit guarantees of professional secrecy in
international humsn rights instruments.

2. Much of the existing intermational Jaw on the right to a fair trial ar-
guably entails a right of confidential communication with rtounsel. but e:ipress
farmulations of such & right are rare. tinly the international Covenant oan
Civii and Folitical Rights® and the American Convention on Homsn Kights® gu-
pressly provide for this right (and then only in criainal trials}, and of the
two only the American Convention provides that &the right is opne to cosmenicate

"freely and privately.”

e Although the Eurcpean Convention does not specitically provide such a
right,® Rule 93 of the Council of Europe’'s GStandard Hinimum GHules {for the
Treatment of Frisocners® doss:

... an untried prisoner shall bep entitled, as soon as ne 1s impri-
zpred, to choose his iegael representation ... and to recelve visils
from bis legal adviser with a view to his defence and to prepsre

ant hand to hinm, and to receive, cenfidential instructions., At nis
request he shail be piven all necessary facalities tor this purpose
... lInterviews betwean the prisoner and his legal adviser aay be

within sight but apt within hearing, either direct or 1ndirect, af
a police or institution official.

q. Similariy, Article 2.24c} of the Eurcpean Agreement Relating to Fzrsons
Participating in Proceedings of the Edropesn Commission and Court of Humanp
Rights provides that, for the purposes of Convention proceedings; a detained
person shall have the right "to correspead, and consult out of hearing of other

nersons, with a lawver qualified to appear before the courts.”

i The suthor would like to ackeaowledoe his isdebtedness ko #Hr. James Micha-
el. senior lecturer in law at the Polytechnic of Centrsl Londan, for his
help in the preparation of this Annex.

= Article 14,340},
3 Griicle H.2idr.

€ at the Council of Europe’'s Aome Colloguy in HNovemper 1975, 0r. Rudoit
Kachacek and the present author proposed the adoplion ef an fdditional
Frotocel to make such a right explieit. That initiative wes followed up
a2 year later in the Report ox the Protecticn of Humar Rights in fturope
tthe Si1eglerschmidt Report,; Doc. 3BS2, p. 3, para. A{c) and p. 20, para.
21, but since then no further progress appears to have been made op this
iront within the Counc:l of Europe. The wmatter is, however, now under
active consideraticn &t the United RMations: see ELOSBC Resoiution

1?8&6/10, secition A1, para. 1.igQt.

= Gesplution (733 5 pf the Committee of Ministsers.
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G in Bonzi v. Swmitzerland,® the European Commission on Humap Rights found
that the right ot an accused person to communicats with counsel af his choice
could be inferred from Article &.3ib) and (¢} of the European Lonvention as a
pecessary «condition o©f preparing his defence, although in Schertenleib v.
Switzeriang”? the Coeomission said that the right Lo communicate with counsel
might be subject to some restrictions. In Caw v. Austriz® the Commission
conctuded unaniaously that the refusal te allew an  accused unsupervised persp-
nal contacts with his lawyer was a wviwlation of Art:ele 6i(3)Y(e). The Cammis-
s3on explained whv & right to such contacts wes important te the right to a
{farr trial:

Severai aof these fpre-triall functions are interfered xith or nade
impossible 1§ ths defence counsel can caommunicate with hAis client
only im the presence of a court pfficial. The accused will find it
difficult to express himself freely vis-3d-yis his lawyer on the
basic facts underlying the c¢riminal charges because he must fear
that his statements might be used, or mipht be torwarded for use
against him, by the «court officer who is listening. Under these
circumstances it is e.g. difficult to discuss with ihe accused the
guestion whebtbsir or net it is advisable in his case Lo make use of

the right of silence; or to advise him to make & confess:ion. The
defenrce counsel wiil) find 1t difficult 1p discuss the defence in
genzral. Apart from thece matters directly related to the defence,

the accused may alsp find it difficult to raise complaints regar-
ding hizs detention as he may fear reprisals if he expresses them 1in
the npresence of & court officral. In this resp=zct, it is not
relsyant whether such fears are justified.”

5. In 1385 the Lonsission approved 3 friendly setilesent, commenting thatb:

... the respondent bGovernment has undertaken to submit to the
fegislative assembiles a draft of new rules on the supervision in
gueztion snd, when so daing, to take i1nte actownt the ufpanimous
gpinion which the Lowmmission expressed in its report. la addition,
the bBovernament has now already rcommunicated the conienis of the
report tg all the Austrian courts and to the prosecution suthori-
tiewe, thereby 1ndicating the a&pproach which the Government will
propcse should be adopted in the reforam.

P, in Caspbeil! and vell v. Urited Kingder*® the Eurcpean Court of Human
Fights held that fArtiele 5.1 was violated by the retusal to zllow a prisoner fo
consult his solicilor about ¢livil proceedings out of thke hearing of a prison

gfficer. {The Court had apreviously ruled that restrictions on prisoners’ ceor-
respondence with persons other than a relative or friend vioclated fArticie S.t%
Rlthough Fell's case does not +1f the model of penitent and contfesser, it is at

iwasl sign:ticant that the prohabition of correspondence by the prisoner, 3
Catholic priest, with two nuns, Sister Power and Sister Benedict, was found to

fpp. Ho. 7BS4/77; bR 12, Do 85.

dpp. Ho. EII%778; OR 17, P- 180.

®  app. Ko. yooosgl; Conmission's report of 12 July 1984, para. 56.
Fara. S

Ee pr‘.NUEH FBLG/77, TEBIB/TT Eur, Court H.R., Series A, no. B80.

$1 Zilver v. inited himudea Eur. Lourt H.R., Series 4, no. 61, para. 99.

‘———___“
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vinlaie Article B. If Article B protects the right ot an tmprisoned clergyman ]
to conmuaicate with other members of religiows orders. albeit not in confi- j
dence, perhaps a right to confidential communication with & spiritual adviser 1
mzy hereafter come Lo be developed. i
|
|
|
|
|
|

Hational lawge

8. 1t woulid be impossible; within the «compass ef this paper, te present
gither & complete or &an accurate account pf the laws relating to prefessional
secrecy ia all the Z1 member States of Lhe Countil of turope. Wot all theze

countries provide fer such secrecy by statute {in the Unitsd Kingdom and lre-
iand ii arises fram the judpe-amade laws of centract, breasch of contidence, and
evidence), and the distinction between the entitlement and the obligatien to
tepp professional secrets is not always obvious. The Legal Affairs Coamttee
of the PFartiamentary Acsembly'® found two general statutory approaches: giviag
a general definition {such as "thpse to whom professional secrets are confi- !
ded"; with seae examples {(Greece, Luxembourg, France, Italy, Belgium, the
Hetherlandsi. or listing a small nusber of professions exhaustively {Swilzer-
land, Uenearlk, Federal Republic of Germany,; Sweden, Ausiria, Norway. Spaint.
Even when the law does ngt entitle a particuiar profession to remain s:lent,
the practice may be to respect professionai secrecy. For exampie, altheouoyd
Englich law does not clearly recognise the privilege of a2 gpriest fto refuse to
disciose confessional secrets,!® there 13 no reported tase 1n which a priest
hzs ip fact been ordered to testify on such matters. fgsin, many professions
tnclude secrecy as a part af  their own professional standards, which mey net
necgssariiy have the force of law.

7. The two professzicns winich most commanly have obligations &nd priviieges g
i secrecy are law and medicine. Lawyers in most Council of Europe countiies
are both obliged tc keep the secrets of cliients; and entitled to refuse lo !
discluse such secreis when giving evidsnce.®® In the United wingdom ard Ire- i
land this rule is subject to the qualification that an advocate must npot know- !
iraly assist & client in misleading the court, opor ftake part in a crimipai '
conspiracy with the client. The Federal Republic of Germany provides & privi-

legs against disclesing professionz!  secrets confided to lawyers {and sane

other professions’ by firticie &3 of the CLode of Penal Precedure. Denmark ;
limits the orivilege tp deience advecates in criminal cases. In frapce the i
priviiega is also gensrally observed.'® Correspondence between lawyers is ;

subject *tp  an gobligation of professional secrecy in France, Italy, Belgium,
Lutembourg, and the Nztherlands.

L. Thz obiigationh of profassional secrecy for medical practitioners 15 &s
pld as the cath atiributed to Hippocrates {b. #&0 RBC) and still racited by many
such practitioners on gualification: !

2 Do, 5419,. para. 2.

13 Spe kheeler v, le Harchant (1881) 17 Ch.D. 675 at &BY, per Jessel, AR,

' The laws on legal professional secrecy within the European Community are
described in 0. A.0. Edward, BU, Tae Professienal Secret, Confidentiality,
and fegel Professitanal Peivilege in the RKine Kewber Itates of itne fure-
cear Compupity, Commission Consultabtive des Barreaux de la Communaute
Europeenne; and in F. D'fngelosante, Projet de rappert ... sur le recrei
grofessionnel, turopean Parliement, PE 89.134.

1SR OB89.134, p. 10,

:
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Whatscever things 1 see or hear concerning the life of men, in oy
attendance op the sick or even apart therefrom, which ought nolt to
be noised abroad, 1 will keep silence thereon, counting such things
to e as sacred secrets.

Bost countries impose an obligation of secrecy on medical practitiorers, anc
many allpw them & priviiege against revealing secrets when testifying, This 13
gererally so in Sreece, the Hetherlands, WNorway, 3Spain, Lurembourg, France;
italy, Sweden, Hustris, Switzerland, and the Federal Republic ef Germany, but
not in the United Kingdom.®*® SBuch uhligatione and privileges 2re subjeci to
two general exceptipns: medical practitiomners are often required by law to
report information about particular kinds of crime, and they are also eiten
regeired to report certain specified diseases.

i Attempting a wore detalled account of professional secrecy 1m $0 &any
difierent countries must be dong wmith cactian. fGpart from problems of secon-
dary sources and translation, some countries provide for exceptiens to secrecy
in detail and others by general prenciples only: in some <countries the obliga-
tioh is more a mwatier of professional ethics (or decntoliegy) than of law: snd
assumpticns shout what is to be kept secret #from whom mey he so fundamentel as

to be rarely =upressed. Subject to these wgualifications and to any recent
changes in national laws, the following is & summary of the main naltional pro-
visicns for professional secrecy in member States of the Council of Europe.’?

12, fustria. The obligation net to disclose medical secrets is a part of the

iminal code, and is subject to excepticns for disclosures to puhlic heatth
thorities, and dor purposes of jife insurance and social insurance. A zedi-
al praciitioner has a general duty of professionsl secrecy, ard he or she has
a privitege to refuse to testify in civil proceedings, but »nol in crieinsl
ores. On the other hand, there is a positive duty to breach professional se-
crecy and notify the authorities in the case of tuberculosis and certain cther
gpirdemic diseases such as cholera. Medical practitioners saployed by public or
privats enterprises have a sSimilar duty to inform esmployers about the medicel
rondition sf 2aployees, in so far as it afiects the employee’s warking capaci-
. Medical practiticners geperally amust nform law enforcement agencies of
s suspected maltreatment of incapacitated persons or childrea under 14, az
weli as any suspected criminal injury or death. Beyond these relatively lia:-
Led excepticns there are geaneral princaples that wgedical practitioners may
diseclase information when authorised by patients or ineiv guardians, faor rea-
sens of pubiic health or justice, whep reguired to do so by law, to the social
security administration regarding insurance claims, and to military authorities
regardang frtness  for military service. edical practitioners are under an
cbiigation to Jnfoerm patients about the contents of medical reports on their
state pr health, but are not obliged to provide copies of soch reports. Fa-
tients have a ri1ght to copies 0f reports of particular examinations, such as
{-ray szaminations, There is a privilege net to testify in court fdor priests,
auyers, nataries, and administrators of trust rompanries, unless their testi-
moniy i3 dngdispensible,

rr
Lt
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Y& s The fuchess of Kimgiten's friazi, Lord #Hansfield held that while a
doetse might  be hohour-bound not to reveal hAis patiznt’'s secrets. he had
Ao privilege to withhold such informaticn from a court: ©1778) 2o State
Trials 375,

17 ki nsrincipal  sopurees consulted in the preparation of Lihis summary are
Ci,uF-ME (2] 1 and the addenda thereto, PE 8%.134, and & documeat enti-
Lied fes sanctiens de [z wvrolation du secret professivasel: une bréve

cpagarzisen de la législatien de certaizs Ftats asshres du Consell Je

F'Rarope.
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$3, Pelaium. The obligation of professicnal secrecy is imposed by the criai-
nal code on physicians, surgeans. medical officers, pharmacists, midwlves. and
"other professipRs”. From the caselaw, these other professions include judges,
lawyers, notarres, and priests. & bresch of this abligation is both a crime
and a civil delict. These professiorals may refuse to testify to an investiga-
ting magistrata, but only if the privilege 13 confirmed by & higher jugge.
There is no equivalent privilege ip civil praoceecings.

I Cyprus. The HMedical Etiquette Regulations 1972 wstablish & general obli-
gation of secrecy for medical practitioners, but there is na privilege against
campulsory dizclosure in legzl procesdings.

i3, Nenmer¥. Danish law on this subject appears to be fairly elaborate,
There is a fundamental obligation of secrecy which is enforced by criminal
penalties, subject to particular statutory sbllgations to disciose informaticn,
and te a general justification for breach of secrecy in order to protect third
partizs such as the relatives of 2 patient. The particular statutory pbliga-
t1ons 1nclude obligaticns to make disclosures to public autherities abouv, for
example, contagious diseases, verereal diseases, suspected harm indlicted oy
professianal  wark, congenital wmalfarmations, deatn certificates, persens wib
are dangerous to others, sericus crime, maltreatment of children, and side-
effects of vaccinations. Priests, medical practitioners, ang lawyers have 3
general privilege against breaching professional confidentiality when teztid

150G, This cvan be removed with the consent of the subiect, and can be ov

e
rigden by a court order {but net apainst the defence lawyer 1R & triminal

casej., t?

I France. The chiigation of confidentiality 1is imposed by the ctriminal
ctode on physicians, surgeons, pharmacists, and midwives. A peneral obligation
of professional secrecy has been appli=d by tase-law te lawyers, pelice 1nspec-
tors, hailiffs, and accountants. Thare are exceptions whieh juctify bBreaching
professional secrecy to disclese information aboub births and deaths, tentags -
ous and venereal disesases, accidents at work, for rertificates of mental itl-
ness, and when necessary fer medical treatmest. In the case g+ lawvers, not
even the agresagnt of the client 1s enough to allew or to forge s fawyer to
Feveal a secret. This is subliect to two exceptions: 2 court may order a iawver
to ansuer if the guestion 1s precise and bears on matters which are not covered
by the terms of professional confidentiality, even i the tawyer invokes the
priviiege; and a secret may be revealed if it is for the legal defence of the
person whu rtonfided 1t.3%

17. Garmany. The duty of professionai cenfidentiality which is imposed on
lawyprs. notaries, and lawyers  assiszbants continues atter 4{he deathk of the
cl:ent, when it mav be enforced by the next of kin. Professionals also have a
privilege zgainst being forced to testify, but aay be released from this privi-
tege by ihe cansent of the client. There is np professional privilege it tne
proressional it suspected of compligrty 1, crime.®°

15, Breece. The legal duty of medicai secrecy 1s enforced by crisinal genmal-
ties. This is subject to two general exceptions, The first is for disciosures
to public authorities st required by law, such as births, deaths, infactiocus
disease, or crime. The secend is for breaches of professional sesrecy in ful-
f1lnment ni & higher duty, or protection cof a substantial public ar private

18 PE B%. 134, p. 0.

[

te F‘E 89-134; Pa 15(

ze  FE B9.134%, p. 13,
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interest. Greak law on the privilege of medical praciiticners seems to be
relatively strict: Article 212 of the Code of Criminal Procedure provides that
guring criminal investigations a medical prectilioner shaltl oot be eram:ined on
satters of medical secrecy, and that any sveh examinaticn is a nuility. Usksu-
ally, i1t =eems That thiz is net merely a grivileqge against testifving, but an
absolute obligstion irom which the medical practitionsr canmot gven be raieased
cy the «eonzent of the patient. Article 26! epstablishes & priviiege of smedical
practitioners o withhold documenis concerning medical secirecy.

1%, irgland. Irish law and practice’ oun medical secrecy is very similar tam
that of the United Eingdom {(see belaow, para. 29). There is no geaeral statu-
tery okligation of medical secrecy, although thece probably ts such an cbliga-
bipn arising put of the laws of contract and breach of confideace. There is no
arivilege to reiuse to disciose wmedical secrets in legal proceedings.

20, Italy. The criminal code impeses an wbiigation of professional secrecy
in gpeneral terms, withoul specifying protfessions. It is an offence to breach
professional secrecy without just rcause, but ns sanctions are imposed uniess
the hreach causes prejudicial resuits. # 1993 cstatutbte preovides a priviiege
agatnst disclosing professional  secrefs in testimony for opriests, lawyers,
nptaries, and wmedical professionels.  But there is » power to rcompel testinmony
by surn protessicgnals 1+ the clalm to privilege is not well-{founded.™?
il Luxembourg. As in most civii  law countries; the obligation of medicail
y 13 imposed &y  the Ferpal Code ifrticle 458). This is subject to the
21 excezstion shen drsclosare of certsin information to public authorities is
€d by itaw. In legal proteedings it seems thalt a medical practrticoner mav
zzdical secretz, but canrot be forced to do so if he or she claims s
l

api 1D.

22, The Hetherlands- Duich law on mecical secrecy 15 a particular applica-
tion ot the general provis:on 1p the €risinal code establishing criginsal penal-
ties for opreaching secrecy related to 2n "oitfice or profession”, with prosecu-
tion baszed on a complaint from the person to whom the duty of secrecy i1s cued.
Pedical practitioners are also subject te preofessional disciplinary procged-
1rgs. Disciosure of medical secrets may be Justified by the consent of the
patient, emergency, law, or the order ot a public etfizital. There is no privi-
lege againsl dizclosure 1n legal proceedings.

2. Horway. A 1989 dct rmposes & duty of professional  secrecy on medicsl
practitioners, bubt 1t 1s not ciear what penalties there are ror breaches of
this. Disclosure 18 justified by the patlent’'s consent. Lo disclose sericus
crimz, maitreatment of children, disclcsure of information to employers under

relevant regulations, or for research if anonymity 1s guaranteed. There 15 a
particuisr provision allowing medical practitioners te disclose information
after a patient’'s death 1f there are "important reasons™. it 15 not clesr

ahethsr bthere 18 any privilege against testifying. There is a sperific right
of patientz access to their medical records. If this i3 refused on the ground
that it would be against the interestes aof the patient wr his family, atcess

must te given to a representative nominated by the patient, usually & med:ica!l
sractitionsr or a lawyer.

. Portugal. Feortuguese law 1aposzes a duby of serrecy on medical practibio-
nErn kil wav be s

breazched when authorised b, law, 1f the patient consepis, :
"whee shzolutely macessary Yo uphold the digrity, rights and morel interesis ¢!
poth bthe sedical practitioner and his patient.’ Put medical prattit:oners are
regurred to consult the President of ths Hedical Zouncil before disclosing pro-

®1 vp 3501349, p. iZ.
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tessional secrets. There 1s a general duty not to disclose medical secreis
when testifying, and medical documents may be seized only 1f they are indis-
pensabie to a crimipal investigstion.

25, Sweden. Swedich law, like Danish, is rather complicated, with twe garti-
cular characteristics. The first in that most, bHut not all, health care 15
provided by medical and other health practitiorers who are civil servanits: the
second ts that Swedish government documents are generally available as of right
tc any citizen. It does not follow, however, that medicail records on individu-
alz are availahle to the qsnerél public: one of the exceptinrs to the general
right of public access is for the protection of persvnal privacy, and this
means that individuals have a legal right of access tp medical records about
themselves, but not about others. This right may be restsicted to aveid hara

tu the patient or to others. The exemption 4rom the obligation Lo disclose E
recaorgs to the general public 1s reinforced by the criminal law against dis- |
closing tnformation orally. HMedical rivi! servants are requirsd nol to dis-

cloce medical informaticn by the Secrecy MAct, which is enforced by crimical |
penalties. Similar provisions apply to medical prartitioners and olher azdical |
perzoanzl in the private ssctor. }

28, Switzerlend. Hedical secrecy 13  itmposed on medical praciitiosers and |
medival anciilaries by Brticle 321 cf the Fenal (ode, which establicshes crims-
nal penalties for Breaches of secrecy by professicnals, includiang lawvers,
pharwacists, and c¢lergymen. Disclosures can be made with a patient’s consent
or by the professional’s supervisory authority, such as the Health Council.
More detailed exceptions are provided in vantonal Jaws. These ususlly require ]
reparting of compunicable diseases and declarations of births and deaths. Cam~
tpral laws apparently vary in reguiring medicai practitieners to raport zrimi- ¢
nal aifences. The same appears to be the case for requiresenis on medical
practitioners io hreach confidentiality in testifyirg. There are elst =irin-
gent laws about banking secrecy.

|
27 Spain. Unusually far a civil law country, Spain does not enforce ascical |
secrecy by its criminal code {unless the practiticners eare civil servants).
The Hoyal Fecree which provides fer medical secrecy does not include sanciions |
for viplations. Tae LCpode nf tedical Ethics includes ap obligation of secracy ‘
on medical practitioners and their anvillaries, with exceptiuns for the 111-
treatment of- children, evidence to the Medical Association, or discicesures
required by statete. These iaclude notiiicatien of crimes, infectious disea- ‘
s5es, and discicsures to emplovers, soucial security awthorities, and Road fraf- |
fiv Directorates in conrection with driviang licence applications. There ig na
priviiege for medical practiticners 1n iegal proceedings, although there 1g une
for laxyers and priests. i

B, Turkey. Turiish medical prectitioners are bound to professiocnal secrecy
by the criminal code, but are also bound to disclose serious crimes,; and infec-
tious and venereal diseases, to the public authoritiss. There 1is a privilege
apgainst disclosing medical secrets in both civil and griminal proceedings, and
it can only be waived by the patient. Patients have a right to an extract from
thelr medical records,

29, Wnited Kingdoas: s in Ireland, there i1s no general statutory phkiigation
of medical secrecy.®? zlthowgh there is an obligation of confidentiality under
‘he {(judge-~smade) laws 0f contract and breach of confidence. There i3, however,
% statutory obligation to observe eedical ethics in  the Medical Act 1978, and

22 However, plans are now wel) advanced for the codification, in legaily
hinding form, of the rules of confidentiality relating to personazl health
information: see paras. 2%-%1 above of the main pgrt of this report. |

.-tl———————————————————————————__________________________l---l-lII--I-------.-.--lli
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an obligation of proftessional confidentlialaty 18 a part of mediral ethics tor

deontologyl. There are no eriminal penalties for unethieal conrduct, but s
medical practitiornec wmay be suspended or disqualified by the General Hedical
Cpuncil. As in other countries, there are many particular stafutes which
require & medical practikioner fo ipform publyc authorities about particular
conditions such as certain infectious diseazes, fopd poisoming, lead and cther |
indusirial poisoning, drug addiction, abertions, causes of death, or matters
related to road traffic offences. Mtedical practiftioners @ay oreach confiden-

tiality to disciose information to a patient s family, to appropriate authori-
tiee in cases of suspected crime or child abuse, ar to researchers when the
identify of a patient 1is not revealed. There may be a contractual duty faor a ;
mredical practitioner employed by insurers or employers to discicse inforsation ,
zbout applicants for insurznce or emplovees. It fnas been established since |
17762 that medical practitioners have no privilege in legal proceedings,
although in practice they are not ofien required to testify against their

wishes.

=
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HRTBODOLOGICAL APPROACH TO THE LEGAL JULRS GOVERWING
FROFESSIONAL SECRECY
Co-report presented by
#r. Juan José GIL CREMADES

Professor at the Faculty of Law,
University of Zaragoza {(Spain)

Introduction

i. As Co-Rapporteur to Hr. Paul SIEGHART, T am of the opinion that
it may be extremely useful, for the purpose of trying to getr a better
grasp of what his report is getting at, to alter the perspective in
which the theme of "professional secrecy" is being discugsed: the
determination of some posgsible homogencus lineg for ¥professional
secrecy”; as so decided by the Committee of Hinisters, by following
Recommendation 1012 {1%85) of the Parliamentary Assembly of the
Council of Burope. #r. Sieghart has given us certain precise and
concraete conceptual clarifications and, although he has shown in
ancther context an interest in the theoretical dimensions of
"prefessicnal secrecy” and similar themes (1), he is today addressing
himself moxe to the legislator than to the law professor even if, and
as we shall see later; he takes for granted in his approach that
certzin estimations as well as certain legal technigues are implied.
iy perspective is pracisely methodological: to locate in the legal
framework - both domestic and European ~ the legal dimensions of
“professional secrecy”. Once this methodological question is
resclved, it will psrhaps be easier to perfect the legislative
technique for Yprofessional secrecy”.

2, When pecople speak today about "professional sscrecy®, they do so
in &z context which is different from that characterising the classic
liberalism ¢f the 19th century. This was an age when professiocns were
also "liberal®™ and this presupposed a partieular relationship with the
general interest today which was different from that which one normally
perceives. Furthermere; new technclogies have rendered information of
such impecrtance in modern secisty that “secrecy™ or “privacy™ as
liberal values have become relativised. The consequential danger is a
diminishing of the framework of individual and social group freedoms.
At the present time there exists a growing awarsness on the part of
individuals and groups of the socio-political consequences of the
progress in computer science. It is for this ressen that we begin to
ask ourselves, when we speaak about rights of self-determination in

the context of infermaticn with regard to avtomatic personal data
precessing, vhether or not we are confronting a third generaticn of
rights and fresdoms which succeed the first generation (individual
rights and classic constitutionalism) as well as the second generation
{social rights of constitutionalism as from 1220} and vhich constitute
a response to the phenomencn which some would refer to as "the
poliution of libarties® - or, in other woerds, the downgrading of
fundamental rights vis & vis certain uses of technology. Hore
precisely, the methedclogical horizon in which 1 will deal with the
issue of "prcfessicnal secrecy®™ will be previded by the location of
"professional secrecy® in the context of the opposition between
individual frezdoms and social rights,
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3. Hindful of the need ic ensure clarity for my exposé, I intend
to take the following approach:
a. the study of “professional secrecy®™ within the

legal category of “personality rights™ in continental
lav, specifically a "eivil law" study, with reference
to the protection afforded by "penal law"® and a
consequential strengthzning of the ethical regulation
cf the secret held by professional bodies;

b. the integration of "professional secrzecy? into
the reguirements of "privacy¥ which, since it is
contained in the constitutional text, counts among
the guarantees specific to "public law™;

c. the abandonment of the opposition batveen
“public’ and "private" as a result of a new
configuration of ¥privacy® and which furnishes
elements which are valid for regulation, enpurged
of the notion of "professional secrecy”.

“Professional sscrecy® and "personality righis”

4, Initially legal science esiablished a relationship between
"professicnal secrsey® and a category of civil law, gnd thus private
law, which was referred to ag “personality rights®™, The public
protection of such a secret is not percelved sinece the circumstances
concern & horizental relationship between an individual and z
professional. The ultimate binding ratio is, of course, provided

by penal law which is compatible with an ambiguous corrective pover
possessad by professional bodies.

The difficulties encounterad by Eurcpean Civil Law &t the 1ime
of the construction of a lagal category of "personality rights™ are
today recognised. These difficulties were due in particular to
the claim to render compatible civil law and the lav exclusively
regulating property rights. The raquirements of the individual, such
as in regard to nis honour, image or professional secrecy which prima
facie did not have a patrimonial content, led to an expansion of the
content ¢f private lawv. To enable us to relativise the apparent
#novel ity of the phenomenon which we are witnessing today, the "new®
techniques of modern life also provide a reason for ths phencmenon
(2)}. Once again, the legal categories are holistic., They have, ip
their origin and application, a practical purpose for regulating a
constantly evolving social life.

The private lav character of the regulation of professional
secrecy as an aspect of the protection of the private life of the
individual continues to be maintained {3). It is still true that
breach of professional secrecy gives rise to a breach of the intimate
sphare of the individual. But what is first and foremost affected is
the trust placed in the professional. 1In addition, the differences
between “private life" and "professional secrecy" have had to be
established (4): a) respect for privacy guarantees the legal
protection of the individual; the obligation of professional secrecy
takes on a legal form for reasons of social interest so that mempers
of society can place thelr trust in professionals and communicate
information to them which is necagsary for the exercise of their
functions; b) privacy protection applies across the board, while
professional seerecy is applicable only in regerd te a particular
professional; c) the object of professional secrecy relates not to
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what the client wishes to maintain sacref but to what he must

revesl to the professional, while respect for privacy is broader

in scope; d) & violation of privacy takes place as a result of the
interventicn by 2 third party in the intimate sphere of the victim
without the latter being able to prevent it, while the vielation of
professionsl secrecy requires that the professional knows of the secret
vhich the victim has personally and confidentially entrusted to him.
In addition, a distinciion has been made beiveen what the professicnal
tnows as a result of the exercise of his functions and what he knows
vhen exercising them. However, the latter is not indissociable from
the former. The secrecy obligation only concerns the former. The
disclosure of facts of which knowledgs has been gained in a fertuitous
manner may constitute a fziling in a moral duty.

Summing up, therefcre, linking "professional secraey™ to
*warsonslity rights® is today insufficient, given the social
interest of the legally protected matier.

411 this appears evident when regard is had to the evoluticn
which "the secret” has undergone in the ccnsideration which
srofesgional bodies have given to it: beyond its proclamation as an
sthical element of the prcfession what is of more importance teday,
even when zttempis are being made to regulate it, is its possible
brazach by State intereference. Accordingly, Article 41 of Royal
Decrea 2090/1%82 of 24 July approving the General Statute of the
Bar, states:

*i. Tha lawyer has the duty and the right to maintain
professional secrecy.

Profzssicnal secrecy constitutes for the lavyer the
¢uty and the right not to disclose any fact nor make known
any decument concerning bis client which has been breught
16 his knowledge by tha latter in the exercisa of his

functions.

2. Sheould the head of a body or his statutory substitute
be alerted by the judicisl authority oxr, as the case may

ve, by the competent govarnmental authority as te the
eiistence of a recording device in the professlisnal

offices of a lawyer, he should go to the cffices and

help in procedures which may be carried out while

ensuring prctection cf professional secrecy” (6).

A similar concern; not $¢ much in regard to the breach sf &
secret by & professicnal but rather in regard to the cbligatory demand
for information being made by the State to the professiconzl, is found
in the Code of MHedical Ethics adopted by the Genersl Assembly cf the
Spanish Collegizl KHedical Organisation in April 1978 and sancticned
officially by the Hinistry of Health and Social Security con 23 April
1274,
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The sverriding of thes private interest in the issue
iz evidenced by three factors:

a} control by the State of professicnz) titles and the
congitions for their exercise;

D) without discontinmuing to protect the relationship
betwesn "professional® and "client®™, the regulation of professiopal
secrecy hag increasingly as a prioviiy issue the control of the
request for informaticn by the public administration - penal, hezaltd,
fiscal,; police... - vwhen such information has been given to the
professional In coniidence, without excluding non-obligatory reguests
for information made by private bodies, banks, enterprises etc.
Avarsness is even more significant in regard te what is termed
"icurnalistic secracy” (73;

c) thz body of professions covered by legal policy aimed
at appropriaite regulation of Vsecrecy” is increasimgly expanding.
Traditiosnally, doctors and lawyers have comstituted the tws classic
libersl professions. In the cowtext of & social welfare State, the
liberal nature of the medical profession has almost diseppearsd while,
at the same tims, State interfersnce in the exercise of the medicsl
profession has increased. To a lesser axtent, the lavyer has
vindergone & oerallel traasformation. He has bacome more znd more
dependent on the State in the exercise of his functions. Thais
avoliution can, for exampls, be observed in the noticn of compulsory
legal aid vhich is finmanced by the State. In addition, since the last
century, the journalistic profession has really come to the fore, with
a concomitant increasing requirement for the maintenance of prefessicnal
secracy. Today - given State intervention in the aconomy -~ the need
for professional secrecy o also apply to the banking profession has
been reinforced. On the other hand, a progressive secularisation has
displaced to & certain extent, although it is still maintained, the
“professional secret® of the priest,

In say case, it does nof{ seem 1o be appropriate to provide a
numerus clausus of professions which may be concerned by professicnal
secrecy. There are an increasing number of professionzl titles znd
the criteria for the award of such titles are, in additvicen, changing.
This is one reason why a casuistic approach to this subject should not
be adopted.

“Professional secrecy” within the system of fundamental rights

5. Tt is well known that the North American judges

Sampel D. Warren and Louis D. Brandreis are accradited with the
technical defipnition of privacy as the right to be left alone -
security against any invasion of the sacred precincis of private and
domesiic life (8). Subsequently, Brandreis formulated the cpinion
that the founding fathers of the American Constitution had implicitly
taken account of such a right and that individual security should bes
considered as a requirement of the 4th Amendment vis & vis unvarranted
interference by the Govermment in the private sphere of the individual
{9). As has been pointed out, the nev concapt of intimate life had,
from the beginning, an ambivaleni meaning: to withold from public
authorities personal and economic information so as to escape tax
investigations (a conservative interpretatien}) or to reaci vis & vis
State use of personal information for discriminatory purposes (&

progressive interpretation).
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Eovwever, in any case, recognition of the earlier righis to
pergonality as fundamental public liberties has been a decisive step
forwvard for specifying their legal nature from a new perspaciive. The
goticen of "human dignity¥ provides a common theoreticzl context for
legitimating a right to intimate life as recognised for example by
the Ttalian Constitution (Articles 2, 3, 13) or the Basic Law of
the Federal Republic of Germany {(Article 1 and 2) or the Spanish
Copstituticn of 1978 (Article 10)}. As regards the Spanish
Constitution, Article 1.3 of the Organic Law for the civil protecticn
of the right to hemour, individual and family intimacy and one‘s
own image, of 5 May 1982 proclaims that this right is inalienable,
imprescriprinle snd mey not be rencuncad. From this time oawvards,
given the insertion of such rights into the constitutional texts,
two consequences of s lsgal nature are brought sbout:

Y rersomality is not dealt with from an individualistice
point of view but from the standpoint of solidarity or life in society
or, 3% it has beer said, from the point of view of “secial function®.

)
5

) The lzgal nction of privacy, of intimate life,
is more a principle than a rule. A4s c¢ppesed to the discipline of
a non-constitutional text; it is something which is not capable of
literal and rigid imterpretation which would prevent any intervention
in the case of nev manifestaticns of the right which were net
accounted for at the time of adoption of the constitutional norm. A1l
this involves the recognition of the important rolz to be assignsd tc
the constitutional judge since he has been entrusted with the task of
making these principles of modern day relevance.

B
o
w

L]

In any case, the former protecticn of private relaticns in ths
area of personality rights does not disappear as such, since the thesis
of "Drittvirkung der Grundrechte® elaborated by doctrine and German
jurisprudence and recognised in Article 9 c¢f the Spanmish Constitution
whiceh preclaims "the citizen and public authorities are subjzct to the
Constitution and tc all other legal ordinances™, remains in full
force.

6. In this new context of the right to intimate life, the guestion
mugt be asked a5 te the vole io be played today by professional
sscrecy. From the doctrinal peint of view, while racognising the
ampigoous nature of the term “the right to intimate life®, there

arz very oany cifferent formulations as to its content.

a) In German doctrine, distinction has been made betveen
the Intimsphire (& sphere relating t¢ that vhich is sseret and which
is breached when someone gains knowledge of facts which should have
remained unXnovn Or, in the case of professicnal secrecy, should noi
have baen disclosed}, the Privatsphire (which withdraws individual
znd family life from publicity) and the Iadividualsphire (the right
to name. image, honcur, ste) {113.

b) An Italian author would include professicnal secrescy in
the reserved zone (riservatezza) which, zlong with solitude, intimacy
and apenymity would constitute the right which we are curreatly
discussing (12).

c) Morth American jurisprudence has alsc included within
privacy "confidential information”, namely the guarantee that
confidential communications beitween spouses, betwesen the patient
and his doctor, between the lawyer and his client, between the
priest and the penitent, will not be divuiged (13).




family intimacy and one’s own image of 5 Hay 1982. Articls 7 ¢f the
Organic Lav lists the different situations which ave to be protecied
and considers among the illegitimate intrusions: "The disciesure of
private infermation relating to an individual or & family by a parson
having had official or personal knowledge of such informaticn in

the course of his professional activity? {Article 4). From the
Explanatory Hemcrandum to the Law it may be understoocd that vhat is
being referrad to is cine of the hypotheses vhich "may occur in resal
life znd coincide with those fovessen in protective legislation
gxisting in other countries for social and technolcgical development
aqual or grester than ours". It is certain thet in cenjunction with
this refersnce {non-axclusive it 1s itrue) to "professional seerecy’,
reference is being made to telephone tapping and other more classical
situations having 2 bearing on intimate life, iwmage and hencour. A1l
these are subject to the same legal protection and, as such, are
treated identically.

For the rast, the Spanish legislator adopts a technigue
which seems pariicularly adapted to the issue and which consis
providing, as a limitative critezrium for the scope of the diff
circumstances the definition contained in the lav. 1t is also
appropriate to have recourse to “social customs®™. In this regard,
the Qrganic Law of 5 Hay 1982 states:

£3 In
arent

“Civil protection of honour, intimaie life and image will be
defined by the laws and social customs having regard to the
aree for which each person, by his owi acts, ensuras nrotsectian
either for himself or his family.”

There is no question that the subject matter of the regulation
is so greatly influenced by dominant social values ané by the
appreciations of individuals affected that a casuistic approach would
run the risk cf being influenced by valus judgments prevailing ai the
time of adoption of legislation. 1In addition, it could not confront
nev situations and circumstances which ths dominant soucial morality
considers to be legally the subject of protection. However, to
concade to social customs a normative value, the scope of which must
pe determined by the courts, introduces fairly strong degrees of legal
insecurity. There is all the more reason to be wary of suen an
approach since it is difficult te specify the scope of the dominant
social merality in a pluralistic society which has an ideologically
fragmentad body of judges.

For this rzason it would be desirable for the different
situations and circumstances to be clearly fixed by law and constitute
a2 numerus clausus. In addition,; the judge should have recourse to
social customs enly as a criterium of interpretation so as to fix
concretely the limits within vhich one or other of the legally
determinzd circumgtances applies. In this sense, and bayond the
"principles” laid down in the Spanish Constitution or in the Organic
Law, it can be seen that Spain lacks a specific law on profsassicnal

secrecy.
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8. The refersznce to computer science in the rights concerning
privaey in public censtituticmal lav as something affecting
professional secrscy is of particular importance. Constitutional
guarantees are laid down which protect citizens against technological
aggression in their private life and vhich are compatible with the
fact that in modern day society access to information constitutes

a pnev form of freedom. Professional secrecy today assumes new
dimensions in the context of this opposition betveen "data providers”
and "datzbank users".

Article 18.4 of t¢he Spanish Constitution specifically refers,
in contrast to its most precise precedznt - Article 35 of the
Portuguese Constitution - to the fact that the law will limit the use
of data processing so as te guarantee privacy and full exercise of
citizens’ rights. In the sbsence of such a lav which would develop
the constitutionzl precept, it is to be supposed that professicnal
secrecy will also be the subject of attention in the areas which nave
zlready besn snvisaged in comparative law. There is move to this than
the siwple use and communication of personal information by public
zdminictrations. There is, for example, issues involving the
pratection of clients against credit companies making unjustified use
sf information contained in theiv datsbanks (15). The Federal German
Lav of 1977 on Data Protection, being of a general character, not canly
protects data stored in public files but also the storage of personal
data carried out by privata szcior companies.

In the sbsence of specific laws regulating these issues im the
majority of Eurspean csuntries, although in many of them legislation
is being prepared or is under considaration, I would like to make cne
shssrvaticn on the legislative technique which, in my opinion,
reflects the decision of the Committee of Hinisters to regulate
psrofessicnal secrecy in a glecbel mamner. The regulation of
professicnel secrecy should not be carried out as an additional
hypothesis to the laws dealing with this problem and other aspecis
of legal guearantees for private life. Hor should it be regulated
zs one move hypothesis within a general law on “data pretection”.
Othervise, we are going to find ourselves faced with an inapproprizte
legislative confusion.

The "profsssional secret" in the tension between individusl
freedoms and social rights

g. Sumnarizing the process which we have described, we could say
that the right to intimate life - of which professional secrecy is ome
aspect - has been transformed from a privilege into a coastituticonal
vzlue which almest invariably retains its individualistic nature. Such
an individuzlistic feature is in ospposition tfo so-called "social
rights®, the legal nature of vhich is problematic but which are none
the less insertad into constitutional texts as “guideline principles®
which delimit the framework within which individual public freedoms
may be exercised. That is why the cbligation to maintain the
professionsl secret, even if professional secrecy is formulated in a
general maanar, immediately requires determination of the exceptions
to the general obligation. The exceptions d¢ not normally affect the
relationship baztvesn the professional and the individual. Rather they
relate to the confrantaticr betwesn prefessicnzl and individual
interests on the one hand, and the social interest on the other. Uns
vemple of this is the doctor. Regulation of professiomal secrecy

Pt

in so far as it affects dectors must reconcile incividual interests
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{perscnal health}, professional interests and social interests {public
health). It is for this reascn that Mr. Paul Sieghart’s report devoies
such a great deal of attention to "the exceptions”. The issue is of
sven greater interest in modern socisty that, and has been rightly
said, the traditional political guarantes of habeas corpus seems {o
have bsen gvertaken today by the guarantee of habezs data.

Today when public regulation is called Ior in regerd to
something which is private, such as professional secrecy, cone alaost
accepis ag inevitable the impossible reprivatisation and the necessary
veinforcement of the "nationalisation’ of the private. I believe that
dealing with this issue in the light of the old legal coposition
between “public/private” will provide us with some indicstions on
the mest appropriate regulation for secrecy. It ig certaim that
axiological considerations figurz here. The member States of the
Council of Europe are not immune to this, even if it is not with
ideological radicalism claiming to eliminate one of the twe branches
cf the opposition (17). However, unless one accepts a functicnal
explanation of rights and freedoms in complex societies, using the
systems theory approach {18), & particular political option or a
particulay choice of legal goods to be protecied cannot escape our
attention. I will c¢nly give some brief indications:

al The differentiation batween public law and private lavw
reflecis the situation of a secial group where a differentiaticn has
been made between those belenging to the collectivity and those
belonging to its various members or autonomous minor groups. This
dichoteomy signifies in turn that an additional parallel is establisnad
between a society composed of unegquals (2 distinciion between those
governing and those governed) and a society of equals. The birth of
the liberal politiczl econcmy introducad a nusace into this dichctiomy
- the political society (composed of unzquals) and the econcmic
society {composed of members who are formally equal in the market
place, although unequal by reason of the division of labosur). From
the legal point of view, we find here a duality of legal technigues
regulating the relations in one or other contexts - iav in the public
sector and comtract in the private s=ctor (19).

b3 Tf we pass from concepis tc values, wz find ourseives
faced with an slternative: either we opt for the primacy of the
privata over the public or, on the contrary, the public over the
private. In the history of European law, private lav is antecsdent
in its configuration and methodology to public lav and political
liberalism which resisted any State interference in property rights
has made this tradition its own and has zlaborated "rights of
personality® in regard to private life. On the other hand, the
primacy of public law signifies an increase in State intervention to
regulate coercively the conduct of individuals and groups. Thus the
State will regulate professional qualifications and the exercise of
professions. This leads to the superimposition of State regulation
(the reflection of the breach of trust inm penal law, procedural law
or in special laws, and the feeling that simple reprobation of a
professional by his controlling body is imsufficient} cver ihe
contractual relationship governing professionals and their clients
(the professicnal/client relationship now also invested with
mutual trust). The vertical organisation of society overrides
horizontal organisation. This is a process which socialism has given
rise to and which characterises advanced industrizl sccieties. That
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which is private bas accordingly been "nationalised“. However, in
these societies the cppesite procedure, which could be termed "the
privatisation of the public® is also taking place at the same time.
This is shown by such significant factors as the relations batveen
employers’ organisations aend the State in macroeconomic siructuring or
the relationships between political parties when govermment ccalitions

are being organised.

In the same order of ideas, and given the present day evolution
of tha relations bztween public and private, it seems to me that any
regulation of professional secrecy must be downe 50 on the basis of
consultztion and collaboration with the professicnal bedies until
consensus cam be achieved on the content of such regulation.

c} The distinction between public and private must also be
undsrstood in relation to the distinction which exists betwean public
and secret. A3 siready known, the modern or liberal State contrasis
with the Statz szt the time of the &ncien Régime and counters what is
Hgecret” (arcana imperii) by the principle of *publicity” and does
so almost as a moral justification. As Kant has shown, the
Mtranscendentzl formula of public law® could be steted in the
follovwing terms: "41l actions relating to the right of other persons
are injust if the norm cannot be reconciled with publicity® (20},
hecordingly, the power of the Ancien Régime was an invisible power
while in a democratic Republic decision making procedure is public.
AS & censequence, when distinguishing between "bourgeois™ and
Yeitizen®, it is the latter who will lay claim to the secret nature
of his private life, family life or economic, cultural and religious
life.

Thera again the avolution is not linear. Given the degree of
complexity acguired by modern society, public adminisirations reguire
that certain facts and decisions remain hidden and justify the
reguirement on the basis of rationality. Visible power struggles
constantly with invisible pover. Parallel to this, we are witnessing
the opposite procedure which attempts to make public that which is
orivate - the modern State knovs more about its citizens than the
Stzte of byegone ages and dces so thanks in large measurz to the
assistance of new technologies. Thus, professicnal secreecy undergoas
srogressive restrictions which increasingly serve to highlight it.

16, In a scociety like ours vhich is based on information
rechnolsgy, information is pover which means that partial
information - like informatica obtainad in the relaticnship
between the professional and his client - tends to be organised
both by the State 2s well as by other bodies possessing
informaticn supporis. Inegualities thus become information
inegualities.

The social and democratic State has need of information to
conduct economic planning, fiscal policy, social prevention and the
repressisn of crime. All thus justifies limitations being made on
professicnal secrecy which can no longer be an absolute. However,
this carvies with it risks, not least for profsssicnal secrecy.
Perhaps we should pass from a limitative vision, which is solely
concerned with avoiding breaches of the secret, to a more expansive
vision as has already been proposed for other spheres of intimate
l1ife (2i): professional secrecy would bs zncapsuleted in a "right
of the person to control information concarning him".
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Horeover, it is also necessary fo overcome an exceéssively
horizontal vision in the rzlationship between the professional and the
client. The liberal professional has been replacsd to a great extent
by imparsonal but powerful professional offices, hospitals, finzncial
companias, etc. In other words, by agenciezs which are in turn
invested with informational powasr which may not be as easily
controlled today by the client as in the past. In addition, these
professionagl agencies may be more receptive to State control - a
control which in many casss will nct be transparent for the citizen.

Finally, it is net only the individual who is concerned by
the protection offered by professional secrzcy. Legal persons -
asscciaticons, organisations, trade unions, etc - are also interested.
Ve do not belleve that osnly the individual should be invested with the
characier of "concarned party'. However, this is nct antinomic to the
consideration of professicnal secrecy as a "human right®; namsly a

right which must
individuzls. Ia
bensfit from the

be strictly interpretaed and of sole concern to
a seeial State, groups and associations must also
guarantess.

11, Baving made these observaiions of a general naiur
like to comclude this co-report by suggasting, and going
has been indicataed in the report, certiain proposals de 1

&, I wvould
beyond what
epe ’

ferenda in regard io professional secrecys:

a} Th
professionals.
siorage needs.

e law should define and classify daisbanks run by
It should determine their operational resguirements and
It is surprising to ohserve that at the preseni time

ownership and use of a motor car are regulated with greater care than
ownership and use of databanks. It would be appropriate to ask if a
preliminary registration requirement should be called for, or winether
a declaratory procedure suffices.

b Individuals as well as groups must knov of the existence
of databanks of a professional nature, and they must be guarantesd the
right to control them so that they can:

1 access the data concerning them;

2 correct and delete data which are inaccurate and, if
necessary, have a "right to be forgotien” (the destruction
cf data once a certain time limit has passed).

Ly The circumstances authorised by law for the
comminication of information, ineluding communication which
goes against the interests of data subjects, must only be done in
exceptional cases. I am awvare that I am using here an indeterminate
clause which must be invested with a material content. I belisve that
it is impossible to use a legislative technique which avoids the use
of such clauses whan exceptions to the principle of the maintenance
of the secret must be defined. Clauses such as "protection of the
security of the State" or "public health", or "the moaetary interests
of the State™ contain a premeditated ambiguity wvhich can enly be
compensated by the inclusion of guarantees in the very body of
the law. Such guarantees will be discussed at a later stage.
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The ambiguity also affects the use by the administration of
information which may be in the hands of professionals and which may
be of a personal nature, and which is to be communicated for “statistical
and scientific research purposes". Although seemingly inoffensive in
nature, such a transmission is problematic as shown by the decision of
the Federal Constitutional Court of 15 December 1983 which declared
uvpconstitutional the Census Law (Volkszdhlunggesetz) of 4 March 1982.

Given that it is not always possible to reach a consensus
in the conflicis between individual and general interests, it is
necessary to leave to the courts the task of creating case law which
will "balance the interests® (Interessanabvwigung) in conflict {22}.

d) It is necessary to establish guarantees protecting
the exercise of the freedom of information but which are compatible
yith the respect for private life. The instruments containing such
guarantges may be varied and in accordance with existing systems
of guarantees. The control bodies may be: 1) courts; 2} an
administrative Commissioner under the control of Parliament and even
neminatad by Parliament directly or on proposal of the Government
(Datenschutzbeguftragter in Germany}s; 3) a Commissicn in the form of
an independent administrative authority {as in France); 4} in certain
circumsiances, the Constitutional Court; 5) the ravision of penal and
procedural legisiation which takes account of the new context in which
profassional secrecy is ioday situated.

To sum up; I would like to recall that professional secrecy
mist be understood today in a broad¢ manner, that is to say as the
guaranice given to individuals, groups and institutiens which
allsve them to decide personally vhen and under what circumstances
information directly concerning them may be communicated to third
pariies.
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4. A resume of this iz contained in E. NOV0A, Berecho a
la vida privada v libertad de infcrmacion, series XiI,
fiexico, 1281, 2Znd edition, pp. /D ss.

5. Cf. F. BRICOLA, in %I diritto alla riservatezza e la
sua tutela pepale”, Giuifré, HMilan, 1970, pp. 71 ss.

&. B5.0.E. of 2 December 1982.

7. Cf. L.H. FARINAS, Bl derecho & 1a intimidad, trivium,
fadrid, 1983, pp. 75 ss.

g. $.0. WARREW/L.D, BRANDREIS, The right ito privacy,
Harverd Law Review, December 1890, pp. 193 ss.

S

L.D. BRAMDREYS, Digsenting Opinion, in the case
Olmstaed v. United States (1928), in J.H.F. SHATTUCK
(ed.}, Rights of Privacy, Naticrnal Textbock Co.,

Mew York, 1977, p. tl. Such right of privacy has

aot been recognised by British jurisprudence according
te STEIE/J. SHAND, Legal Values in Western Scciety,
Edinburgh University Press, 1978, chap. ViIl.

10. s regards this distinction, R. DVORKIN, Taking Rights
Sericusly, Duckworth, London, 1977 {Spanish translation
158 4'—“'X> :

i1. H. HUBMANW, Das Persdnlichkeitsrecht, Bdhlzu, Cologne, Ind
Ed., 1957, pp. 268 ss. For a summary of the doctrine, we refer
to A.E PEREZ LUNO, Derechos humanos, Estade de Derscho :
y Constitucion. Tecnos, Hadrid, 1984, pp. 327 ss. '

12. ¥, FROSINI, Tl diritio nella societd tecnologica,
Guiffra, rilan, 1981, pp. 279 ss.

i3. Paul A. FREUND, Privacy: One Concept of tany, in
J.R. PERNHOCK/J.¥W. CHAPHAN, Privacy, Lieber and
Atherton, Naw York, 1971, pp. 197 ss.

14, Cf. L.M. FARIRAS, op. cit. pp. 327 ss....vho comments
on the reports of RUIZ GIMENEZ (196%), IGLESIAS {197C),
BATTLE {1972}, HWCVOA {1679), GLIVEROS (198G}, PEREZ LUNC
{19843,

l
|
w]




ot
[

[P
[t

b
B

_ 144 -

Yhieh the Fair Credit act (1970) has dome inm the US.
On this issue, as vell as others, of compsrative lav, cf.
ALE PEREY LUNG, op. cit., pp. 349 ss.

5. {(ed.), Kommentaar zum Bundesdatenschutzgesetz,
den Baden, 1978,

S. SIHETI
Nomos, Ba

Resolution 2450 of the General Assembly of the UM of 1% Dec.

1868 asked the Secretary Ceneral to prepare a report on the
respect for personal privacy and the integrity and sgvergigniy

of naticns vis & vis the progress in storage and other techniques.
The Secretary Generazl published it on 19 December 1973 {(document
B/CH 471116, schmitted zt the 2%th Session of the Human Rights
Commission. 1In the repert, the opinion of the USSR was reproduced
in the fsllowing terms: “In the opimicn of the competent Soviet
bodies, the consegusnces floving from scientific and technical
progress in the specific sphere of human rights are far from

being the most important aspect of human rights protection

in an sge of scientific and technical progress. Tha most
important task is the protection of political, economic and

social rights such as the right to work, to laisure, to

education, etc”. (apud. E. ROVOA, op. cit., pp. 136 ss.}.

£. N. LUBHANM, Rechtssoziclogie, Rohwolt, Reiabeck,
$72, pp. 281 ss.

On this theme, cf. W. BOBBIO; Estado, Gobierno,
Sociedad, Plaza vy Janés, Barcelona, 1987, pp. 1l ss.

tietaphysische anfangsgriinder der Rechtslehre,
W (CASSIRER}, B4, Vil pp. 148 ss.

Cf. A.F. WUBSTIM, Privacy and Freedom, Athaneum,
Fey York, 1967.

The sccizl conmsensus as the “ideal situation™ has been
theorised by J. HABERHAS, Theorie des Kommunikativen
HBandelns, 3rd BEd., vol. I, Suhrkamp, Frankfurt a.hk.,

1985, pp. 155 ss. The “balance of interests" is brought
about by means of arguments, s¢ controlling the rationality
of the balance: cf. R, ALEXY, Theorie der &Grundrechts,
Nomos, Baden Baden, 1985.
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FIHAL STATEWENT

The XVIIth Colloquy on European Lav, which was held at the
University of Zaragoza (Spain) from 21 to 23 October 1987, under ths
chairmanship of Professor H. RAHIREZ, Dean of the Faculty of Law, was
devoted to the theme "Sacrzcy and Openness: Individuals, Enterprises
and Public Administrations®™, The Colloguy brought together
participants from the member States of the Council of Europe as well
28 from Canada, Finland and the Holy See. Several distinguished
personalities from the host country also attended the Colloquy.

In the course of the three days of discussions reporis wers
presented on the following themes:

1. “Introductory report - & functional approach to the l=2gal
rules governing secrecy and openness®. Rapporteur:
Hr. H. BURRERT/Co-rapporteur: Dr. G. GARCIA CANTERO;

2. “Critical perspectives on secrecy within public
administration™. Rapporteur: MNr. P. GERMER/Co-rapporteur:
Dr. J. BERNEJO VERA:

3. "Commercial secrecy and information transparency®.
Rapporteur: Mr. J. HUET/Co-rapporteur: Dr. I. QUINTANC CARLO;

4. "Protecting information disclosed in confidence: Towards a
harmonised approach t¢ the legal rules governing professional
sacrecy”. Rapporteur: HMr. P. SIEGHART/Co-rapporteur:

Pr. J.J. GIL CREMADES.

Each presentation was followed by a broad exchange of
information and views. The views were expressed by speakers in
a personal capacity.

Having regard to the fundamental nature of many of the
guestions rais=ad in the course of the discussions; such as balancing
the interests of the individual and of society vwith regard to
information, the role of law and legislation relztiing to tfransparshcy
and secrecy, and having regard also to the highly interesting
practical examples furnished during the meeting on the implications
of these questions for the daily political life of the countries
represented, the participants were in general agreement that the work
of the Colloguy should be brought to the attention of policy makers at
the international and national levels vho are at present confronted
with the nesd to provide answers to such guestions.
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Horeover, the participants vere aware that certain of these
guestions are at presant pending before the Committee of Ministers of
the Council of Eurcpe or before various ministerial conferences of
specialised ministers and committees of experts within the framewvork
of the Council of Europe. For this reason, the participants vere in
agreement to ask the Committee of Ministers to take particular note of
the work of the Collogquy and to bring this work to the atteation of
the various bedies referred to above.

As regards future intergovernmental work of the Council of
Europe, it was felt that it would be extremely valuable if the
Organisation would agree to the wish expressed by the Parliamentary
Assembly to examine, clarify and formulate common European principles
velating to professional secrecy. Furthermore, the participants
considered that this work would benefit greatly if it were undertaken
against the background of a more general examination of the common
principles (based upon respect for human rights and fundamental
freedoms) which should inspire the regulation of information flows
in Council ¢f Burope member countries.
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HORZON LOKAS, Juana Maria

RLIAS GABILANES, Elenz




YALAYA TRIGO, Roberto

AARTLAN MIRALBES, Javier Carlos
SALAYA HOGUERZA, Beatriz
PINEDG CESTAYE, Higuel Angel
SAN?Z ALBERO, Jos? Higvel
PERALTE LOSILLA, 4na Haria
PRIETO S0GO, Heris sngeles
ZWBID IBANEZ, Oscar

SALAS LOPEZ, Sagrario
ZARATAGA TOMAS, Isabel
GARCIA PEMAFIEL, #aria Lulsa
HESA LAHPRE, Prancisco Javier
CALYO TORDEMOCEA, Juwan Carles
GRASA ROLDAN, Concepcidn
RULZ-FLORRES LAMOLDA, José Luis
SANTACRUZ BLANCO, 4na

LACASTA GARCIA, Eva
MONTESTHOS LOREN, Mariano
VIRGOS SEMOR, Virginia

RIQJA LOPEZ, Hatividad
HARTINEZ TOHE,

AZON CQLL, Momiserys

ALTARA CENTELLES, Pilar
CABALLOD HERNANDO, Ana
REVILLA WIGUEL, Guillermo
SOBREVIELA GARCIA, Regina
RIVAS SANCHEZ, Espereniza
ORTIZ BARDINA, Elena
YTLLARUBI LLORERS, Jorger
SANCHEZ TREKPS, Clara

vAL TREKPS, Isabel

CARDE MAINAR, Olga

LEDESHA YERA, Javier

PEREZ SARRY, Huria

HORERO LOPEZ, Santiago
SALANUEVA, &melia

VALDOVINGS, Elena

RUIY% KONSEGUR, Haria Pilar
HARTIHEZ SOLEX, Carlos
NAVARRC RSPADA, José Antonio
THIQUEZ ORTEGA, Haria Pilar
MARCUELLO FRANCT, Jogé Javier
SAMANTEGD HORENG, Herciso
POMED, Luis Alberte
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LIST OF COLLOQUIES ON
EUROPEAN LAW OF THE COUNCIL QF EUROPE

Colloguies held uwp to present:

1. Londen, 1969

Z. Aarhus, 1971

3. Wirzburg, 1972
4, Vienna, 1874

5. Lycn, 1975

6. Leiden, 1978

7. Bari, 1977

2. Heuchitel, 1978
Q. Madrid, 1979

10, Liége, 1980

Li. Hegsing, 1981

17 Fribourg, 1982
13. Delphi, 1983
14. Ligbon, 1984

i5. Bordeauz, 1985

16. Lund, 19286

17. Zaragoza, 1987

"Redress for non-maiterial damage”

“International mutual assistance
in administrative maiters®

"The responsibility of the employer
for the actis of his employess”

"Legal representaticn and custody
of minors®

"Civil liability of physicians®

"lLegal services for deprived persons,
particulaxvly in urban aress?

"Forms of public participation in the
preparation of legislative and
administrative acts"

“Standard terms in contyracis®

"The liability of the 5itate and
regional and local suthorities
for damage caused by their agentis
or administrative services®

#Seientific research zud the iaw®

"Legal problems comncerning unmerried
couplas®

"Principles and methods of prepacing
Izpal rules®

“International legal protection
of culiural properiy”

"Beyond 1984: The lav and informaticn
technelogy in tomerrow’s societry”

“Judicial power and public lighility
for judicial acts®

"The law of asylum and refugees -
Present tendencies and future
perspectives®

"Secrecy and Obenness -
Individuals, enterprises and
public administrations”




